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1.

Original Number __ of 2. IMIS NO: Page 1 of

3.

Contract Number: CO-12870 NEDS Phase 44. Effective Date: Same as Block 17

5.

Contractor: 6. Purchaser: NC30 represented by:

The General Manager
NATO C3 Agency
Boulevard Leopold I
B-1110 Bruxelles

TIx: 25931

Tel: +32(0)2 707 82.14
Fax: +32(0)2 707 87.70

7.

This is a fixedprice indefinite delivenContractfor the design, implementation, and maintenance
the NATO Enterprise Directory Service (NEDS) Phase 2 according to the terms and conditions
specifed herein. The Contractor must furnish the necessary manpower, materials, managemel
supervision to perform the services and provide the deliverables specified in the attached term

CONTRACT SCOPE:

conditions.
8. TOTAL AMOUNT OF CONTRACT :
9. PERIOD OF PERFORMANCE 10. LOCATION OF WORK
See Part | (Contract Schedules) and See Part | and Part IV (Statement of Work)
SECTION 10SECHON-100of Part Il (Specia
Provisions)
11. CONTRACT: This Contract consists of the following parts and namedmeats:
(a) Part I. Contract Schedules
(b) Part Il. Special Contract Provisions and Annexes
(c) Part llI.NC30O General Contract Provisions
(d) Part IV. Statement of Work and Annexes
(f) Contractoroés proposal xxons.dated XxXxxX
In the event of any conflict or inconsistencies between or among any of the documents cor|
this Contract, the order of priority specified in Cladis® 1-2-stated above shall apply.
12. Signature of Contrador 13. Signature of Purchaser
14. Name and Title of Signer 15. Name and Title of Signer
16. Date signed by the Contractor 17. Date signed by the Purchaser
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CONTRACT
FOR

NATO ENTERPRISE DIRE CTORY SERVICE (NEDS) PHASE 2

PART | T CONTRACT SCHEDULE

(The bidding sheets submitted by the successful Bidder will be incorporated as the Contract SebieiduRest 1)
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FOR

NATO ENTERPRISE DIRE CTORY SERVICE (NEDS)
PHASE 2

PART Il - SPECIAL CONTRACT PRO VISIONS
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SECTION1 CONTRACT INTERPRETAT ION
1.1. INTERPRETATION, DEFINITIONS, AND ACRONYMS
1.1.1. This Clause suppl ementossotTermsadd ause ent it
Acronymso of the NC3O Gener al Contract |
1.1.2. In this Contract, unless the context otherwise requires:
1.1.2.1. the singular includes the plural and vice versa,;
1.1.2.2. reference to a gender includes the other gender and the neuter;
1.1.2.3. any phrase introdied by the words "including”, "includes”, "in particular", "for

example" or similar shall be construed as illustrative and without limitation to
the generality of the related general words.

1.1.3. The headings in this Contract are for ease of reference onhhataat affect its
interpretation.

1.1.4. References to clauses, sections, parts, and schedules are, unless otherwise
provided, references to the clauses, sections, parts of and schedules to this
Contract.

1.1.5. As used throughout thiSontractContractthe followingacronyms shall have
meanings specified below:

AQAP Allied Quality Assurance Publication
Bi-SC AIS Bi-Strategic Command Automated Information Systems
BOA Basic Ordering Agreement

BRR Baselines Requirements Review

CBT Computer Based Training

CDR Critical Design Review

CIS Communication and Information Systems
CLIN Contract Line Item Number

CM Configuration Management

DO Delivery Order

ECP Engineering Change Proposal

EDC Effective Date of Contract

I0C Initial Operating Capability

IPR Intellectua Property Rights

NATO UNCLASSIFIED
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1.1.6.

1.1.6.1.

1.1.6.2.

1.1.6.3.

1.1.6.4.

MCCIS
NATO
NC3A
NC30
NCSA
NEDS
NSIP
PMO
PMP
PMS
PSR
PSD
QP
QAR
SDS
SHAPE
SIVP
SLP
SOwW
SRS
STANAGS
TO
TOPSD

As used throughout thiSontractContragthe following terms shall have
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Maritime Command and Control Information System
North Atlantic Treaty Organization
NATO Command Control and Communicate Agency

NATO Consultation Command and Control Organization

NATO CIS Support Agency

NATO Enterprise Directory Service

NATO Security Investment Programme

Project Management Office
Project Management Plan
Project Master Schedule
Project Status Report
Performance Start Date
Quality Plan

Quality Assurace Representative

System Design Specifications

Supreme Headquarters Allied Powers Europe

Security Implementation Verification Procedures

Standard Language Proficiency

Statement Of Work or Part IV

System Requirement Speciitions

Standard NATO Agreements
Task Order

Task Order Performance Start Date

meanings specified below unless otherwise specified iGtmeractContract

AACaegte 0: the action
the Contractor has fully demonstrated tGantractContradDeliverables are

complete or have been performed according to the requirements set in the
ContractContract

by whi ch

t he Purc

ACl S Env iNABerigimgtcamputing environment (consisting of
hardware and/or software and/or telecommunications networks or equipment)
with which theNEDS s to interface and/or interoperate or, in cases where the
Contractor is supplying Software only, on which 8eftware is to be installed,;

il nst al

ANATO Par toiucnitpraytoi:n ga nCy

ation Siteso:

t he

of

NATO premise
the SOW and or such other sites as the Purchaser shall from time to time notify
to the Contractor through a Contract Amendment;

t he

nati ons

to the project, namely, (in alphabetical order): BELGIUM, BULGARIA,

Book Il, Part I, Pag8

NATO UNCLASSIFIED

K



NATO UNCLASSIFIED
CO-1287GNEDS

CANADA, CZECH REPUBLIC, DENMARK, ESTONIA, GERMANY,
GREECE, HUNGARY, ICELAND, ITALY, LATVIA, LITHUANIA,
LUXEMBOURG, THE NETHERLANDSNORWAY, POLAND,
PORTUGAL, ROMANIA, SLOVAKIA, SLOVENIA, SPAIN, TURKEY, THE
UNITED KINGDOM and THE UNITED STATES.

1.1.6.5. ATechni cal Solutiono: t hNMEDESmovidledasct or ' s
part of its bid and included in this Contract by reference.
1.2. ORDER OF PRECEDENCE

1.2.1. This Clause supersedes the Clause entit]
General Contract Provisions.

1.2.2. If there is any conflict between the clauses and the schedules and/or any annexes
to the schedules and/or any other documents refariiedhis Contract, the
conflict shall be resolved in accordance with the following order of precedence:

1.2.2.1. The Signature Page

1.2.2.2. Part | (Contract Schedules)

1.2.2.3. Part Il (Special Contract Provisions) and its Annexes
1.2.2.4. Part Il (General Contract Provisions)

1.2.2.5. Part IV (Statement of Work) and its Annexes

1.2.2.6. Contractod proposain response to IFECO-1287GNEDS ref.
dated and any clarifications thereto, incorporated herein by reference._
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SECTION 2 IMPLEMENTATION

2.1. SCOPE OF WORK AND DELIVERABLES

2.1.1.

2.1.2.

2.1.3.

2.1.3.1.

2.1.3.2.

2.1.3.3.

2.1.3.4.

2.1.3.5.

2.1.3.6.

2.1.3.7.

The purpose ahis Contract is to implement and support the NATO Enterprise
Directory Service (NEDS) Phase 2 project; further referred to as NEDS Phase 2.
This is a Contract for services and supplies (both HW supplies and SW supplies)
to design, integrate, test, implemigand provide training for the NEDS system

The Technical Solution shall take into account three underlying priorities:
infrastructure services, interoperability, and integration with ongoing as well as
planned BiSC AIS services. Therefore, tNeEDS mustbe completely and
seamlessly integrated within the-8C AIS as a core service.

In consideration of the payment@bntractContragprices the Contractor shall
provide all titles, labour, materials, tools, equipment, management and supervision
necessarya satisfy the objectives stated in paragrahiisl.thru2.1.2. above, to
comply with the terms and conditions of tRisntractContra¢tand to perform all
tasks and deliverables apecified in the Contract Schedules (Part I) and more
particularly in the SOW (Part 1V) and its Annexes. The scope of the
ContractContradncludes:

Provision of project management services and products

Provision of system design and system documentation

Performance of site surveys and production of associated reports

Provision and installation MEDS Certification andReference System

Provision and installation tdEDSbaseline, including both hardware and
software components

Provision of technical sugpt to NCSA

Provide Integrated Logistic Support

2.2. DELIVERY AND INSTALLATION AT INSTALLATION SITES

2.2.1.

The Purchaser reserves the right to change, at any time, the sequendékid e
at no additional cost to the Purchaser, provided thatdaghotice is gien to the
Contractor in advance to the scheduled site installation.

NATO UNCLASSIFIED

Book Il, Part Il, Pag®



NATO UNCLASSIFIED

CO-1287GNEDS

2.3. PROJECT PHASING AND LIMITATION OF CONTRACTUAL LIABILITY

2.3.1. This ContractContracshall be executed through a staged approach. For that
purpose, the scope of work has been structured irgdess ©f work packages
associated with critical project milestones as listed in the Contract Schedules at
Part | and more particularly defined in the SOW. The Contractor shall not start
performance under eadork Packagdefore the Performance Start Date
specified in the referreskectionsof the SOW.

2.4. ACCEPTANCE PROCEDURES

2.4.1. Acceptance procedures are describeSECTION 3of the SOW and the clause
entittedo | nspection and Acceptance ofonDel i ve
and Accept ance obthe NDIOcGemamlrCongactiPmvisions.

2.4.2. Furthert he c¢cl auses entitled Ol nspection and
Serviceso and Al nspecti on ofadhe NC3@ccept anc
General Contract Provisionshereby supplemented as follows:

2.4.2.1. In accordance with the implementation procedures stating iBOW any
hardware, software, documentation, or any other Deliverables provided as part
of a site installation shall not be subject to Acceptance until Sitegictivis
satisfactorily completed.

2.4.2.2. Where a delivered or performed CLIN fails to meetCalhtractrequirements
but such a failure is not material or fundamental, the Purchaser may, at its sole
discretion, declare the Acceptance provisional. In this casd?urchaser will
make an assessment of the nature of the deficiencies and may pay the
Contractor an amount commensurate with the importance of the stated
deficiencies. This amount shall be between 50 % and 90 % of the total price of
the CLIN that coverdie deficient services or deliverables and this until all
deficiencies have been cleared; at that time the Acceptance shall become final.

2.5. TITLE OF PROPERTY AND RISK OF LOSS

2.5.1. The provisions of this clauseipplementhe clause entitted Owner shi p and
of the NC30O General Contract Provisions.

2.5.2. Title to tangible deliverables covered by this Contract shall pass to the Purchaser
upon Acceptance as specified in the Contract, regardless of when or where the
Purchaser takes physical possession.

NATO UNCLASSIFIED
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2.5.3.

2.5.4.

2.5.5.
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Unless the Conarct specifically provides otherwise, risk of loss or damage to
deliverables covered by this Contract shall remain with the Contractor until, and
shall pass to the Purchaser upon Acceptance by the Purchaser or receipt of the
supplies by the Purchaser at thesstination specified in the Contract, whichever is
the later.

Notwithstanding paragraph5.3.above, the risk of loss or damage to supplies
which fail to conform to the requirements of thentractshall rem&n with the
Contractor until cure and Acceptance, at which titng.3. above shall apply.

Notwithstanding paragraph5.3.above the Contractor shall not be liafde the
loss of or damage to supplies caused by the negligence of officers, agents or
employees of the Purchaser acting within the scope of their employment.

NATO UNCLASSIFIED
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SECTION 3 CONTRACT GOVERNANCE

3.1.

3.1.1.

3.1.2.

3.1.3.

3.1.4.

3.2.

3.2.1.

3.2.2.

3.3.

3.3.1.

CONTRACT TYPE

The provisions of this clause supplement the caluse entittd r m Fi xed Pr i
Contracto of the NC3O Gener al Provi si on:

The Contract is a firm fixed price Contract to perform the work and deliveries
designated as firm fixed price items in Section 1 of the Contract Schedules (CLINs
1.1 thru 14) at Part |

The Contact also provides for a menu of possible purchase options. These options
are not part of the fixed price of the Contract and represent an Indefinite
Delivery/Indefinite Quantities (ID/IQ) portion of the requirements associated with
both projected and ino@htal needs for NEDS support, hardware, or software as
listed in the Contract Schedules (CLINS thru 1.8)which shall be ordered

through the procedures specified in claBsébelow.

Other requirements nasted under paragrapBBsl.l.or 3.1.3.above but included

within the generic scope of the Contract may be included in the Contract through a
bilateral Contract amendment that shoalpriced in accordance with the rules and
proceduresspecii ed i n the c¢clause fAPricing of Ch
of the NC30O General Contract Provisions

PRICES AND OPTIONS

Prices for Indefinite Delivery / Indefinite Quantity requirements shall be
established in accordance with cla@sé. below.

If new labour categories, not previously specifie@ECTION 12of the SOW are
deemed necessary by the Purchdseing the course of this Contract; the prices

for the new labour categories should be within the range of 10 % of rates listed for
comparable labour services and skill in the Contract Schedules at Part 1.

COTS PRODUCTS REPLACEMENT

If any COTS products ggified in the Contract are discontinued by their original
providers for commercial or technological reasons, the Contractor shall propose
their substitution by the new versions that are supposed to replace the original
products. The proposed items shathpde at least equivalent performance with

NATO UNCLASSIFIED
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3.3.2.

3.4.

3.4.1.

3.4.2.

3.4.3.

3.4.4.

3.5.

3.5.1.

3.5.2.

NATO UNCLASSIFIED

CO-1287GNEDS

lower prices and/or lifeycle support costs, or enhanced performance without a
price or cost increase.

The Contractor shall provide price and performance data to support an
improvement in performance and/or duwetion in price and/or lifeycle support

costs. If necessary for evaluation by the Purchaser, the Contractor shall provide a
demonstration of the proposed items. Should the Purchaser decide that the
proposed item(s) should be included in @entract anequitable price adjustment

will be negotiated and the proposed item(s) shall be added @otiteactby

bilateral modification under the authority of this clause.

LOCAL STANDARDISATION

For reasons of efficiency, some Purchaser sites have standardisedrsiheir

entire computer baseline on a specific suite of hardware from one or more
particular vendors. As the process of site standardisation will continue as the
prospectiveContractis being executed, the Purchaser reserves the right to require
the Cantractor to substitute, for one or more system components, an equivalent
item compatible with a sitepecified standard.

The requirement for local standardisation shall be addrésstéee Contractor
during site surveys

Pricing proposed for the substitdtequipment shall be fair and reasonable and
consistent with the market prices reserved for large buyers and/or Governmental
Institutions.

In the event the Purchaser chooses to exercise this right, the required substitutions
will be negotiated through alateralContractamendment issued under the
authority of this claus8.4.

CONTRACT ADMINISTRATION

The Purchaser reserves the right tassign thisContractto a representative(s) for
administrative purposes) whole or in part, provided that the Purchaser shall
always be responsible for his obligations undeiGbatractand for actions or lack

of actions of its assigned administrator. The Purchaser undertakes to advise the
Contractor in writing whenever thright is to be exercised.

The Contractor shall accept Contract modifications only in writing from NC3A
Contracting Authority.

NATO UNCLASSIFIED
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3.5.3. All notices and communications between the Contractor and the Purchaser shall be
written in English and may be personally dete, mailed, telegraphed, cabled or
faxed at the following address:

Contractor  XXxXxx

NC3A: Boulevard Leopold I
1110 Brussels, Belgium
Acquisition Support Group
Attn: Mr. Gaél Craver$eniorContracting Officer)

Tel: 432.2707.83.87
Fax: +32.2.707.87.70
e-mail: gael.craver@nc3a.nato.int

or to such address as the Purchaser may from time to time designate in writing.

3.5.4. Invoices shall be addressed to the Purchaser, fattieation of the NC3A
Belgium Financial Controller, Financial Management Office.

3.6. TECHNICAL DIRECTION

3.6.1. For its direct official control and coordination requirements, the Purchaser
designates the Project Manager specified below as the staff element ttat has
authority to coordinate, monitor, and c:¢
Contract

NATO C3 Agency

DOP/CAT7

Boulevard Leopold Il

B-1110 Bruxelles, Belgium

Attn: Mr. Cedric Salson
SeniorProject Manager

Tel: +32 (0)2 707 84 03

Fax: +32 (02 707 87 70

E-mail: cedric.salson@nc3a.nato.int

3.6.2. The Purchaser may designate other staff elements as technical focal points for the
execution of specific tasks.

3.6.3. The Purchaser 6s f ocgeaph3.@lohasnd auth@itytoi oned i i
change the terms and conditions of the Contract. If the Contractor has reason to
believe that a purported representative of the Purchaser is requiring effort based on
terms incosistent with those specified in t®ntract the Contractor shall

NATO UNCLASSIFIED
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i mmedi ately inform the Purchaseroés Cont |
actions. Failure to obtain confirmation

agents or representativae under the authority of the Contract shall render any
subsequent claim null and void.

3.6.4. Upon receipt of such notification above,
will 1) confirm the effort requested is within scope, 2) confirm that the instructions
received constitute a change and request a proposal for a modification of scope
and/or price or 3) rescind the instructions.

3.7. INDEFINITE DELIVERY INDEFINITE QUANTITY REQUIREMENTS
3.7.1. Fixed-Price Purchase Options (CL$M.5 thru 1.9

3.7.1.1. The Purchaser reserves tight to exercise, at its sole discretion, the indefitnite
delivery options specified i@LINs 15 thru 1.80f the Contract Schedules.

3.7.1.2. The Contractor will be notified by the Purcha€®ntracting Authority in
writing as to what options will be exerciseddan what combination. This
notification will be made by written amendment to the Contract.

3.7.1.3. The option(s) may be exercised within a period of three years after the Effective
Date of the Contract, after which the option(s) will be deemed to have expired.

3.7.1.4. If an option is exercised, the Contractor will have a minimum peridiairby
(30) days between natification and the required Performance Start Date.

3.7.2. In addition to the stated fixegkice options, the Purchaser anticipates both
projected and incidental né® of services and materials to support the
implementation and operation of tN&EDS. However, the Purchaser cannot
provide the exact details on the dates, specific deliverables, and labour categories
required to fulfil those additional requirements. Thare the Purchaser reserves
the right to order these additional services or deliverables thi©oagtiact
modifications that shall be issued in accordance with the following procedure:

3.7.2.1. The Purchaser shall provide the Contractor with a tlvaitk Package
describing the work, equipment, and deliverables to be performed and request
the Contractor to submit a proposal consisting of the following documentation:

3.7.2.1.1. A technical and management proposal, compliant with the generic
requirements of the SOW (Part IV)gwiding details on how work and
deliverables set in th&/ork Packagevill be performed;
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3.7.2.1.2.

3.7.2.1.3.

3.7.2.2.

3.7.2.2.1.

3.7.2.2.2.

3.7.2.3.

3.7.2.4.

NATO UNCLASSIFIED
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A price proposal documented through complete and certified pricing
summary sheetANNEX C to Part Il) and any other cost pricing data that
may be requested by the Purchaser (AlJNEX D for COTS software);

Any additional documentation requested by the Purchaser in order to verify
Contractorodos statements mdumesafcts (e. g
required key personnel, etc.)

The price proposal stated in paragr@ph2.1.2above shall conform to the

prices established in the Contract Schedules (Part I), and shall comply with the

pricing priciples statedih he ¢l ause entitled APricini
Amendments and Claimso of thandtNeC30O Gen
following rules:

If the Work Package equi res Contractorés personn
other thants premisesthe Contactor may include a suitable amount of

authorised costs in its proposal to compensate any travel and per diem costs

that may be incurred. This amount shall be based on the NATO Travel on

Duty (TDY) standards applicable to equivalent labour categorieshand t
considerationof he Contractoréas phemCeastrhotat
personnel habitual residence. Although travel costs within the stated

i mitations wil/l be at the Purchaser 0.
own travel arrangements. Also, tBentractor shall provide on its own

expense suitable insurance for the employees. Suitable insurance will

comprise of travel insurance, medical evacuation insurance, and insurance to

cover continuing medical cover and loss of income due to injuries or

disablement that may be incurred. This is especially relevant to any travel to

the NATO theatre of operations (if required).

If other direct costs are required for the performance of the tasks specified in
theWork Packag¢he Contractor shall price these ditohal costs in

accordance with the pricing principles establishetthénclause entitled

APricing of Changes, Amendments and C
Contract Provisions

Once the proposal for adjustment, the technical and management proposal, and
anyadditional supporting documentation are received by the Purchaser, both
parties shall discuss and mutually agree the compensation arrangement for the
tasks and deliverables specified in Werk Packaggethe type and level of

effort involved, the amountf@uthorised costs, and any other aspects required

to fully definitise theContractmodification.

In case agreement on the various elements df tmeractmodification is not

reached within a reasonable period of time, which in no case shall exceed of 30
days from the issue date of the Purcha
paragrapl8.7.2.1., theContractmodification may be implemented, at the
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Purchaserodéds discretion, t ltifedinthh t he ch
clause entitled AChangeso of the NC3O

3.7.3. The Purchaserodés right to order additi on:
clause3.7., shall expire three years afteetkffective Date of the Contract, unless
otherwise mutually agreed through a formal Amendment to the Contract.

3.8. ENGINEERING CHANGE PROPOSALS

3.8.1. This Clause supplements the Clause entit
Contract Provisions.

3.8.2. Cont r act agaguests shal lze gayerned by the procedures established in
paragrap!8.8.of the SOW.

3.8.3. The Contractor shall submit an Engineering Change Proposal (ECPs) according to
the provisions of this clause forany Contracr 6 s change request ¢
Class 1 and affecting material terms and conditions oftrgract(see paragraph

5.1.c of the Allied Publication stated in paragraph2.3.of the SOW).

3.8.4. As a minimum, the&ontractor shall include in each ECP the information described
in paragraph8.8.4.1.through3.8.4.8.0f this clause. If the proposed change is
affected byContractially required configuration management or similar
procedures, the instructions in those procedures relating to format, identification,
and priority assignment shall also govern ECP preparation. As a minimum, the
ECP shall include the following:

3.8.4.1. A descripion of the difference between the existibgntractrequirement and
the proposed requirement, the comparative advantages and disadvantages of
each, a justification when an itemds f
the effect of the changeoreth end it emds perfor mance, &
objective test data.

3.8.4.2. A list and analysis of th€ontractrequirements that must be changed if the
ECP is accepted, including any suggested specification revisions.

3.8.4.3. Identification of the portion of the baselinevitich the ECP applies.

3.8.4.4. A separate, detailed cost estimate for (i) the affected portions of the existing
Contractrequirement and (ii) the ECP. The cost reduction associated with the
ECP (i f any) shall take into aaa@aount t

costs. Cost estimates shall be prepamextcordance withNNEX B and
ANNEX C to Part Il.
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3.8.4.5.

3.8.4.6.

3.8.4.7.

3.8.4.8.

3.8.5.

3.8.6.

3.8.6.1.

3.8.6.2.

3.8.7.

3.8.8.

NATO UNCLASSIFIED
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A description and estimate of costs the Purchaser may incur in irplie
the ECP, such as test and evaluation and operating and support costs.

A prediction of any effects the proposed change would have on collateral costs
to the Purchaser.

A statement of the time by whichGontractmodification accepting the ECP
must bassued in order to achieve the maximum cost reduction (if any) or cost
avoidance, noting any effect on t@entractcompletion time or delivery
schedule.

Identification of any previous submissions of the ECP, including the dates
submitted the offices andontractnumbers involved, and previous Purchaser
actions, if known.

Submission. The Contractor shall submit ECPs to the focal point designated in
clause3.5.3.,unless thiontractstates otherwise.

Purchaseaction.

The Purchaser will notify the Contractor of the status of the ECP within 45
calendar days after the POC stated in parag8d&p8.above receives it. If

additional time is required, the Purchaser witify the Contractor within the
45-day period and provide the reason for the delay and the expected date of the
decision. The Purchaser will process ECPs expeditiously; however, it will not
be liable for any delay in acting upon an ECP.

If the ECP is noaccepted, the Purchaser will notify the Contractor in writing,
explaining the reasons for rejection. The Contractor may withdraw any ECP, in
whole or in part, at any time before it is accepted by the Purchaser.

Any ECP shall be accepted, in whole or intptarough a formal amendment to

this Contractciting this clause and made either before, or within a reasonable time
after, Contractperformance is completed. Until suciCantractamendment

applies an ECP to thiSontract the Contractor shall perform atcordance with

the existingContract The decision to accept or reject all or part of any ECP is a
unilateral decision made solely at the discretion of the Purchaser.

Data. The Contractor may restrict the
thesupporting data by marking the following legend on the affected parts:

These data, furnished under the Engineering Change Proposal claGsatact
CO-1287GNEDS shall not be disclosed outside the Purchaser or duplicated,
used, or disclosed, in whote in part, for any purpose other than to evaluate a
value engineering change proposal submitted under the clause. This restriction
does not | imit the Purchasero6s right
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has been obtained or is otherwise dahle from the Contractor or from another
source without limitations.

If an ECP is accepted, the ECP and supporting data shall be governed by the
provisions ofSECTION BSECHON-of Part Il of theContractreferred aboe.

3.9. SUB-CONTRACTS

3.9.1. This Clause suppl emesCtonttrlaetGloawde tdiret iNt
General Contract Provisions.

3.9.2. The Contractor has placed or intends to place th€sniibacts stated ilANNEX F
to Part Il br the purpose of carrying out work pursuant to this Contract.
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SECTION 4 DELAYS
4.1. DATES AND TIMES OF THE ESSENCE
4.1.1. The Contractor recognizes that, given the time constraints for NATO missions, the

dates and times specified in this Contract are of the essence.

4.1.2. Notwhithstanding the paragraghl.l.above, the dates stated below shall not be
included in the total computation of Purchaser or Contractor caused delays:

4.1.2.1. From the 28 of December thru the™of January.

4.2. LIQUIDAT ED DAMAGES

4.2.1. This Clausesupersedes he Cl ause entitled ALiquidate
General Contract Provisions.

4.2.2. If the Contractor fails to:

42.2.1. meet the delivery schedule of the Deliverables or any specified major
performance milestones specified in thé&tule of Deliverables and services
to this Contract, or any extension thereof, or

4.2.2.2. deliver and obtain acceptance of the Deliverables or to acceptably perform the
services as specified in the Schedule of Deliverables and services to this
Contract,

the actuadamage to the Purchaser for the delay will be difficult or impossible to
determine. Therefore, in lieu of actual damages the Contractor shall pay to the
Purchaser, for each day of delinquency in achieving the deadline or milestone,
fixed and agreed ligdated damages of 0.5%rezero point fiveper cent) per day
of the associated payment set forth in the Schedule of Payments provided in the
Special Contract Provisions. If no Schedule of Payments is specifically set forth in
the Special Contract Provisis, the liquidated damages will be assessed against
the price of the applicable contract line item (CLIN) of the Schedule of Supplies,
Services and Prices.

4.2.3. In addition to the liquidated damages referred to in Clduae., the Purchaser
shall have the possibility of terminating this Contract in whole or in part, as
provided inthe ClauseentitlediiTermination for Defaui of t he NC3 O Gen
Contract Provisiondn the event of such termination, the Contractor shall beeliabl
to pay the excess costs providedha latter Clause
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4.2.4. The Contractor shall not be charged with liquidated damages when the delay arises
out of causes beyond the control and without the fault or negligence of the
Contractor as defined the Clauseentiied fiTermination for Defaué o f t he
NC30 General contract Provisiond such event, subject to the provisionshef
ClauseentitlediiDispute® of t he NC30O Genethal Contrac
Purchaser shall ascertain the facts and extent of the delapalhéxtend the time
for performance of the Contract when in his judgement the findings of the fact
justify an extension.

4.2.5. Liquidated damages shall be payable to the Purchaser from the first day of
delinquency and shall accrue at the rate specified ins€fal.2.to 10% of the
value of each line item individually and an aggregate sum of all delinquent items
not to exceed @ of the value of the total Contract. These liquidated damages
shall accrue automatically and without dogther notice being required.

4.2.6. The rights and remedies of the Purchaser under this clause are in addition to any
other rights and remedies provided by law or under this Contract.

4.2.7. The amount of Liquidated Damages due by the Contractor shall be recovered by
the Purchaser in the following order of priority:

4.2.7.1. By deducting such damages from the amounts due to the Contractor against the
Contractor's invoices.

4.2.7.2. By drawing from the performance guarantee.
4.2.7.3. By reclaiming such damages through appropriate legal remedies.
4.2.8. The Contractor acknowledges that any sums payable under this clause are in the

nature of liquidated damages and not penalties, and represent a reasonable estimate
of fair compensation for the losses that may be reasonably anticipated from such
failure toperform obligations.
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5.1. INVOICES AND PAYMENT TERMS

5.1.1.

5.1.2.

5.1.3.

5.1.3.1.

CO-1287GNEDS

PAYMENT PROVISIONS

This Clause supplements the Clause entit

General Contract Provisions

The Contractor shall invoice only for completed work or deliveries. Work or
ddiveries shall be considered as completed once they have been formally accepted
in writing by the Purchaser in accordance with the terms stated in par&gaph

above.

The following payments are subjecttothet r c has er 0 s
deliverables due to the date specified for the payment.

CLIN 1.1 Work Package 1 Project Management):

Date/Milestone

Purchaser 6s Acg
of CLINs 1.1.1.1. thru 1.1.1.5,
1.1.1.151.1.1.18,and 1.1.1.19

Amount to be billed

20% of the value of CLIN 1.1

Acceptance

EDC + 6 months or on
Purchaser 6s Accd
of all Deliverables specified in thy
Schedule of Services and
Deliverables at Part | if earlier

30% of the value of CLIN 1.1

EDC + 12 months oon
Purchaser 6s Acgd
of all Deliverables specified in thi
Schedule of Services and
Deliverables at Part | if earlier

20% of the value of CLIN 1.1

OnPurchaser s A
writing of all Deliverables
specified in the Schedule of
Servies and Deliverables at Parf

30% of the value of CLIN 1.1
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CLIN 1.2 Work Packag® 1 System Engineerindgntegration Tess and Site

Surveys:

Date/Milestone

P ur c h Acseptanges writing
of CLIN 1.2.1 (Orientation
Workshop)

Amount to be billed

Value of CLIN 1.2.1

P ur c h Acseptanges writing
of CLIN 1.2.2 (System
Requirements Analysis and
Review)

Value of CLIN 1.2.2

P ur c h Acseptanges writing
of CLIN 1.2.3 System Design

Value of CLIN 1.2.3

P ur c h Acseptangés writing
of CLIN 1.2.4 (Security
Accreditation Reviews)

Value of CLIN 1.2.4

P ur c h Acseptanges writing
of CLIN 1.2.5 factory
Acceptance Tes)s

Value of CLIN 1.2.5

P ur c h Acseptangés writing
of CLIN 1.2.6(Certification
Testy

Value of CLIN 1.2.6

Purchase GAsceptancen writing

of CLIN 1.27 (Site Surveys

Value of CLIN 1.2.7

CLIN 1.3 Work Packag® (Basic)i System Implementation):

Date/Milestone

P ur c h Acseptanges writing
of CLIN 1.3.1 (System
Implementation Plan

Amount to be billed

Valueof CLIN 1.3.1

P ur c h Acseptanges writing
of CLIN 1.3.2 (Preparation for
Installation

Value of CLIN 1.32

P ur c h Acseptangés writing
of CLIN 1.33.1 (Installation and
Activation of the Reference
Systen)

Value of CLIN 13.3.1

P ur c h Acseptanges writing
of CLIN 1.33.2 (Installation and
Activation at SHAPE

Value of CLIN 1.3.3.2
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5.1.3.4.

5.1.3.5.

5.1.3.5.1.

5.1.3.6.

5.1.3.7.

NATO UNCLASSIFIED

Date/Milestone

P ur c h Acseptangeés writing
of CLIN 1.3.3.3 (Installation and
Activation at Brunssumn

CO-1287GNEDS

Amount to be billed

Value of CLIN 1.3.3.3

P ur c h Acseptanges writing
of CLIN 1.3.4 (Benchmarking
Testy

Value of CLIN 1.34

CLINs 1.4 Work Packagd i Integrated Logistics Suppgrt

Date/Milestone

Purchaser 6s
of CLIN 1.4.1 thru 1.4.7

Ac ¢

Amount to be billed

Valuesof CLINs1.4.1 thru 1.4.7

System Acceptance

Value of CLIN 1.4.8

CLIN 1.5 (Work Packag® (Option)i Operational Support)f this Work

Packages eventually implemented under the Contract, the payment schedule

will be as follows:

Payments will be made to the Contractor on a monthly basis accoodimg

hour s

actually worked

and as

shown

formally approved by the point of contact designated in parag#ph.

above.

CLIN 1.6 (Work Package 6 (Optioin)Connection to the futureMS Directory
and to the ARH). If this Work Package is eventually implemented under this
Contract, the payment schedule will be as follows:

Date/Milestone

P ur c h Acseptanges writing
of CLIN 1.6

Amount to be billed

Value of CLIN 1.6

CLIN 1.7 (WorkPackage 7 (Optiori) Connection to the future APMS
Database). If this Work Package is eventually implemented under this Contract,

the payment schedule will be as follows:

Date/Milestone

P ur c h Acseptanges writing
of CLIN 1.7

Amount to be billed

Value of CLIN 1.7
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5.1.3.8. CLIN 1.8 (Work Package 8 (Optioii)Connection to the future NATO
SECRET servers receiving data from NU/NR sources). If this Work Package is
eventually implemented under this Contract, the payment schedule will be as

follows:
Date/Milestone Amount to be billed
P ur c h Acseptanges writing
of CLIN 1.8 Value of CLIN 1.8

5.1.4. NC3A will make payment withis0 days of receipt by NC3A of a properly
prepared and documented invoice fulfilling the condition statédliri.above.
Payments shall be deemed made when the cheque or bank transfer order is made
by the Purchaser.

5.1.5. The Contractor shall render all invoices in a manner, which shall provide a clear
distinction between the costs associated with éaehitem consistent with their
separation in the Contract Schedules at Part I.

5.1.6. Payments for services and deliverables shall be made in the currency stated by the
Contractor for the relevant Line Item.

5.1.7. The Purchaser is released from paying any interssttireg from any reason
whatsoever.

NATO UNCLASSIFIED

Book Il, Part Il, Pagel



NATO UNCLASSIFIED

CO-1287GNEDS
SECTION 6 CONTRACTOR PERSONNEL
6.1. CONTRACTOROGS EMPLOYEES
6.1.1. The Contractor shall provide and pay, as required, qualified personnel as needed

for the proper performance of the services required under this Contract; it shall
strictly comply with all Host Nation Labour Laws, tariffs and social security and
other regulations applicable to the employment of its personnel.

6.1.2. The Purchaser shall not be responsible for securing work permits, lodging, leases
nor tax declarations, driving pensj etc., with national or local authorities.
Contractords employees, agents, or repr ¢

diplomatic privileges nor NATO employee benefits.

6.1.3. The Contractor shall inform his employees, agents, and representatives under this
Contract of the terms of the Contract and the conditions of the working
environment.

6.2. KEY PERSONNEL

6.2.1. Contractordos empl oyees oANNBXgEdoparsll speci fi
shall be considered as key personnel for the padoce of th&€€ontract Without
prejudice to other applicable stipulations of @@ntract key personnel shall be
subject to the terms and conditions specified below.

6.2.2. A key personnel assigned to this Contract shall remain working on the Contract for
as lang as required by the terms of the present Contract.

6.2.3. The Contractor shall guarantee that suitable backup personnel will be available to
promptly remedy situations of key personnel4amailability that may endanger
the performance of services or delivdesbset in th&€ontract

6.2.4. The Purchaser reserves the right to rejc¢
acceptance if the Purchaser determines d@imgfractperformance that the
individual is not providing the required level of support. The Purcha#leanform
the Contractor in writing in case such a decision is taken, and the Contractor shall
propose a replacement within thirty (30
written notification.

6.2.5. The Purchaser shall approve any replacement or additiepgddesonnel
according to the following procedure:
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6.2.6.

6.2.7.

6.2.8.

6.2.9.

6.3.

6.3.1.
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The Contractor shall provide the name(s) and qualifications statement(s) of a
nominee(s) for review by the Purchaser a least 20 days before the intended date of
replacement or the date when the nomines(aje required to start work under the
Contract If the Purchaser accepts the nominations, this acceptance will be notified
in writing to the Contractor, who will be authorized to assign the nominated
personnel to th€ontracton the date(s) establishedthe stated notification.

If the Purchaser considers a nominee or nominees to be inappropriate for the
required services, the Contractor will be so notified and shall have not more than
twenty (20) days to submit alternate nominees.

If the Contractor fds to provide in due time a compliant candidate, the Purchaser
may terminate thi€ontractin whole or in part as provided in the first paragraph

of t he c | FamnsnatioreforD & ftd veldt oA o f the NC30O Gen

Provisions, and in that evengtiContractor shall be liable, in addition to the

excess costs providedtine fithp ar agr aph of the fADef aul
liquidated damages accruing until such time as the Purchaser may reasonably
obtain delivery or performance of similar services.

The delay stated above shall be counted from the day the Purchaser notifies the
Contractor, in accordance with paragr&ph.7.above, that the alternate nominees
are considered to be n@wompliant or inappropaite for the required services
according to the requirements of the Contract.

INDEPENDENT CONTRACTOR

The Contractorodos status shall be that
expressly understood that neither the Contractor (and its personnel) Ror Sub
Contracbrs shall be considered in any respect as being employees, servants or
agents of the Purchaser.
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SECTION 7 INTELLECTUAL PROPERTY,
CONFIDENTIALITY

7.1. PERMISSIBLE SCOPE OF USE FOR SOFTWARE LISTED AS THIRD
PARTY OR SUBCONTRACTOR IPR

7.1.1. Unless otherwise statedtinis Contract, software provided by the Contractor as
part of theNEDSand included in th€ontractas Third Party ANNEX H) or
SulContracbr IPR QANNEX-G), shall be subject to a naxclusive, royaltyfree
and irrevocable licence throughout NATO, NATO operations, and its member
nations to use and authorise others to use on the Purchaser's behalf any such
software for the purpose of exploiting ohetwise using th&lIEDSfor any
defence purpose.

7.1.2. Notwithstanding claus@.1.1.above, the software license agreements mentioned
inclauseent i tl ed Al ntell ectual Propertyo of
may include the following restrictions

7.1.2.1. Unauthorised modification and distribution of the software for purposes other

than those stated in claugd.l.above;
7.1.2.2. Removalofendor 6 s prommdi et ary notices;

7.1.2.3. Reverse engineering

7.2. CONFIDENTIALITY AND NON -DISCLOSURE

7.2.1. For purposes of this clause, "Confidential Information" shall include all
information pertaining to any part of th@ntractor any program related to this
Contractthat has or could have commercial value or other utility in the business in
which the Purchaser, the Contractor or
Contracbrs are engaged. If Confidential Information is in written form, the
Purchaser shall labet stamp the materials with the word "Commercial in
Confidence", or some similar warning. If Confidential Information is transmitted
orally, the Purchaser shall promptly provide a writing indicating that such oral
communication constituted Confidential Infeation.

7.2.2. Contractor's obligations under this clause do not extend to information that is: (a)
publicly known at the time of disclosure or subsequently becomes publicly known
through no fault of the Contractor; (b) discovered or created by the Contractor
before disclosure by the Purchaser; (c) learned by the Contractor through
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7.2.3.

7.2.4.

7.2.5.

7.2.6.

7.2.7.

NATO UNCLASSIFIED
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legitimate means other than from the Purchaser or its representatives; or (d) is
disclosed by the Contractor with the Purchaser's prior written approval.

Without prejudice to other oiglations imposed by NATO Security regulations, the
Contractor shall hold and maintain the Confidential Information in strictest
confidence for the sole and exclusive benefit of the Purchaser. The Contractor
shall carefully restrict access to Confidentig@ormation to employees, sub
Contracbrs and third parties as is reasonably required and shall require those
persons to sign nondisclosure restrictions at least as protective as those in this
Contract The Contractor shall not, without prior written appbef the Purchaser,

use for the Contractor's own benefit, publish, copy, or otherwise disclose to others,
or permit the use by others for their benefit or to the detriment of the Purchaser,
any Confidential Information. The Contractor shall return toRtbechaser any and

all records, notes, and other written, printed, or tangible materials in its possession
pertaining to Confidential Information immediately if the Purchaser requests it in
writing.

The Contractor may gain access to proprietary informatiather companies

during Contractperformance. The Contractor agrees to enter into comfgany
companyContracs to (1) protect another company's information from

unauthorized use or disclosure for as long as it is considered proprietary by the
other compay and (2) taefrain from using the information for any purpose other
than that for which it was furnished. For information purposes, the Contractor shall
furnish copies of thesgontracs to the Purchaser. TheSentracs are not

intended to protect infonation which is available to the Purchaser or to the
Contractor from other sources and furnished voluntarily without restriction.

The provisions of this c¢clause and the
the termination of thi€ontractand reman in effect until the Purchaser sends the
Contractor written notice releasing the Contractor from the obligations imposed by
this clause, or for a further period of three (3) years @ftertractcloseout,

whichever occurs first, and without prejudiceotber obligations imposed by
applicable NATO Security regulations.

The Contracor shall include the substance of the language of this clause in any
sulContractContractissued for the purpose of the fulfilment of the obligations
Contraced under thi€ontactregardless of the legal nature of the entity

a ¢

subscribing such s@ontract Addi ti onal ly, Contractor 6Ss

in clause6.2. above shall be required to sign the Noisclosure Certificateta
ANNEX A to Part Il.

The Contractor agrees that compliance with the obligations imposed by the terms
of this clause is of the essence and that failure to abide to these terms shall
constitute sufficient groundsr the termination of th€ontractfor default.
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7.3. CONFLICT OF INTEREST
7.3.1. A conflict of interest means that because of other activities or relationships with
other persons or entities, a Contractor is unable, or potentially unable to render
impartial assistame or advice to the Purchaser, ol

performing the Contract work is, or might be otherwise impaired, or the Contractor

has an unfair competitive advantage. Conflict of interest includes situations where

the capacityofaCorrct or (i ncluding the Contracto
consultants, subsidiaries, parent companies or subcontractors) to give impartial,
technically sound advice or objective performance is or may be impaired or may
otherwise result in a biased work grwt or performance because of any past,

present or planned interest, financial or otherwise in organizations whose interest

may substantially affected or be subst al
performance under the Contract

7.3.2. The Contractor is respsible for maintaining and providing #p-date conflict of
interest information to the Contracting Officer. If, after award of this Contract, the
Contractor discovers a conflict of interest with respect to this Contract which could
not reasonably have be&nown prior to award, or if any additional conflicts or
potential conflicts arise after award, the Contractor shall give written notice to the
Contracting Officer as set forth below

7.3.3. If, after award of this Contraahe Purchaser discovers a conflictraérest with
respect to this Contract or task order, which has not been disclosed by the
Contractor, the Purchaser may at its sole discretion request additional information
to the Contractor, impose mitigation measures or terminate the Contract fdt defau
inaccordance withClaugent i t | ed ATer mi nati on f o Def ¢
Contract Provisions.

7.3.4. The Contractor's notice called for in paragramh2.above shall describe the
actual, apparent, or potential conflictioferest, the action(s) the Contractor has
taken or proposes to take to avoid or mitigate any conflict, and shall set forth any
other information which the Contractor believes would be helpful to the
Contracting Officer in analyzing the situation. Anycgams t o t he contr a
Conflict of Interest Mitigation Plan, if any is incorporated in the contract, should
be also detailed

7.3.5. The Contractor has the responsibility of formulating and forwarding a proposed
mitigation plan to the Contracting Officer, foview and consideration. This
responsibility arises when the Contractor first learns of an actual, apparent, or
potential conflict of interest

7.3.6. If the Contracting Officer in his/her discretion determines that the Contractor's
actual, apparent, or potent@nflict of interest remains, or the measures proposed
are insufficient to avoid or mitigate the conflict, the Contracting Officer will direct
a course of action to the Contractor designed to avoid, neutralize, or mitigate the
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conflict of interest. If theparties fail to reach agreement on a course of action, or if
having reached such agreement the Contractor fails to strictly adhere to such
agreement during the remaining period of Contract performance, the Contracting
Officer has the discretion to termieahe Contract for default or alternatively
refrain from exercising any further Option or Work Package under the contract

7.3.7. The Contractor's misrepresentation of facts in connection with a conflict of interest
reported or a Cont aeuflictofinfesest dsaequiradishall t o d i
be a basis for default termination of this contract
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SECTION 8 CONTRACTOR AND PURCHASER
PROTECTIONS

8.1. PURCHASER FURNISHED PROPERTY AND SERVICES

8.1.1. The Purchaser shall provide the Contractor with the property and services
specified INANNEX JANNEX-H to part Il for the performance of ti@ontract

8.2. CONTRACTOR FURNISHED PROPERTY AND SERVICES

8.2.1. Except for those items or services specifically stated to be Purchaser furnished in
clauseB.1.1.above, theContracor shall furnish everything required to perform the
Contract

8.3. WARRANTY PERIOD

8.3.1. The Warranty Period for any deliverables and services performed under this
Contract shall be the longer of: (a) the specificrevatty periods established in the
SOW for individual deliverables; (b) the applicable original equipment
manufacturer's warranty; or (c) three years for hardware and one year for software.
The Warranty Period in all cases must commence §ystemAcceptane.

8.3.2. Throughout the Warranty Period the Contractor shall make good any:

8.3.2.1. Defects in the Deliverables; and/or
8.3.2.2. Breach of any express or implied warranties that may be applicable;
8.3.3. arising out of or in connection with the Contractor's failure to perform its

obligations under this Contract (herein after collectively referred to as "Warranty
Period Incidents") in accordance with this cla8s®

8.3.4. The Contractor shall correct all Warranty Period Incidents arising dtiming
Warranty Period without cost to the Purchaser.

8.3.5. If the Contractor fails to correct any Warranty Period Incidents within the
timeframe specified in paragrapl®. of the SOW for the type of incident
concernedor if no specific timeframe has been established in the SOW for the
type of incident concerned, within 20 working days of notification, the Purchaser
may on 10 working days written notice:

8.3.5.1. correct the Warranty Period Incident or employ a third party meecbit; and

NATO UNCLASSIFIED
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8.3.5.2. deduct from the prices to be paid, draw from the performance guarantee, or
recover as a debt due from the Contractor, all reasonable costs in so doing.

8.3.6. The Contractor shall deploy all such additional resources as are reasonably
required to rmmedy any Warranty Period Incident as efficiently and quickly as
possible.

8.3.7. If replacement parts are fitted by the Contractor under this cga8dhe parts

removed shall become the Contractor's property unéegsred by the Purchaser

at the Purchaser's discretion. Faulty hard disks removed from NATO SECRET
equipment shall not be returned to the Contractor but destroyed by the NATO site
personnel in accordance with applicable NATO security regulations.

8.4. PERFORMANCE GUARANTEE

8.4.1. This Clause supplements the Clause entit
NC30O General Contract Provisions.

8.4.2. The Purchaser may allow reductions in the amount of the Performance Guarantee
i n accordance with t hbewbrkremamiagstebheds cos't
completed under the Contract. In order to benefit from such reductions, the
Contractor must provide the Purchaser with an updated copy of the Project Master
Schedule for completion of the remaining work, and detailed cost breakdowns
prepared in accordance with the pricing principles and standards established in the
Contract, which indicate the percentage of work completed for@awctractine
item. These requests for reduction shall be submitted in writing to the point of
contactestablished in paragraf@5.3. above.

8.4.3. The reductions specified in paragregi.2.above shall be treated as a concession
to the Contractor and, therefore, shalsbeported by sufficient consideration.
Further, he decision to accept or reject an application for reduction of
Performance Guarantee shall be a unilateral decision made solely at the discretion
of the Purchaser.

8.5. SECURITY

8.5.1. This Clause supplementstheClae enti tl ed ASecurityo of
Contract Provisions.

8.5.2. Contractords personnel working at the P
security clearance up to the | evel of i
unescorted access to classifsaturity areas where work will be performed. Also,
the Contractor must fulfil the reporting requirements set in paragbagli. to

l
I

NATO UNCLASSIFIED

Book Il, Part Il, Pag9



8.5.3.

8.5.4.

8.5.5.

8.5.6.

NATO UNCLASSIFIED
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Part IV and any other applicable paragraphs of the SOW regarding the sabmiss
of personal details security <clearance

Wit hout prejudice to other Purchaseros
requirements stated #15.1. above shall constitute grounfis Contract
termination under the clause fADefaulto
and entitle the Purchaser to collect liquidated damages in case of delay as specified
in clause4.2. above.

Notwithstanding paragrap8.5.3.above, if the Contractor fails to comply with the
requirement stated in paragra®b.1.of this clause, the Purchaser may opt for

(

providngs corts to all ow Contractoro6s person

area without being in possession of the prerequisite security clearance. In such
cases, the Contractor agrees that the Purchaser shall be entitled to collect an

amount equbODOapentesoont 8assigned to supc¢

and per day of escorting. This compensation shall be collected through the same
mechanisms established in clads2.above. for the case of liquidatddmages.

Contractorods staff member s shall hol d
its validity for the duration of th€ontract

The Contractor shall note that there are restrictions regarding the carriage and use
of electronic devices (e.g. laps) in NATO designated Security Areas. The
Contractor shall be responsible for satisfying and obtaining from the appropriate
NC3A Authorities the necessary clearance to introduce and utilize any such
equipment into the facility.
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SECTION 9 INDEMNITIES, LIABILITI ES, AND
INSURANCES

9.1. INTELLECTUAL PROPERTY RIGHTS, INDEMNITY AND ROYALTIES

9.1.1.

9.1.2.

9.1.3.

9.1.3.1.

9.1.3.2.

The Contractor shall assume all liability and indemnify the Purchaser, its officers,
agents and employees against liability, including costs for the infringement of any
intellectual poperty rights in force in any countries arising out of the manufacture,
services performed, or deliverables supplied, or out of the use or disposal by or for
the account of the Purchaser of such Deliverables. The Contractor shall be
responsible for obtaing any IPR licenses necessary for the performance of this
Contract and for making all other arrangements required to indemnify the
Purchaser from any liability for IPR infringement in said countries.

The Contractor shall exclude from its prices any roypdirtaining to patents or
any other IPR which in accordance with agreements reached between NATO
countries may be utilised free of charge by member nations of NATO and by
NATO organizations.

The Contractor shall report in writing to the Purchaser duhegerformance of
this Contract:

The royalties excluded from its price for IPR utilised under the agreements
mentioned in paragraghl.2.above;

The amount of royalties paid or to be paid by the Contractorthi® others
in performance of this Contract.

9.2. INDEMNIFICATION

9.2.1.

9.2.2.

9.2.3.

The Contractor will indemnify and hold harmless NATO, its servants or agents,

against any liability, loss or damage arising out of or in connection of the

Deliverables under this Contractclinding the provisions set out in clauké.

Al NTELLECTUAL PROPERTY RI GHTS, | NDEMNI T°

The parties will indemnify each other against claims made against the other by
their own personnel, and theaubContractors (including their personal
representatives) in respect of personal injury or death of such personnel or loss or
destruction of or damage to the property of such personnel.

NATO will give the Contractor immediate notice of the making of elaym or
the bringing of any action to which the provisions of paragéapi.may be
relevant and will consult with the Contractor over the handling of any such claim
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and conduct of any such action and wat without prior consultation and without
the consent of the Contractor settle or compromise any such claim or action.
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SECTION 10 CONTRACT DURATION AND TERMINATION

10.1. CONTRACT DURATION AND EXTENSION OPTIONS

10.1.1.

10.1.2.

10.1.38.

This Contract will begin on the Effective Date specifiethia Signature Page and,
unless terminated at an earlier date by operation of Law or in accordance with
other terms and conditions of the Contract, will terminate at theiémelof the
optionalWork Package tinder CLIN 1.5 or of th&/arranty Periodswhichever is
the later

The Final System Acceptance (FSA) is defined as a formal confirmation by the
Purchaser that the Contractor has discharged &bitéractial obligations and

that all deliverables requested in the Contract have been accepted hycthesEr,
excluding Warranty obligations

Notwithstanding paragrapii0.1.1.and10.1.2.above, and without prejudice to
any remedial actions requested by the Purchaser in orderrézitWarranty

Period Incidents, the Purchaser may not order any goods or services under this
Contract three years after the Effective Date of the Contract, unless otherwise
mutually agreed through a formal Amendment to the Contract.

Notwithstanding paxgrapls 10.1.1.,10.1.2.and10.1.3.above the Purchaser may not order
any goods or services under the optional Work Package 5 under CLIN 1.5 fivafyeatise
Effective Date of the Contract, unless otherwise mutually agreed through a formal
Amendment to the Contract.
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SECTION 11 MISCELLANEOUS

11.1. PARTICIPATING COUNTRIES

11.1.1. None of the work performed under tii®ntract including project design, labour
and servicesshall be performed by firms other than from and within NATO
Participating Countries.

11.1.2. No material or items of equipment down to and including identifiable Sub
Assemblies shall be manufactured or assembled by a firm other than from and
within a NATO Partigpating Country.

11.1.3. The Intellectual Property Rights for all software and products incorporated by the
Contractor into the Deliverables of tB®ntractshall vest with firms from and
within NATO Participating Countries and no royalties or licence fees for such
products shall be paid by the Contractor to any source that does not reside within a
NATO Participating Country.

11.2. SUPPLEMENTAL AGREEMENTS

11.2.1. The Contractor has submitted all relevant draft supplemental agreement(s),
documents and permissions prioiGontra¢ award, the execution of which by the
Purchaser is/are required by National Law or regulation. If any supplemental
agreements, documents and permissions are introduce@afteactaward, and
it is determined that the Contractor failed to disclosedhjgirement for the
execution of such agreement from the Purchaser pri©ottractsignature, the
Purchaser may terminate ti@®ntractfor Default, in accordance with the clause
fiTerminatonfoDef aul t 6 of the NC3O General Con:

11.2.2. Supplemetal agreement(s), documents and permissions, the execution of which
by the Purchaser is/are required by National Law or regulation and that have been
identified by the Contractor prior to the signature of @istract but have not yet
been finalised andsued by the appropriate governmental authority, are subject to
review by the Purchaser. If such supplemental agreement(s), documents and
permissions are contrary to cardinal conditions of the siQuedractoetween the
Parties, and the Parties and tpprapriate governmental authority can not reach a
mutual satisfactory resolution of the contradictions, the Purchaser reserves the
right to terminate thi€ontractand the Parties agree that in such case the Parties
mutually release each other from claion lamages and costs of any kind, and any
payments received by the Contractor from the Purchaser will be refunded to the
Purchaser by the Contractor.
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11.3. APPLICABLE REGULATIONS

11.3.1. The Contractor shall be responsible for obtaining permits or licenses to comply
with national codes, laws and regulations or local rules and practices of the
country of installation with respect of any works carried out at the designated
installation sites stated under this Contract.

11.3.2. The Contractor shall take any necessary measur@tecpthe life and health of
persons working or visiting the work area occupied by him. These measures
include compliance with the country of installation's safety provisions.

11.3.3. Inthe performance of all work under this Contract, it shall be the Contractor's
responsibility to ascertain and comply with all applicable NATO security
regulations as implemented by the local Headquarters' Security Officer.

11.4. UNALLOWABLE COSTS.

11.4.1. The following paragraph is added to the list of unallowable costs included in the
Annexto the NC30 General Contract Provisions

(n) Travel and per diem costs in excess to the amounts that would be allowable
according to the NATO standards applicable to NATO civilian staff of equivalent
labour categories
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CONTRACT
FOR

NATO ENTERPRISE DIRECTORY SERVICE
(NEDS)

ANNEXES TO PART Il - SPECIAL CONTRACT PRO VISIONS
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ANNEX A NATO C3 AGENCY DECLARATION

To be signed by the Contractor 6sl287eNED er sonn

| UNDERSTAND:

That | must preserve the seity of all classified /commercigh-confidence information
which comes to my knowledge as a result of @wntractwith the NATO C3 Agency
stated above and that | undertake to comply with all relevant security regulations.

That | must not divulge to anynauthorised person even within my own company, any
classified/commerciah confidence information gained by me as a result ofQogtract
with NC3A, unless prior permission for such disclosure has been granted by the General
Manager of the NC3A.

That | must not, without the approval of the General Manager of the NC3A, publish (in any
document, article, book, CD, video, film, play, or other form) any classified /commercial
in-confidence information which | have acquired in the course of my official digres
NC3A.

That, at the end o€ontractand after performance of all required tasks, | must surrender any
official document or material made or acquired by me in the course of my official duties,
save such as | have been duly authorised to retain.

That if | violate prescribed security practices either intentionally or accidentall{zanyract
shall be immediately terminated.

That the provisions of the above Declaration apply not only during the period of the referred
Contractwith the Agency, but also aftehe statedContracthas ceased and that | am
liable to prosecution if either by intent or negligence | allow classified/commdneial
confidence information to pass into unauthorised hands.

That | will be considered as a key personnel as specified irsec@@. of the Special
Provisions of Contract CQ2876NEDS, and therefore, shall comply with all regulations
and restrictions applicable to key personnel.

That | commit to fulfil my obligations for the periodf @erformance mentioned in the
Contract Schedules and the Special Provisions o€tirdractreferred above (including
the optional periods) unless major events beyond my reasonable control happen.

That should | decide for personal interest to leave theitipo, | will do my best effort to
fulfil my obligations until the Company that is currently employing me has provided
NATO with an acceptable suitable substitute in accordance with da2is# the Special
Provisions of the aforementioned Contract.

Date

Full name (in block capitals) Signature
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ANNEX B INSTRUCTIONS FOR COMPLETING A
CONTRACTOR PRICING SUMMARY

This annex contains instruatis on how to fill out the Pricing Summary forANNEX C to
Part I), which must be sent by the Contractor, in addition to relevant pricing afatinmg
data, to properly document a request for price adjustomeder applicable clauses of the
Contract

1. DIRECT MATERIAL

1.1 Purchased Parts: Provide a consolidated priced summary of individual material
quantities included in the various tasks, order§&anmtractiine items being proposed and the
basis for picing (vendor quotes, invoice prices, etc.). Give details on an attached schedule.

1.2  SulContraced Items: Show the total cost of Sidntracteffort.
1.3  Other:

(1) Raw Material: Consists of material in a form or state that requires
further processing. Prae priced quantities of items required for the
proposal. Show total cost and give details on an attached schedule.

(i) Standard Commercial Items: Consists of items that the Contractor
normally fabricates, in whole or in part, and that are generally stocked

in inventory. Provide an appropriate explanation of the basis for pricing
on attached schedule.

2. MATERIAL OVERHEAD

2.1 This is the overhead charged to prices for material handling and/or other overhead
associated with material costs. This may or mayapply to your prices.

3. DIRECT LABOUR

3.1  Show the hourly rate and the total hours for each individual (if known) and discipline

of direct labour proposed. Indicate whether actual rates or escalated rates are used. If
escalation is included, stateetdegree (percent) and rationale used.

4. LABOUR OVERHEAD

41 This is labour overhead.
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5. OTHER DIRECT COSTS

5.1 Special Tooling/Equipment. Identify and support specific equipment and unit prices.
Use a separate schedule if necessary.

5.2  Travel. Icentify and support each trip proposed and the persons (or disciplines)
designated to make each trip. Identify and support transportation and per diem rates.

5.3 Individual Consultant Services. Identify and support the proposed contemplated

consulting. Stae t he amount of services estimated to
daily or hourly rate.

5.4  Other Costs. List all other direct charge costs not otherwise included in the categories
described above (e.g., services of specialized trades, cengeuvices, preservation,

packaging and packing, travel costs, leasing of equipment) and provide bases for pricing.

6. GENERAL AND ADMINISTRATIVE EXPENSE

6.1 This is the overhead charged for SG&A or G&A.

7. FEE OR PROFIT

7.1  Enter this total of alproposed Fee or Profit.

8. OTHER FACTORS

8.1 This would be any other overhead factors applied to Contractor prices.

9. GRAND TOTAL

9.1 Thisis the Contractor final FFP total and should in essence match the total price
claimed in the proposal for adjustme
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ANNEX C CONTRACTOR PRICING SUMMARY

CONTRACTOR PRICING SUMMARY

DETAILED DESCRIPTION OF COST ELEMENTS

1. DIRECT MATERIAL QUANTITY UNITCOST UNI T CC TOTAL EST COST REFERENCE
a

A. PURCHASED PARTS

B. SUBCONTRACTED ITEMS

C. OTHER- (1)Raw Material

(2) Standard Commercial Items (COTS)

TOTAL DIRECT MATERIAL

2. MATERI AL OVERHEAD (RATE % X TOFAL EST COST BAS

™

DIRECT LABOR (INDICATE LABOR CATEGORIES) EST HRS RATE/HR RATE

EST COST REFERENCE (CLIN)
a

TOTAL DIRECT LABOR)

4. LABOR OVERHEAD O.H. RATE (X) BASE

TOTAL LABOR OVERHEAD|

5. OTHER DIRECT COSTS QUANTITY UNITCOST UNI T CCOSBATALIEST COST REFERENCE
[v]

A. SPECIAL EQUIPMENT/CFE/NFE

TOTAL SPECIAL EQUIPMENT

B. TRAVEL

(1) TRANSPORTATION

(2) PER DIEM

TOTAL TRAVEL

C. CONSULTANTS OTHER SERVICES

TOTAL INDIVIDUAL CONSULTANT SERVICES

D. OTHER

TOTAL OTHER]

SUBTOTAL DIRECT COST & OVERHEAI

6 . GENERAL & ADMI NI STRATI VE ( G&A) (R

|BASE)
7. TOTAL ESTIMATED FEE/ PROFIT %

8. OTHER FACTORS

9. GRAND TOTAL

NOTES:

Please indicate pricing details for those categories specified as "Other" inluding "Other Factors."
IT currency Is not Euro, please Inaicate currency or the bid.
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ANNEX D COTS SOFTWARE BREAKDOWN

‘ COTS SOFTWARE BREAKDOWN \
SECTION 1: PRODUCT DETAILS-Please enter details on product.

PRODUCT NAME:

VERSION: 0.X
VENDOR;:
REFERENCE TO SOFTWARE BREAKDOWN STRUCTURE:
DEPARTMENT/OWNER;:
LICENSE TYPE:
EXPIRATION DATE:

SECTION 2: BREAKDOWN OF SW LICENSE COSTS-Please enter the breakdown of

SW costs per licenses.

COSTS

COST OF SERVER LICENSE: $0.00

COST OF USER LICENSE: $0.00

ANNUAL SUPPORT (Maintenance) FEE: $0.00

ANNUAL UPGRADE (Maintenance) FEE: $0.00

NUMBER OF USERS: 0

ANNUAL COST PER USER (ADDITIONAL): $0.00
DISCOUNT RATE: 0.0000%

OTHER FEES/COSTS: $0.00

GENERAL DESCRIPTION: | Input general description of software tool.

COSTS
TOTAL QUOTED COSTS: | $0.00
SECTION 3: LICENSE USAGE PROFILE
COSTS
Total Cost per User- $0.00
Cost per User Licenses (Only) based (8090indicate here
the number of users) users- $0.00

SECTION 4: FINANCIAL PROFILE

DISCOUNT PRICE BREAKS: ' 0.0000%
Methodology:

DISCOUNT PRICE BREAKS(Options): = 0.0000%
Methodology:
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SECTION 5: CURRENT ISSUES/GROUNDRULES & ASSUMPTIONS

Major points for consideration under software costs.

EXPLANATORY NOTES:

SECTION 1: Product Details

a fPoduct Name: Please enter the name of your software product.

b Version: Please enter the version current being released or offered.

C. Vendor: Please enter the name of vendor.

d Reference to Software Breakdown Structure: Pleasenmeéethe Bidding Sheets and
Schedule of Supplies & Services, and enter CLIN #.

e Department/Owner: (Internal Reference). Please ignore.

f License Type: Please enter the type of license, i.e., site|aubeel etc.

g. Expiration Di: Please enter the expiration data of this version currently being

0

SECTION 2: Breakdown of SW License Costs
Al l Cost should be formulated with a fAper

a. Cost of Server License: Please enter the cost of Beense, if applicable.

b.  Cost of User License: Please enter the base cost of the license per user.

C. Annual Support Fee: Noted as maintenance, this is the per user cost of technical
support, if applicable.

d. Annual Upgrade Fee: Alsoted as maintenance, updates and upgrades to software
after initial procurement, if applicable.

e. Numbers of Users: (Internal Reference).

f. Annual Cost Per User: Please enter any additional costs per year, per license, per user.
g. Discount Rate: Please enter the discount rate, if applicable.

h. Other Fees/Costs: Please enter any other costs billed in the per user price.

I General Description: Please provide a general description of the software being
offered.

- Total Quoted Costs: (Internal Reference). Please ignore.

SECTION 3: License Usage Profile

a. Total Cost per User: (Internal Reference). Please ignore.
b.  Cost per User Licenses: (Internal Reference). Please ignore.

SECTION 4: Financial Profile

a. Discount Price Breaks: Please enter the discount being offer in %.
b.  Methodology: Please enter the methodology used to develop this discount rate.
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C. Discount Price Breaks (Options): If applicable.
d. Methodology: If applicable.

SECTION 5: Current Issues/Ground rules & Assumptions

¢ Please enter other issues surrounding the acquisition of the software being offered.
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ANNEX E KEY PERSONNEL

The following personnel shall be subject to the stiputetioontained in clausg?2. 6-2- of
Part Il of the Contract for the period of designation indicated below.

Position SOW/Work| Labour Category Designation
Package Period
Reference
Project Manager SOW Project Manager EDC thru
12.2.1. Contract
expiration date|
Technical Lead SOW Senior Systems EDC thru
12.3.4. | Engineer Contract
expiration date
Test Director SOwW Senior Test EDC thru
12.3.18. | Engineer Contract
expiration date|
Quality Manager SOW Quality Manager EDC thru
12.2.9. Contract
expiration date|
Site SOW Field Engineer EDC thru
Implementation anq¢  12.4.1. Contract
Support Manager expiration date
Training Manager SOwW Senior Instructor EDC thru
12.5.3. Contract
expiration date|
Directory Engineer SOW SeniorDirectory EDC thru
12.3.17. | Engineer Contract
expiration date
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ANNEX F LIST OF SUBCONTRACTORS

Name and Address DUNS Primary Items/Services to b¢  Estimated

of SubContractor | Number Location of Provided Value of
Sub-Contract
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ANNEX G LIST OF BACKGROUND IPR

a. The BackgroundPR specified in the table below will be used for the purpose of
carrying out work pursuant to tipeespectiveContract.

IPR DESCRIPTION REMARKS/RESTRICTIONS

b. The Contractor has and will continue to have, for the duration gdrtrepective
Contract, all necessary rights in and to the IPR specified above necessary to perform
the Contractordos obligations under the Co

c. The Background IPR stated above shall be licensed to the Purchaser according to the
terms and conditions specified in thespectiveContract and more particularly in
accordance with clausmtitedi | nt el | ect ual Propertyo of t

Provisions andclause?.1.of the Special Contract Provisions (Pait Il)
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ANNEX H LIST OFTHIRD PARTY IPR

a. The Third Party IPR specified in the table below will be used for the purpose of
carrying out work pursuant to the Contract.

b. TheContractothas and will continue to hayvir the duration of the Contradill
necessary rights in and to the IBpecified above necessary to perform the
Contractorod6s obligations wunder the Contr a

c. The Third Party IPR stated above shall be licensed to the Purchaser according to the
terms and condins specified in the Contract and more particularly in accordance
withcl ause entitled Alntellectual Propertybo
andclause?.1.of the Special Contract Provisions.

! Contractomust provide the exact scope of license that will be granted to the Purchaser, which must
comply with the stipulations dhe ContractWhere Third Party IPR is the subject of a license or other
agreement between the third party and the Purchaser or the Conéraxcipy of the stated license
agreement must be attached.
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ANNEX | LIST OF SUBCONRACTOR IPR

a. The Subcontractor IPR specified in the table below will be used for the puiose
carrying out work pursuant to the Contract

b. TheContractorhas and will continue to hayvfor the duration of the Contraet)
necessary rights in and to the IBpecified above necessary to perform the
Contractordés obligations wunder the Contr a

c. The Subcontractor IPR stated above shall be licensed to the Purchaser according to the
terms ad conditions specified in the Contract and more particularly in accordance
withcl ause entitled Alntellectual Propertyo
andclause?.1.of the Special Contract Provisions.
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ANNEX-HANNEX J PURCHASEHR FURNISHED PROPERTY AND SERVICES

1) PROPERTY, SERVICES, AND DOCUMENTATION

NOTES:

FAT

Certification Tests

Reference Tests (*)

Implementation (*)

Quantity

Estimated
date

Estimated

Quantity date

Estimated

Quantity date

Q

Estimated

uantity date

facilities, external equipment, and interface config
required to test and verify compliance of the NED|
contract requirements. In particular:

- schema and sample data of the basic NEDS A

- schema and sample data of the optional NED
(if possible)

- NCTF testbed

N/A

N/A

N/A N/A

N/A

N/A

CD-ROM containing an electronic copy of all NAT

1 version@EDC + as necessary thourough the contract when updates have to be taken into

referenced documents included in SECTION 2 of Contractor
schema of the fAbasic NEDS Affili aXes" [NA N/A [N/A N/A [N/A
NEDS‘ Afflllat_es. Admlnlst_re}tor, Enterprise Adminig N/A N/A N/A N/A Throurough Fhe Throurough Fhe
Domain Administrator privileges implementation implementation
Power supply and grounding system required for When the When the
. . PPy 9 9 sy q N/A N/A N/A N/A N/A installation [N/A installation
installation work
phase start phase start
When the When the
HVAC (Heating, Ventilating and Air Conditioning |N/A N/A N/A N/A N/A installation [N/A installation
phase start phase start
Civil work in terms of technical room preparation When the When the
. prep N/A N/A N/A N/A N/A installation [N/A installation
(technological floor, room access, walls, space, €
phase start phase start

NATO Security settings

1 version@EDC + as necessary thourough the contract when updates have to be taken into

- The estimated dates are for information only.
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2) COTS SOFTWARE
The Purchaser shall provide the Contractor with the following software licknwgbe performance of théontract

FAT Certification Tests Reference Tests (*) Implementation (*)

Quantity | Estimated date| Quantity| Estimated date| Quantity| Estimated date]  Quantity Estimated date

$erver Operating System

Core Build for workstation

$CCM

alalyV

Yo UlIvI

Host-Based IDS

Antivirus (for server and workstation

bncryption tool 1 license @EDC + as necessary thourough the contract when updates have to be taken into accoun

Purchaser-approved Service Packs
Hotfixes

. N .

As necessary thourough the contract when updates have to be taken into account by the Cqg

(*) submitted to a milestone (see SOW 5.2)
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FAT Cetrtification Tests

Reference Tests (*)

Implementation (*)

Quantity| Estimated dateQuantity| Estimated date

pQuantity

Estimated date

1

Quantity

Estimated datg

Server Operating System (Enterp
Edition)

Server Operating System (Stande
Edition)

Core Build for workstation

SCCM

SCOM

Host-Based IDS

Antivirus (for server and workstati

DN)

encryption tool

1 license @EDC + as necessary thourough the contract when updates have to be taken intg

Purchaser-approved Service Pac

As necessary thourough the contract when updates have to be taken into account by thd

and Hoftfixes

(*) submitted to a milestone (see SOW 5.2)

NOTES:

- The numbers of licenses stated above are maximum quantities to be provided by the Purch@setradee shall report to the
Purchaser the exact number of licences effegtiveed.

- The estimated dates

Book Il, Part I, Pag8
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SECTION1 INTRODUCTION

1.1.

1.1.1.

1.2.

1.2.1.

1.2.2.

1.2.3.

1.2.4.

1.2.5.

Purpose

The purpose of this Contract is to implement and support the NATO Enterprise
Directory Service (NEDS) Phase 2 project; further referred to as NEDS Phase 2.
This is a Contract for servicasid supplies (both HW supplies and SW supplies)
to design, integrate, test, implement, and provide training for the NEDS system.

Background

Within NATO Directory Services are currently offered through a range of various
standalone, applicatiespecific, drectories (some of which are already fielded and
solme are in a planning or in procurement stage). These include but are not limited
to™

the Core AIS Network Directory (Windows 2003 Active Directory);

the Microsoft Exchange Global Address List (GAL);

thefuture NATO Messaging System (NMS) Directory;

the future Alliance Replication Hub (ARH), provided by NMS project;
Human Resources data repositories;

Various application and service directory/data repositories;

NATO HeadquartersActive Directory (Windows 2008 Active
Directory)

e future directories for the Functional Area Services.

There is a sizeable overlap between the information required to be contained in
these various directories, and therefore there is a need for synchronisation between
these directoes to harmonise and rationalise the information.

In addition, a subset of this information must be shared with other entities (i.e.
NATO Nations, NATO EnclavesndNATO led deployable assets) through the
ARH.

As a result, a specific service is requifedthe filtering and synchronization of
information between the various NATO Directories and with the ARH. This is the
NATO Enterprise Directory Service (NEDS).

The NEDS is based on a two phase approach:

! The listed elements are just examples to describeatieground

NATO UNCLASSIFIED
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1.2.5.1. Project NEDS Phase The goal of NEDS Phase 1 wasplan for the
implementation of the future NEDS system through the development of
baseline documentation and initial design activities including prototyping. The
main results of the NEDS Phase 1 are a documentation package that will be
used as an inpubtNEDS Phase 2, and a NEDS prototype which demonstrates
the feasibility and the validity of the NEDS concept.
1.2.5.2. Project NEDS Phasei? the actual procurement of the NEDS System, based on
the results of NEDS Phase 1. Thisntractcovers NEDS Phase 2.
1.3. Scope
1.3.1. The NEDS shall be installed and operated at the NATO SECRET System High
level. Therefore, the Contractor shall support the accreditation process so that the
NEDS can be accredited by NATO at the NATO SECRET System High level.
1.3.2. The NEDS system architecturieadl be designed so that it can be reused for other
security classification levels (in any case, the system will be installed and operated
at System High mode of operation).
1.3.3. The NEDS system shall be built to a modular design that allows future extension
ard enhancements, including notably the addition of other NEDS Affiliates (see
SRS sectioB.4.).
1.3.4. The NEDS system shall be composed of two (2) NEDS Elements and centralised
administration workstations to be installed on twog(&)s.
1.3.5. The NEDS system shall synchronise with the following data sources (further on
referred to as NEDS Affiliates):
1.3.5.1. The NATO SECRET Core AIS Active Directoiysee SRS sectiogh2.1.1.1.
1.3.5.2. The NATO SECRET Exchange 5.5 DiregtdGlobal Access List GAL) 1
see SRS sectidh2.1.1.2.
1.3.5.3. The future NATO SECRET NATO Messaging System (NMS) Directasge
SRS sectio.2.1.1.3.
1.3.5.4. The future NATO SECRET Alliance Replication H#WRH) i see SRS section
6.2.1.1.4.
1.3.5.5. The NATO SECRET NNCS Databassee SRS sectidh2.1.1.5.
1.3.5.6. ThefutureNATO SECRET APMS Databasesee SRS sectidh2.1.1.6.

NATO UNCLASSIFIED
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1.3.5.7. Thefuture NATO SECRET servers receiving data from sources being on
NU/NR domaing see SRS sectich2.1.1.7.

1.3.5.8. The NATO SECRET NATO HQ Active Directoiiysee SRS sectioch2.1.1.8.

1.3.6. Some of the above meoned NEDS Affiliates shall be connected to the NEDS as
part of a first set ofictivities( her eaf t er r eNERSAffieadd) o as ALk
NATO SECRET Core AIS Active Directory, NATO SECRET Exchange 5.5
Directory, NATO SECRET NNCS Databasand NATO SEERET NATO HQ
Active Directory.

1.3.7. Some of the above mentioned NEDS Affiliagdsll be connected as and when
necessary depending on the progress of the corresponding priojects NATO
SECRET NATO Messaging System (NMS) Directory, future NATO SECRET
Alliance Replication Hub (ARH)@nd futureNATO SECRET APMS Database
The connections with those NEDS Affiliates are included in optional work
packages (SeBECTION 8, SECTION 9andSECTION 10).

1.3.8. The NEDS system shall provide a browsing capability to all NATO Staff Users
connected to the NS WAN to search and retrieve data from the NEDS.

1.3.9. As part of the activities to be performed under this project, the Contractor shall
considerthe synchronisation mechanisms already in place (e.g. the
synchronisation between the NATO SECRET Core AIS Active Directory and the
NATO SECRET Exchange 5.5 Directory (GAL)).

1.3.10. The Contractor shall respect the abowventioned requirements throughout the
duration of the project.

1.4. Relationships with other projects
1.4.1. The NEDS Project is related to the following projects:
1.4.1.1. Project NMSwi | | provide the AAlliance Replic

exchange of directory information with the external entities (i.eTRA
Nations, NATO EnclaveandNATO led deployable assets).

1.4.1.2. Project IEG Case BndProject IEG Case Avill provide a secure infrastructure
for interoperability with the Nations. The ARH will be geographically installed
in the Regional IEGs (RIEGS)

1.4.1.3. ProjectNCTF (NMS Compliance Test Bed Facility) will provide a test bed that
will be used bythis projecto testthe NEDSdirectory schema and standards
compliancy.

NATO UNCLASSIFIED
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1.4.15.

1.4.1.6.

1.4.2.
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Project 36a Phasevll implement data diodes within a number of NATO

sites. These diodes wilelused to transfer data from the NATO

UNCLASSIFIED / NATO RESTRICTEBdomains to the NATO SECRET
domain. Without these diodes implemented, the NEDS on NATO SECRET still
could benefit from NU/NR data if such data are provided to NEDS through an
air-gap mechaism.

Project 6Provide Automated Pevilsonnel
provide a system to manage posts and personnel. Therefore, its database will
contain information to be shared with and through the NEDS.

Project 35will enhance the central Haesttrusion Detection System (HDS)
Management Capability at NITC. The NEDS will provide local HOs3
which will be taken into account within this centralPIS Management
Capability.

As part of the project management activities, the Contractor shall maimtain
necessary relationships with the abowentioned projects. In particular, the
Contractor shall attendyganiseand conduct meetings as necessary.

1.5. Statement of Work

1.5.1.

1.5.2.

1.5.3.

1.5.4.

This Statement of Work (SOW) describes the responsibilities chetndtiesto

be conductedby the Contractoro meetthe requirements of the NEDS projethe
Contractor shall provide all necessary resources to include services, personnel,
materials, components, equipment, data and documentation needed to accomplish
all the tasks descrdal in the SOW, to meet all the requirements of the SOW
(including annexes) and to fulfil all other Contract provisions.

The Contractor shafirovide project managemesgrvices

The Contractor shafirovide systems engineerisgrvices to cover requirement
review, systemdesignandsystemintegration. The Contractor shall fully document
the design, operation, and maintenance of the delivered operational and
operational support systems by providing the required manuals, operational
procedures, supportingdenical data, computer software and drawings required
by the Contract.

The Contractor shall providestservices. The Contractor shall plan and execute
the required tests to certify the system Product Baseline8(re6.5.) as meeting
its functional, performance, security, and interoperability requirements,

2 Data from NATO UNCLASSIFIED and NATO RESTRICTED domains will be used to feed the

NEDS

in the NATO SECRET domai n. I n the rest of
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1.5.6.

NATO UNCLASSIFIED
CO-1287GNEDS

The Contractor shall providg/stemimplementatiorservices The Contractor shall
co-ordinate with the Purchaser to ensure that the site preparatiotiestve
completed in accordance with the installation requirements of the delivered
system. The Contractor shall procure and prepare the system components for
delivery to the sites specified in this Contradte Contractor shall deliver the
required haslware and software to the prepared sites, and execute installation, on
site testing, training, and activation

The Contractor shall providategrated logistics support including training
servicesThe Contractor shall assess the training requirementsddEDS and
propose a Training Program in order to train NATO personnel in the operation and
maintenance of the delivered operational and support syst&m€£ontractor

shall develop and deliver training courses, including training materials, visual aids,
exercises and tests, student handbooks.

1.6. Statement of Work organisation

1.6.1.

1.6.2.

1.6.3.

1.6.3.1.

1.6.3.2.

1.6.3.3.

1.6.3.4.

1.6.3.5.

1.6.3.6.

This Statement of Work defines the requirements for services and supplies which
shall be provided by the Contractor under this Contract.

Section 2 defines the applicable documents.bwtractor shall respect those
documents thourough ti@&ontract

Sections 3 td 0 define the requirements associatgth each of the Work
Packages of this Contract

Section 3: Wo r k P a cWoakdPackage: (Basic) Project
Managemertt

Section 4: Wo r k P a cWoskdackage: PBafic) System
Engineering, Integration, Tast and Sites Surveyso

Section 5: Wor k P a cWoadackage: BBadic) System
Implementation

Section 6: Wo r k P a cWoakdPackade: {Basic) Integrated
Logistics Suppord

Section 7: Work Package fOptiony fA Oper ati onal Support

Section 8: Work Package 6 (Optiont Connecti on to the fu
SECRET NATO Messaging System (NMS) Directory and to the future NATO
SECRET Alliance Replication Hub (ARH)O

NATO UNCLASSIFIED
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1.6.3.7.

1.6.3.8.

1.6.4.

1.6.5.

1.6.6.
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Section 9: Wor k Package 7 (Option): fAConnec
Dat abaseo

Section10: Wor k Pac k age nBectioprlQetheifubure NATOR C o
SECRET servers receiving data from sou

Sectionll1 defines the general reqaments pertaining to all testtivities to be
performed under thi€ontract

Sectiori2 defines the labor categories forstiContract

Section B provides a description of the outlines of some of the key deliverables
requiredunder thisContract

1.7. Standards for interpretation of the Statement of Work

1.7.1.

1.7.2.

1.7.3.

1.7.4.

The list of applicable and reference documents includes a variety of Slliality
Assurance Publications (AQAPSs), and Military Standards (&TDs).

While these are NATO reference documents, there are national and international
standards that are considered to be equivalent and are cited as such within these
documents.

Where thee is a national or international standard which is not specifically
referenced in the STANAGSs, AQAPs, or METDs as being equivalent, the
Contractor may propose to utilise such a standard if he can demonstrate to the
satisfaction of the Purchaser thatlsa standard is equivalent to the STANAG,
AQAPs, or MIL-STD in question.

The Purchaser, however, reserves the right to deny such a request and demand
performance in accordance with the standard cited in the SOW.

NATO UNCLASSIFIED
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SECTION 2  APPLICABLE DOCUMENTS

2.1. NATO Documents

2.1.1.

2.1.1.1.

2.1.1.2.

2.1.1.3.

2.1.1.4.

2.1.2.

2.1.2.1.

2.1.2.2.

2.1.2.3.

2.1.2.4.

2.1.2.5.

2.1.2.6.

2.1.2.7.

2.1.2.8.

2.1.2.9.

2.1.3.

Allied Quality Assurance Publications

AQAP 2110, NATO Quality Assurance Requirements for Design,
Development, and Production.

AQAP 2130, NATO Quality Assurance Requirements for Inspection and Test

AQAP 160, NATO Integrated Quality Requirements for Softwareuttinout
the Life Cycle

AQAP 169, NATO Guidance on the Use of AQABO

Configuration Management

ACMP 1, NATO Requirements for the Preparation of Configuration
Management Plans.

ACMP 2, NATO Requirements for Configuration Identification.

ACMP 3, NATO Requirerants for Configuration ContreEngineering
Changes, Deviations, and Waivers.

ACMP 4, NATO Requirements for Configuration Status Accounting.
ACMP 5, NATO Requirements for Configuration Audits.
ACMP 6, NATO Configuration Management Terms and Definitions.

ACMP 7, NATO Configuration Management Guidance on the Application of
ACMPs 1 to 6.

NATO CIS Configuration Management Policy and Directive, AC/322
D(2006)0052

Guidelines for the Implementation of Configuration Management for NATO
CIS.

SECAN Doctrine and Infenation Publication

NATO UNCLASSIFIED
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2.1.3.1.

2.1.3.2.

2.1.3.3.

2.1.3.4.

2.1.4.

2.1.4.1.

2.1.4.2.

2.1.4.3.

2.1.4.4.

2.1.5.

2.1.5.1.

2.1.5.2.

2.1.5.3.

2.1.6.

2.1.6.1.

2.1.6.2.

2.1.6.3.

2.1.6.4.

2.1.6.5.

NATO UNCLASSIFIED
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SDIP-2717 NATO TEMPEST requirements and evaluation procedures

SDIP-28- NATO ZONING PROCEDURES (NATO RESTRICTED,
November 2005)

SDIP-29- FACILITY DESIGN CRITERIA AND INSTALLATION OF
EQUIPMENT FOR THE PROCESSING OF CLASSIFIED INFORMATION
(NATO RESTRICTED, January 2006)

SDIP 30- Installation of Electrical Equipment for Processing of Classified
Information.

Standard NATO Guidance

STANAG 4107, Mutual Acceptance of Government Quality Assurance and
Usage of the Allied Quality Assurance Puhbtions.

Annex A to STANAG 4107, Mutual Acceptance of Government Quality
Assurance and Usage of the Allied Quality Assurance Publications.

STANAG 4159, NATO Materiel Configuration Management Policy and
Procedures for Multinational Joint Projects.

STANAG 6001, Language Proficiency Levels.

Bi Strategic Command (B5C) Documents

Bi-SC AIS Minimum Hardware Procurement Specificativigs03

NCSA Operating Instruction 8202, Operational Procedure for Naming and
Addressing for the NATO Secret WAN (NS WAN)

Bi-SC CISCSRS V1.0 dated 23 August 2005

NATO Security Documents

Security within the North Atlantic Treaty Organisati@+M(2002)49)
Directive on Personnel Security (AC/89/2000).

Directive on Physical Security (AC/35D/2001).

Directive on Security of Inforettion (AC/351 D/2002).

Directive on Industrial Security (AC/35D/2003).

NATO UNCLASSIFIED
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2.1.6.6.

2.1.6.7.

2.1.6.8.

2.1.6.9.

2.1.6.10.

2.1.6.11.

2.1.6.12.

2.1.6.13.

2.1.6.14.

2.1.6.15.

2.1.6.16.

2.1.6.17.

2.1.6.18.

2.1.6.19.

2.1.6.20.

2.1.7.

2.1.7.1.

2.1.7.2.

NATO UNCLASSIFIED
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NATO Security Committee and NATO C3 BodrdPrimary Directive on
INFOSEC.

NATO Security Committeé INFOSEC Management Directive for
Communication and information Systems (CIS) (%Y D/2005)

Review of the Nature and Extent of the Threats to, and Vulnerabilities of, CIS
Guidelines for the Security Approval or Security Accreditation of CIS
Guidelines for Security Risk Assessment and Risk Management of CIS
Guidelines for the Developent of Security Requirement Statements (SRSs)

Guidelines for the Structure and Content of Security Operating Procedures
(SecOPs) for CIS

Directive forComputer and Local Area Network (LAN) Security
Directive for the Interconnection of Communication anfbtmation Systems

Technical and Implementation Directive on the requirement for, and the
selection, approval and implementation of Security Tools

Technical and Implementation Guidance for Consistent Marking of NATO
Information in C3 Systems

Technical andmplementation Guidance for the Protection of CIS from
Malicious Software

Technical and Implementation Supporting Document on the Use of Shared
Peripheral Switches

Technical and Implementation guidance on Identification and Authentication
(AC/322D(2005)0@4)

Technical and Implementation Supporting Document on Securing Domain
Name System Services

Other NATO documents

NATO CIS Training Concept.

NATO CIS Training Guidelines.
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2.1.7.3. Interface Control Document template
2.2. Non-NATO Documents
2.2.1. ISO 9001:2000, Quality Managemt Systems: Requirements.

2.2.2. ISO/IEC 9126: Information TechnolodySoftware Product EvaluatidnQuality
characteristics and guidelines for their use.

2.3. NEDS Documents

2.3.1. NEDS Initial System Design (ISD)

2.3.2. NEDS Concept of Operations (CONOPS)

2.3.3. NEDS Concept of Operanal System Support (CONOSS)
2.3.4. NEDS Terminobgy and Acronyms (T&A)

2.3.5. NEDS Community Security Requirement Statement (CSRS)
2.3.6. NEDS Security Accreditation Plan (SAP)

2.3.7. NEDS Security Risk Assessment (SRA)

NATO UNCLASSIFIED
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SECTION 3 WORK PACKAGE 1 (BASIC): PROJECT
MANAGEMENT

3.1. Introduction

3.1.1. This section outlines the Project Management requiremetissdontract
(excluding options

3.1.2. The success of the NEDS depends upon a sound project management approach.
Full and open communication between the Contractor and the Purchaser is an
essential kement of this approach.

3.1.3. A project cannotberisk r ee. Probl ems will occur. The
project management shall not be to eliminate problems, but to ensure that those
that do occur are identified early, assessed accurately, and regoigiely in
partnership with the Purchaser.

3.2. Performance Start Date (PSD)

3.2.1. The PSD for work described in this section shall be EDC (Effective Date of
Contract).

3.2.2. Except otherwise stated, the delivery dates of the associated deliverables are
provided in the SSEchedule of Supplies and Services).

3.3. Project Management Plan
3.3.1. The Contractor shall establish and maintaRr@ject Management Plan (PMP)

which shall describe how the Contractor will implement the totality of the project
as specified in this SOW.

3.3.2. The PMP ball cover all aspects of the project implementation including its
management structure and project management processes, personnel assignments,
external relationships necessary to provide the capability as required by this

Contract.
3.3.3. The PMP shall be suffiently detailed to ensure that the Purchaser is able to assess
the Contractor plans with insight into

ability to satisfactorily implement the entire project in conformance with the
requirements as specified ingfsOW.

3.3.4. The PMP shall follow the outline of this SOW, and shall therefore comprise the
following sections:

NATO UNCLASSIFIED
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3.3.4.1. an 00Organisationdé section, describing
this project according to the requirements in sec@idr2.This section shall
include an organisational chart showin

Project Team (including the members of the Contractor PMO) and showing
their respective responsibilities and authority.

3.3.4.2. a OPtr oHleacn ni ng 6 s e@ontracbriproadsses suppoiingthg t h e
development and maintenance of the PBS, PFD, PMS according to the
requirements of sectiah5.,

3.3.4.3. a ORi sk management ©ontsaaor gracesses sdppating | bi ng
Risk Management by the Contractor, according to the requirements of section
3.6.,

3.3.4.4. a 0Configuration managementd®é section d

supporting configuratio management by the Contractor, according to the
requirements in sectidh 7.,

3.3.4.5. a 0Change control &6 section describing
change control by the Contractor, according to the reménts in sectio8.8.,

3.3.4.6. a O0Qualityd section describing the Qua
apply for all Qualityrelated activities to be performed by the Contractor,
according to the requirementssection3.9.,

3.3.4.7. a OProject controlsb6é section describin
project controls to be implemented by the Contractor, according to the
requirements in sectidi 10.,

3.3.4.8. an 60l ndependent Verification & Validat
Contractor shall support the IV&V activities (SOL1.).

3.3.4.9. a 6System Engineering, I ntienglesaibingon, Te
the Contractor approach to these activities according to the requirements in
SECTION 4,

334100 a 6System i mplementationd section desc
activities according to theequirements ISECTION 5,

3.3.4.11. an 60l ntegrated Logistics Supportd sect
these activities according to the requiremenSECTION 6.

3.3.4.12. an Olpetatilo®Wal Supportd section descr |
these activities according to the requiremenSECTION 7.
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3.3.6.

3.3.7.
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Theinitial version of the PMP shall be provided to the Purchaser for acceptance.
Upon Purchaser Ace pt ance, the PMP shall be pl ace
Configuration Control Board.

The acceptance of the PMP by the Purchaser signifies only that the Purchaser
agrees to the Contractords approach in 1
in no wgy relieves the Contractor from its responsibilities to meet the requirements

stated in this Contract.

As required in sectioB.7., the Contractor shall ensure that the PMP remains
current throughout the duratiof the Project to reflect the actual state of the
Contractor's organisation and efforts.

3.4. Organisation

3.4.1.

3.4.1.1.

3.4.1.2.

3.4.1.3.

3.4.1.4.

3.4.1.5.

3.4.1.6.

3.4.1.7.

3.4.1.8.

Purchaser Project Organisation and Responsibilities

The Purchaser Project Manager (PM) wil
and will be the primarinterface between the Contractor and Purchaser after the
Effective Date of Contract (EDC).

The Purchaser Project Manager will be supported by specialists in certain areas
who may, from time to time, be delegat
behalf intheir area of expertise.

Neither the Project Manager, the specialists, other team members nor any other
NATO personnel may make changes to the terms and conditions of the Contract
but may only provide the Purchaserés i

All changes to the Contract will be made through the Purch&sertsacing
office only.

The Purchaser Project Manager, the specialists, and the key Stakeholders
representatives collectively form the NEDS Integrated Project Management

Team (IPMT)

The stakbolders areACO, ACT, NCSA andNATO HQ.

The IPMT serves as the primary mechanism for monitoring project status,
resolving issues or conflicts within t

NEDS Project Manager.

The |1 PMT al so s er \EBPSCorafiguratioh €ontPllBoacdh a s er 0
to which the following items will be submitted for baselining decision:
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3.4.1.8.1. Project Management Plan (s&8.),
3.4.1.8.2. Product Breakdown Structure and Product Flow Diagram3&eg.),
3.4.1.8.3. Project Master Schedule (sé&.2.),

3.4.1.8.4. System Implementation Plan (s€40.),

3.4.1.8.5. Integrated Logistics Support Plan (€e8.)
3.4.1.8.6. Project Functional baseline (s2€.6.3.),
3.4.1.8.7. Project Developmental baseline ($&€.6.4.),
3.4.1.8.8. Product baseline (s&e7.6.5.).

3.4.1.9. The Purchaser NEDS Project Manager chairs the NEDS Integrated Project
Management Team. The other voting members are the designated
representatives of NCSA, ACO, ACRATO HQ; technical experts within the
Purchaser atsserve as advisory members.

3.4.1.10. Unless otherwise stated in t@@ntract the Purchaser will provide the
Contractor with technical descriptions of existing NATO systems as required
for the purpose of determining specific interface requirements between the
NEDS system and these systems.

3.4.1.11.  The Purchaser will make available to the Contractor the facilities necessary to
test and demonstrate the NEDS system compliance with required interfaces to
existing NATO systems.

3.4.1.12. If the Contractor has successfully dischargedihises under thi€ontractand
made available to the Purchaser the required capability, the Purchaser will
accept from the Contractor the delivered capability and any associated
equipment, services, and documentation.

3.4.2. Contractor Organisation and Responigibs

3.4.2.1. The Contractor shall identify all major Contractor operating units and arry Sub
Contractors involved in the implementation of the NEDS and a description of
the portion of the overall effort or deliverable item for which they are
responsible.

3.4.2.2. The Contactor shall establish and maintaiR@ject Management Office
(PMO) to perform and manage all efforts necessary to discharge all his
responsibilities under this Contract.

NATO UNCLASSIFIED

Book Il, Part IV, Page IV15



NATO UNCLASSIFIED
CO-1287GNEDS

3.4.2.3. The Contractor shall also provide all necessary manpower and resources to
conduct ad support the management and administration of operations in order
to meet the objectives of the project, including taking all reasonable steps to
ensure continuity of personnel assigned to work on this project.

3.4.2.4. The following members of the Contractor jéx@ Management Office are KEY
PERSONNEL for this project:

3.4.2.4.1. Project Manager. The Contractor shall designate a Project Manager (PM),
who will direct and ceordinate the activities of the Contractor's project team.
The Project Manager shall be the Contrastprimary contact for the
Purchaser6s NEDS Project Manager and
design, test, and review meetings. (A&NEX Efor labour category
requirements).

3.4.2.4.2. Technical Lead. The Contractor shall designaterad System Engineer as
the Technical Lead for the project. The Technical Lead shall lead the
analysis, design, integration, and follmm enhancement efforts of the
Contractor. (seANNEX E for labour category requirements).

3.4.2.4.3. Test Director. The Contractor shall designate a Senior Test Engineer to serve
as the Test Director for all test activities conducted under this Contract. The
Test Director shall report to a separate manager within the Contractor's
organisation at a leveheivalent to or higher than the Project Manager. (see
ANNEX E for labour category requirements).

3.4.2.4.4. Quality Manager. The Contractor shall designate a Quality Manager who will
be responsible for all Qualirelated activities undehis Contract. The
Quality Manager shall report to a separate manager within the Contractor's
organisation at a level equivalent to or higher than the Project Manager. (see
ANNEX E for labour category requirements).

3.4.2.4.5. Site Implanentation and Support Manager. The Contractor shall designate a
Field Engineer to serve as the Site implementation and Support manager
throughout the performance of the Contract. GN&IEX E for labour
category requirements).

3.4.2.4.6. Training Manager. The Contractor shall designate a Senior instructor to serve
as the Training Manager throughout the performance of the Contract. (see
ANNEX E for labour category requirements).

3.4.2.4.7. Directory engineer. The Contractehall designate a Senior Directory
engineer who will be responsible for all Directaglated aspects of this
Contract The Senior Directory Engineer will report directly to the Techl
Lead. (seANNEX E for labour categgrrequirements).

NATO UNCLASSIFIED

Book Il, Part IV, Page IV16



NATO UNCLASSIFIED

CO-1287GNEDS
3.5. Project Planning
3.5.1. Product Breakdown Structure and Product Flow Diagram
3.5.1.1. For the purpose of thiSontract the Deliverables are split into two categories:
management products and specialist products.
3.5.1.1.1. Management products are @lbntractDeliverables covered under the Project
Management activities in thBECTION 3.
3.5.1.1.2. Specialist products are all other Deliverables in this Contract.
3.5.1.2. The Contractor shall establish and maintaRreduct Breakdown Structure

(PBS)and aProduct Flow Diagram (PFD)as annexes to the PMP.

3.5.1.3. The PBS shall identify all products and shall distinguish between management
products and specialist products.

3.5.1.4. The PBS shall include a hierarchical table of all the products (management
products and specialist products), having at its topmost product the final
product of the overall project, i.e. the NEDS System.

3.5.1.5. The PBS shall describe each product (management products and specialist
products) including its quality requirements. The prodestdptions shall
address sufficient detail to permit management assessment of progress.

3.5.1.6. The PFD shall sequence all products in their logical order of creation.

3.5.1.7. The PBS, the PFD and the PMS (see se@ibr2.) shall be usedsathe
primary framework folContractplanning and reporting to the Purchaser.

3.5.1.8. The initial version of the PBS and PFD shall be provided to the Purchaser for
acceptance. Upon Purchaser Acceptance, the PBS and the PFD shall be placed
under t he P8 Caflgaaian Cdnsol Bo&d

3.5.1.9. The acceptance of the PBS and of the PFD by the Purchaser signifies only that
the Purchaser agrees to the Contractor
This acceptance in no way relieves the Contractor from its resjditiesitio
meet the requirements stated in this Contract.

3.5.2. Project Master Schedule

3.5.2.1. The Contractor shall establish and maintaRraiect Master Schedule (PMS)
that contains alContractevents and milestones, as an annex to the PMP.
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3.5.2.2. The PMS shall correlatgith the products defined in the PBS and sequentially
ordered in the PFD.

3.5.2.3. The PMS shall also be traceable to performance and delivery requirements of
this SOW.

3.5.2.4. The PMS shall be provided in Microsoft Project format. For each task, the PMS
shall identify thestart and finish dates, duration, predecesaodsonstraints
(as necessary). The PMS shall:

3.5.2.4.1. provide network, milestone, Gantt and Tracking Gantt views,

3.5.2.4.2. identify the critical path for the overall project,

3.5.2.4.3. identify the total slack of each task,

3.5.2.4.4. identifythe fAphysical 06 progress for each t &
3.5.2.4.5. identify the applicable baseline,

3.5.2.4.6. minimise the use of constraints and absolute dates.

3.5.2.5. The initial version of the PMS shall be provided to the Purchaser for

acceptance. Upon Purchaser Acceptance, the PMS shall be phalszdhe
Purchaserds NEDS Configuration Control
Manager without consulting the other NEDS CCB members can approve

changes to the PMS that do not affect other baseline documents or incur

additional costs.
3.6. Risk Management

3.6.1. The Mntractor shall establish and maintain an overall Risk Management process
for the project.

3.6.2. This Risk Management process shall identify all risks (management, technical,
schedule, and cost risks), evaluate each risk, and select a proposed response for
eachrisk.

3.6.3. Evaluating each risk shall result in the risk being rated as High, Medium, or Low,

based on its probability and impact.
3.6.4. For each risk, the proposed response shall be selected from the following list:
3.6.4.1. Prevention: Terminate the rislby doing things dferently and thus removing

the risk, where it is feasible to do so. Countermeasures are put in place that
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either stop the threat or problem from occurring or prevent it from having any
impact on the project or business.

3.6.4.2. Reduction: Treat the risktake ation to control it in some way where the
action either reduces the likelihood of the risk developing or limits the impact
on the project to acceptable levels.

3.6.4.3. Acceptance: Tolerate the riske.qg. if nothing can be done at a reasonable cost
to mitigate itor the likelihood and impact of the risk occurring are at an
acceptable level.

3.6.4.4. Contingency: plan and organise actions to come into force as and when the risk
occurs.
3.6.4.5. Transference: Pass the management of the risk to a third party (e.g. insurance

policy or penalty clause), such that the impact of the risk is no longer an issue
for the health of the project.

3.6.5. The Risk Management process shall identify and explain any significant forecasted
changes in the risks ratings.

3.6.6. The Risk Management data shall be presemeRisk Log (seel3.2.).
3.7. Configuration management
3.7.1. General

3.7.1.1. The Contractor shall implement a Configuration Management (CM) program as
referred to in STANAG 4159 (s&1.4.3.), ACMP 1-7 (see2.1.2.1.t02.1.2.7.
) and Configuration Management Guidelines 8de2.9.) to carry out the
Configuration Management functions as des in this SOW (configuration
item identification, configuration control, configuration status accounting, and
configuration verification).

3.7.1.2. The CM program shall enable the baselining of Configuration Items (CIs) into a
Developmental Baselinend aProduct Baselineas required in sectio®7.6.,
and shall enable the maintenance of these baselines throughout the duration of
the Contract

3.7.1.3. The Contractor shall ensure that an effective CM organisation is estdldistie
maintained to implement the CM program and apply all necessary CM
procedures, in accordance with the requirements and guidance applicable for
this Contract(as stated ISECTION 2 or their equivalent), throughout the
duration of theContract
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NATO UNCLASSIFIED
CO-1287GNEDS

Under the CM program the Contractor shall maintain and update all project Cls
as requested by changes within the project or external to the project throughout
the duration of th€ontract

The Contractor shall describe t6& Program and the CM organisation in
the CM section of the PMP

Configuration Item (CI) Identification

The Contractor shall divide the set of all management products and specialist
products (se8.5.1.) into Cls.

The Clstructure shall be a tree structure with the NEDS System being the top
level CI and shall show the relationships between the lower level Cls.

An explanation of the rationale and criteria used in the process of selecting Cls
shall be provided and be basedthe criteria for selection of Cls as detailed in
ACMP-3 (se€2.1.2.3)).

The Cls shall be chosen in a way to assure visibility and ease of management
throughout the system engineering, integration, test, mngi¢ation, and

Integrated Logistics Support activities and the support to the operational NEDS
System after acceptance.

All COTS items shall be designated as Cls.

Where COTS can be installed in a modular fashion, the description of the CI
shall unambiguoug identify the complete list of installed components.

All complete hardware elements shall be designated as Cls.

Additional guidance about CI selection can be found in AEMBee2.1.2.1.)
and in STANAG 4159see2.1.4.3.), Annex D.

The Contractor shall ensure that a configuration identification system is
established.

The configuration identification system shall provide the ability to easily trace
higher and subordinate Cls usiognfiguration item identifiers.

Every ClI shall have a unique identifier.

The Purchaser reserves the right to modify the CI structure prior to its
baselining.
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3.7.3. Configuration Control

3.7.3.1. The Contractor shall maintairnvarsion control system as part of its CM
program. This version control system shall allow for the unique identification
of all changes to the Cls, no matter how minor the change.

3.7.4. Configuration Status Accounting

3.7.4.1. The Contractor shall be fully responsible for the Configuration Status
Accounting (CSAJor all Cls in accordance with ACMR or his equivalent
National procedures.

3.7.4.2. Under the CSA function the Contractor shall prepare CSA reports in a manner,
and format which shall be proposed by the Contractor in his CM Program and
approved by the Purchaser.

3.7.4.3. The Contractor shall deliv€2SA reports to the Purchaser both as part of
management products and specialist products irCiigractand also as
standal one documents at the Purchaser6

3.7.4.4. At the end of the Contract, the Contractor shall delivaataof final CSA
reports for each Cl in both hard copy and in electronic media.

3.7.5. Configuration Verification

3.7.5.1. Upon request from the Purchaser the Contractor shall support configuration
audits to demonstrate that the actual status of all Cls matches thesaathor
state of Cls as registered in the CSA reports.

3.7.6. Baselines

3.7.6.1. For the purpose of this project, a Baseline is defined as one (or a consistent set
of) CI(s) that have been accepted by the Purchaser and that can therefore be
used as the basis for subsequenjget activities by the Purchaser and by the

Contractor.

3.7.6.2. This section describes the three baselines defined for this project: the
Functional Baseline, the Developmental Baseline, and the Product Baseline.

3.7.6.3. Functional Baseline.

3.7.6.3.1. The NEDS SRS shall be considd the Functional Baseline as defined in
STANAG 4159 (se@.1.4.3)).
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3.7.6.3.2. The Functional Baseline will be kept under Configuration Control by the
Purchaserés Configuration Control Boa
3.7.6.4. Developmental Baseline.
3.7.6.4.1. The Developmental &seline for the NEDS shall include the NEDS System

Design Documentation Package (4e&2.), the System Test Documentation
Package (setl.3.), and any other documentation deerapgropriate by the
Contractor to ensure the NEDS requirements are reflected in the system
during the integration effort, can be demonstrated through a comprehensive
set of tests, and can be delivered in the form of the Product Baseline.

3.7.6.4.2. Theinitial version of the Developmental Baselinshall be provided to the
Purchaser for acceptance. Upon Purchaser Acceptance, the Developmental
Baseline shall be placed under the Pu
Board.

3.7.6.4.3. The acceptance of the Developmental Baselinghéyurchaser signifies

only that the Purchaser agrees to the
requirements. This acceptance in no way relieves the Contractor from its
responsibilities to meet the requirements stated in this Contract.

3.7.6.4.4. The Contractor il keep the contents of the Developmental Baseline under
Configuration Control and shall keep it current to reflect the progress of the
project activities.

3.7.6.5. Product Baseline.

3.7.6.5.1. TheProduct Baselineto be delivered by the Contractor shall contain the
configuration documentation of the delivered product Cls at the activation of
all sites of the NEDS and at any subsequent releases, unless the Purchaser
states that documentation is not needed.

3.7.6.5.2. The Contractor shall deliver the Product Baseline documentation ameticag
media (database) suitable for continued life cycle configuration management,
in a format agreed by the Purchaser.

3.7.6.5.3. Theinitial version of the Product Baselineshall be provided to the

Purchaser for acceptance. Upon Purchaser Acceptance, the ProgklcteBa

shall be placed under the Purchaserds
3.7.6.5.4. The acceptance of the Product Baseline by the Purchaser signifies only that

the Purchaser agrees to the Contracto
requirements. This acceptance inway relieves the Contractor from its
responsibilities to meet the requirements stated in this Contract.
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3.7.6.5.5. The Contractor shall keep the contents of the Product Baseline under
Configuration Control, and shall keep it current to reflect the progress of the
project activities.

3.7.7. Configuration Management Tools

3.7.7.1. The Contractor shall establish and maintain the baselines referred to above
using automated tools where appropriate.

3.8. Change Control

3.8.1. Change Requests

3.8.1.1. The Contractor shall establish and maintain a processdotifiging, tracking,
reviewing, reporting, and resolving with the Purchaser all requests for changes
to NEDS baselines, through Change Requests (see s&8tmh

3.8.1.2. As described in ACMB3, Change Requests shiadl categorised as follows:

3.8.1.2.1. Class 1 Change Requests affect the documentation and baselines managed by
t he Purchaserd6s NEDS Configuration Co

3.8.1.2.2. Class 2 Change Requests affect the ba
Configuration Control Board armhn be approved without Purchaser review.
3.8.1.3. The Purchaser will update the SRS to reflect his decision on the Change
requests.
3.8.1.4. The Contractor shall collect and maintain all Change Requests in a Change

Request Document (see sectid6.) throughout the duration of tl&ontract

3.8.1.5. Upon request, the Contractor shall deliver@mange Request Documenb
the Purchasethroughouthe duration of th€ontract

3.8.2. Off-specifications

3.8.2.1. An Off-Specification covers errors or assions found in work already
conducted or planned for the future, which will result in agreed specifications
or acceptance criteria not being met.

3.8.2.2. Throughout all project implementation activities Qffecifications may be
identified.
3.8.2.3. The Contractor shallstablish and maintain a process for identifying, tracking,

reviewing, reporting and resolving Gpecifications in the Developmental and
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Product Baselines through &fpecification Reports (ORS) (see sectl@nll.
).

3.8.2.4. Off-specification Reports, which document problems with the design,
configuration, implementation, tests or operation of the NEDS are distinguished
from Change Requests, which identify proposed changes to the Functional,
Developmental, or ProductaBelines.

3.8.2.5. ORs shall be closed when the identified problem is resolved through procedure
or other action that does not affect the system baselines, or when a
corresponding Change Request is opened to correct thep&fification
through a change to a basel

3.8.2.6. The Contractor shall collect and maintain all ORs in arspécifications
Document (see sectidrB.12.) throughout the duration of ti@ontract

3.8.2.7. Upon request, the Contractor shall deliver@ié-Specification Documentto
the Purchasethroughouthe duration of th€ontract

3.8.3. Project Issues

3.8.3.1. A Project Issue is anything that could have an effect on the Project, either
detrimental or beneficial. (Problem, error, anomaly, risk occurring, query,
change in th@roject environment, change request;ofp e ci f i cat i oné)

3.8.3.2. The Contractor shall establish and maintain a process for identifying, tracking,
reviewing, reporting, and resolving all project issues.

3.8.3.3. The Contractor shall develop and maintain an Issue Log (stersE3.3.)
where he shall record and track all project issues regardless of their status.

3.8.3.4. Upon Purchaser request, the Contractor shall delivdssine Logto the
Purchaserthroughouthe duration of th€ontract

3.9. Quality
3.9.1. Documentation requirements

3.9.1.1. The documentation to be provided by the Contractor undeCtmgractshall
consist of the following functional groupings:

3.9.1.1.1. Specifications

3.9.1.1.2. Plans
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3.9.1.1.4.

3.9.1.1.5.

3.9.1.1.6.

3.9.1.1.7.

3.9.1.1.8.

3.9.1.1.9.

3.9.1.1.10.

3.9.1.1.11.

3.9.1.1.12.

3.9.1.1.13.

3.9.1.1.14.

3.9.1.2.

3.9.1.3.

3.9.1.4.

3.9.15.

3.9.1.6.
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All documentation provided to the Purchaser shall be written in English

(preferably United Kigdom Standard).

The convention to be used for numbers appearing in textual documents is for a
comma to be the thousands separator and a period to be the decimal separator
(e.g. 1,365,276.24). The convention to be used for dates appearing in free text

(e.g quoting dates of meetings) is daypnthyear and not monttay-year.

The security classification of the documentation shall follow the NATO
security guidelines. No Contractprovided documentation shall bear anynon

NATO protective markings.

The documetation shall be available on electronic media using standard
software packages at least readable on Microsoft based systems and allowing
Purchaser

6cut and pasted so

other documents.

Any documentatiorshall have a clear title indicating tR®ntracual

t hat

t he

deliverable it pertains to, a reference and version number, and appropriate
signatursin signatureéblocks demonstrating that the documentation has been
subject to the Contractoros
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3.9.1.7. Anydoc ument ati on shall i nclude a 6versio
for the last version the complete list of changes brought to the document since
the previous version, and clearly indicating any superseded documents
(including the previous versiorf the document).

3.9.1.8. Each change from the previous version shall be identified at least by Section#,
Page#, Nature of change. (A summary list is sufficient provided that the
changes are tracked within the documen
mechanism itMS WORD, or some equivalent for other applications). This
shall apply starting with draft version 0.2.

3.9.1.9. The contents of the documentation provided underGbigractshall conform
to SECTION 13andSECTION 3

3.9.2. Documentation Delivery and Review

3.9.2.1. The Contractor shall submit all documentation in electronic and paper format to
the Purchaser for review and comments as applicable.

3.9.2.2. The Contractor shall not provide a@pntractial documentatioin a partial or
gradual manner.

3.9.2.3. At each review cycle, the Purchaser will state if the document is or is not likely
to be accepted in its Final version.

3.9.2.4. Except otherwise stated for specific documents, the following provisions shall
apply for any documentian to be provided by the Contractor under this
Contract

3.9.2.4.1. The Contractor shall provide a first draft (version 0.1) of each deliverable for

Purchaser review. The first draft shall be substantially complete and correct.

3.9.24.2. The Purchaser will provide questioeemments, corrections, and suggested
changes to the Contractor within 4 (four) weeks of receipt. The Purchaser
reserves the right to return without review a document that has significant
deficiencies (e.g. a document only including a table of contertis). T
Contractor shall not rely on the Purchaser review to fill in deficiencies or
obtain missing Purchaser information.

3.9.2.4.3. The Contractor shall resubmit the document as a revised draft (version 0.2)
incorporating the Purchaser's comments within two weeksrafterpt.

3.9.2.4.4. The Purchaser shall provide comments, corrections, and suggested changes to
the Contractor withirthree (3)weeks of receipt.
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The Contractor shall provide the Final (version 1.0) document within two
weeks of receipt of the Purchaser's commenthemevised draft.

If the document is included as part of the Developmental Baseline or Product
Baseline, the Contractor shall remain responsible for updating the document
as required in the course of the project (to correct errors, inconsistencies,
omissbns, etc. and to reflect changes in the system design, system
implementation, support arrangements) as part of its Configuration
Management tasks (s8€7.6.).

Quality Plan

The Contractor shall establish, exegudocument and maintain an effective
Quality Plan (QP) throughout the Contract lifetime. This QP shall be in
accordance with the applicable documents.

The QP shall apply to all services and all products (both management products
and specialist product&) be provided by the Contractor under ntract

(this includes all hardware and software, documentation and supplies that are
designed, developed, acquired, maintained or used, including deliverable and
non-deliverable items).

The QP shall ensure thattocedures are developed, implemented and
maintained to adequately control the design, integration, production,
purchasing, installation, inspection, testing, configuration management and
customer support of all services and all products (both managenoeicts

and specialist products), in accordance with the requirements of this Contract.

The QP shall meet the requirements of 2ef.1.1.. The Contractor shall
reference applicable 1ISO directives (2.1.) for installation and integration
activities.

The QP shaltlearlyindicate the Qualityelated activities, responsibilities, and
controls for the Contractor and any sibntracors.

The QP shall describe tlygiality criteria that will be applied to each of the
deliverables under thiSontract(i.e. the documentation as well as the system
and all of its components).

The QP shall describe the Bidder's internal process for the quality review of the
deliverables bfore their release to the Purchaser. Qffeshall show that this
process ensures all deliverables meet Contractor quality and RZojecact
standards.
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3.9.3.8. The Contractor shall review his QP periodically and audit it for adequacy,
compliance and effectivess.
3.9.3.9. If the Purchaser detects that the Contractor does not respect the QP as described

in the PMP, the Purchaser has the righ
without any compensation for the Contractor until such time as the Contractor
has resolvedll deficiencies with respect to the implementation of the QP.

3.9.310. TheQP shal |l be the 6Qualitydéd section of
3.9.4. Purchaser Quality Assurance Representative
3.9.4.1. The Purchaser will enforce his Quality Assurance responsibilities through a

Purchaser Quality Assaince Representative (QAR).

3.9.4.2. As provided under reR.1.4.1., the Purchaser has the right to delegate some of
the QAR responsibilities to a National Quality Assurance Representative
(NQAR).

3.9.4.3. The Contractor shallgree to provide all necessary assistance to the QAR or his

delegated National Quality Assurance Representative (NQAR). The Contractor
shall make his quality records, and those of hicsuitracors, available for
evaluation by the QAR/NQAR throughout therdtion of the Contract. Quality
audits at the Contractor or shbntracbrs premises will in principle only be
executed by the QAR/NQAR if the documents provided by the Contractor do
not sufficiently guarantee that a valid Quality system is available.

3.9.4.4. Refaences specified i8.1.1.will be used by the Purchaser as a guide for the
evaluation of the Contractoros QP. Suc
Contractor to avoid his own responsibility for ensuring that the Quality
requirements are met.

3.10. Project Controls

3.10.1. Project Status Report

3.10.1.1.  The Contractor shall provide, no later than the third working day of each
month, aProject Status Report (PSR).

3.10.1.2.  The PSR shall summarise completed, ongoing, and upcoming activities (see
sectionl3.4. for contents).

3.10.1.3. The Project Status Report being a monthly document, it shall be subject to the
following specific review process:
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3.10.1.3.1. The Purchaser shall issue comments no later than 2 weeks after receipt of the
document.

3.10.1.3.2. The Contractor shall issue answers to those comments within 1 week after
their receipt. No comment received within that timeframe means that the
Contractor agrees to the comments issued by the Purchaser.

3.10.2. Meetings
3.10.2.1. General

3.10.2.1.1. Except otherwise stated theContract the following provisions shall apply
to all meetings (including fAattendanc:
conference meetings, rCGomtrackwsé) to be

3.10.2.1.2. The Contractor shall takeeeting minutes submit them in draft veron to
the Purchaser for approval within 3 working days of the meeting, post the
final version of them on the Project Website within 3 working days of receipt
of Purchaser approval, and notify the Purchaser by email.

3.10.2.1.3. The participants shall not regard thesinutes as a mechanism to change the
terms, conditions or specifications of the Contract nor as a vehicle to alter the
design or configuration of equipment or systems. Any such changes shall
only be made by agreement, amendment or by authorised mecbasis®t
forth in the Contract.

3.10.2.1.4. Any documentation, even in draft format, that may be useful to the Purchaser
in preparing for meetings and ensuring efficient discussions during the
meetings shall be provided to the Purchaser no later than 10 working days
before the meeting.

3.10.2.2. Project Review Meetings

3.10.2.2.1. The Contractor shall coordinate and hold Project Review Meetings (PRM)
with the Purchaser.

3.10.2.2.2. The PRMs shall be held at least once a month throughout the Contract period
of performance.

3.10.2.2.3. At each PRM, the Contractorahprovide the status of all egoing tasks,
the status of th€ontractdeliverables, identify any changes to the PMP,
PMS, PBS, PFD, SIP, ILSP, Issue Log, Change Requests document, Off
specifications document, baselines and Risk Log, and identify abieprs.
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3.10.2.2.4. Problems shall be identified and discussed with the Purchaser NEDS Project
Manager promptly, however, and not held until PRMs.
3.10.2.2.5. The location of PRMs will vary and, when possible, be scheduled with other
project meetings.
3.10.2.2.6. Attendance in person is prefed but via video or telephone conference is
acceptable when it can be arranged.
3.10.2.3. IPMT Meetings
3.10.2.3.1. Upon award of this Contract, the Cont
an advisory member of the NEDS IPMT.
3.10.2.3.2. The Contractor's Project Manager shall provigauis to and attend quarterly
| PMT meetings as requested by the Pur.
3.10.2.3.3. All meetings of the NEDS IPMT will take place at the Purchaser premises in
Brussels, Belgium.
3.10.2.4. Design Review
3.10.2.4.1. The Contractor shall host a Design Review and contlastdescribed in
Section4.5.3.
3.10.2.5. Security Accreditation Reviews
3.10.2.5.1. The Contractor shall conduct quarterly security accreditation reviews as
described in Sectio#.6.
3.10.2.5.2. The Purchaser will host the security accreditation reviews.
3.10.2.6. Other Meetings
3.10.2.6.1. The Purchaser will host all other meetings agreed by both parties unless there
is a specifically agreed need to review material, witness technical
demonstrations, or performanyothe act i vi ty outside of t
premises as part of the meeting.
3.10.2.6.2. Upon approval by the Purchaserés Proj
schedule, organise, and conduct such meetings.
3.10.3. Project Website
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3.10.3.1.

3.10.3.2.

3.10.3.3.

3.10.3.4.

3.10.3.5.

3.10.3.6.

3.10.3.7.

3.10.3.8.

3.10.3.9.

3.10.3.10.

3.10.3.11.

NATO UNCLASSIFIED
CO-1287GNEDS

The Contractor shaéistablish &NATO UNCLASSIFIED Project Website
accessible from the Internet

The Contractor shall implement an access control mechanism to restrict
viewing of all contents of the website to a list of users approved by the
Purchaserds NEDS Project Manager and a

The Contractor shall establish accounts on the website for up to 30 users
identified by the Purchaser, in addition to those required by the Contractor's
own staff (including any suontracors). The Contractor shall provide these
users with an interneimail message providing instructions on how to access
the site and change their password to one of their choice.

The Contractor shall maintain on this website all unclassified documents
managed under the NEDS Configuration Control Board, as soon ag¢hey a
submitted in draft version to the Purchaser. This includes the PMP, the PMS,
the PBS and PFD, the Change Requests document, H8p@EXdffication
document, the SIP, the ILSP, Development and Product baselines, all design
and test documentation.

The webge shall also include th@ontractSOW and SRS, all presentation
material from all meetings and reviews, the Project Status Reports, the Issue
Log, the Risk Log, Purchasapproved minutes of meetings, and background
and guidance documents referred tthiea SOW and SRS.

The website shall also include all vengwovided technical documentation
pertaining to the COTS integrated into the NEDS System.

The website shall also include other d
Project Manager orthe Purch@ r 6 s NEDS Proj ect Manager

The website shall identify all relevant classified documents by title, unless a
title is itself classified.

The website shall clearly indicate for each document whether it is part of a
baseline or not.

The Contracbr shall delier theNATO UNCLASSIFIED website on a CD-
ROM or DVD -ROM on a monthly basis so that the Purchaser is able to
run it from any computer fitted with a Microsoft Operating System (NT,
Windows 2000, XR Vista).

The Contractor shall provide the Purchaser wvitNATO UNCLASSIFIED
website contents on CEROM or DVD -ROM on a monthly basis, along
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3.10.3.12.

3.10.4.

3.10.4.1.

3.10.4.2.

3.10.4.3.

3.10.4.4.

3.10.4.5.

3.10.5.

3.10.5.1.

3.10.5.2.

3.10.5.3.
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with instructions for authorised Purchaser personnel to install it on the
NATO SECRET domain.

The Contractor shall enable the Purchaser to replicate and maintain this
webste, with the addition of appropriate NATO RESTRICTED and NATO
SECRET documentation, on the NATO SECRET domain, using a webserver
and disk space provided DIATO.

Purchaser cordination with Other NATO Projects

The NATO CIS environment will be under canial development by other
NATO projects that are being implemented in parallel with the NEDS Project.

The Purchaser will inform the Contractor and provide more detailed
information concerning the operational environment that may emerge as a result
of theseprojects.

The Contractor shall adapt the NEDS to accommodate this additional
information.

The Contractor shall incorporate in his activities the integration, performance,
and schedule considerations related to therdmation of the NEDS with the
otherPurchaser systems to be interfaced withrbughouthe duration of the
project.

The Contractor shall identify any documents, meeting minutes, or other
information from these projects it requires to maintain an effective co
ordination process.

Projectlevel communication

As a Projecievel communication activity, the Contractor shall provide an

NEDS Information Sheet of maximum 5 pages providing an overview of the
NEDS system, its functions, interfaces and major components, and its projected
installationschedule.

The Contractor shall provide the NEDS information sheet at the beginning of
the Design Review

The Contractor shall make use of a Purchasevided encryption tool to send
and receive NATO RESTRICTED documentation. If such a tool cannot be
provided by the Purchaser, other means shall be defined andmusechase by
case basis
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3.11. Independent Verification & Validation (IV&V)

3.11.1.

3.11.2.

3.11.2.1.

3.11.2.1.1.

3.11.2.1.2.

3.11.2.1.3.

3.11.2.1.4.

3.11.2.2.

3.11.2.2.1.

3.11.2.2.2.

3.11.2.2.3.

3.11.2.3.

3.11.2.3.1.

3.11.2.3.2.

3.11.2.4.

3.11.2.5.

3.11.3.

3.11.3.1.

3.11.3.2.

The Purchaserds Project Wi

and Verification Contractor (IV&V Contractor).

Manager

| be

The IV&V Contractor may be requested by the Purchaser to perform the following

activities:
Delivery inspection and reports. This includes:
system design documentation package assessment
security documentation package assessment
plans assessment
and more geerally assessment of project deliverables
Support taall types oftests. This includes:
attend and monitor the tests performed byGbatractor
evaluate Contractor provided reports
provide independent reports

Testing. This includes:

reports

scripts; execute corresponding tests; and provide corresponding reports

Moni tor Contractor addsi vities at
Attend any meeting as requested by the Purchaser

The Contractor shall fully support such activities and in particular:
Host inspection visits by the V&V Contractor

Make himself available for answering questions and furnishing information
related tolhe project
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3.11.3.3.  Allow the IV&V Contractor to inspect and monitor testing activities

3.11.34. Al l ow the 1V&V Contractor to inspect a
applicable to this project

3.11.3.5. Provide the IV&V Contractor with all necessary documentatechnical data
and support
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SECTION 4 WORK PACKAGE 2 (BASIC): SYSTEM
ENGINEERING, INTEGRA TION, TEST, AND SITE
SURVEYS

4.1. General

4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

This section outlines the System Engineering, Integration, Test and Sites Surveys
Task Area of the NEDS Contract.

The Contractor shall be responsible toe bverall design, integration, and system
engineering of the NEDS throughout @entractperiod of performance.

The Contractor shall develop the initial System Design Specification based on an
analysis of the Purchaser's requirements.

The Contractor shhintegrate all necessary components to establish the NEDS
Product Baseline, and plan and execute a series of tests to confirm that this
baseline meets its functional, security, interface, and interoperability requirements

The Contractor shall perform tlaetivities described in this section considering
that the NEDS will be eventually connected to all NEDS Affiliates (including
options) In other words, the additional activities to be performed as part of the
options shall be reduced to the minimum

4.2. Performance Start Date (PSD)

4.2.1.

4.2.2.

The PSD for work described in this section shall be EDC (Effective Date of
Contract).

Except otherwise stated, the delivery dates of the associated deliverables are
provided in the SSS (Schedule of Supplies and Services).

4.3. Orientation Workshop

4.3.1.

4.3.1.1.

4.3.1.2.

The Contractor shall conduct a workshop (at a Purckaseided facility at

SHAPE, Mons, Belgium) to orient the NEDS Administratansl theNEDS

Affiliates Administratorson the overall system design and capabilities. As part of
this workshopthe Contractor:

shall provide overview briefings on tiNEDS system, and lead question and
answer sessions with the attendees,

shall provide information about System Implementation
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4.3.1.3. shall collect any necessary information from the NEDS Administratorshand t
NEDS Affiliates Administrators to perform the design activitiés necessary,
the Contractor shall conduct further actions/discussions with the NEDS
Administrators and the NEDS Affiliates Administrators.

4.3.2. This workshop is a key meeting in the courséhefProject. As any other meeting
it shall be subject to the provisions of paragra@d®.2.of this SOW.

4.4. System Requirements Analysis and Review

4.4.1. Review of the requirements

44.1.1. The Contractor shall review the NED$sEem Requirements Specification
(SRS) and all applicable documents, meet and communicate with NATO

subject matter experts as necessary, and present its findings in terms of
proposed changes to the SRS based on system cost, schedule, or performance

impacts
4.4.1.2. The Contractor shall also identify any inconsistencies within the requirements.
4.4.1.3. The Contractor shall host and conduct a System Requirements Review (SRR) to

present and discuss its findings and proposed changes to the requirement
baseline for the desigmd integration of the NEDS. The purpose of this review
is to agree upon the requirement baseline for the design and integration of the
NEDS system.

4.4.2. Change Requests

44.2.1. Upon completion of the SRR, the Contractor shall identify any proposed
changes to System Récements Specification in the form of one or more
Change ReguestsThese Change Requests shall be addressed according to the
processes implemented by the Contractor to meet the requirements of section
3.8.1.

4.4.2.2. The Purchaser shall update and provide an updated Functional Baseline/SRS as
necessary to reflect the decision of the NEDS CCB on these Change Requests.

4.4.2.3. The Contractor shall use this updated Functional Baseline/SRS as the basis for
the NEDS system design@subsequerdctivities

4.5. System Design

4.5.1. Design activities
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45.1.1. The Contractor shall review the Purchagesvided Initial System Design (ref
2.3.1.).
45.1.2. The Contractor shall consider this Initial System Desigadscument for

information which should be helpful to conduct its design activiliégrefore
the Contractor shall NOT consider the Initial System Designbasding
document.

45.1.3. The Contractor shall conduct the necessary Design Activitiederelop its
own complete designfehe NEDS at the Preliminary and Critical levels,
including all interfaces to other systems to meet the System Requirements
Specification (SRS).

45.1.4. The Contractorlsall obtain from the NEDS Affiliates their schema and data
model, as well as any necessarymifation, to develop the Design
Documentation Package.

45.1.5. The Contractorisall developthe agreements between the NEDS and the NEDS
Affiliates so that the interfacésprotocols, formats, schedule, ®nr ai nt s, et
- are clearly defined. The actual implenagiin of the agreements shall take
place during system implementation

45.1.6. The Contractor shall make sure that the agreements are not redundant and are
not contradictory with the existing synchronisation mechanism(s) if those
mechanism(s) is(are) planned torbaintained by NATO.

45.1.7. The Contractor shall be responsible to obtain agreement signature of all parties.

4.5.1.8. Based on the NEDS design and the various agreements between the NEDS and
the NEDS affiliates, the Contractor shatinduct a network simulation and
deliver the resulting report, to estimate the impaebn the NSWAN- of the
operation of the NEDS.

4.5.1.9. The Contractor shallpdate the NCSA Ol A2-02 (see2.1.5.2)) to include any
necessary NED&elated elements (e.g.: ACP 133 objeessses and attributes,
NEDS specific extensions to the ACP 133 schema).

4.5.1.10. The Contractortsall keep the design documentation package up to date with
respect to the site surveys results

45.1.11. Based or2.3.7.the Contractortsall perform asecurityrisk assessment, i.e.
identify all threats, vulnerabilities, as well as a list of mandatory and
recommended countermeasures. The Contractor shall apply one of the
following risk assessment methodologies: EBIOS, PILAR, CRAMM.
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45.1.12. Based or2.3.5.the Contractor shall describe all security measures required to
couner the risks identified in thgecurity risk assessment. For each security
measuralreadyincluded in theCSRS, theContractorshall eithefjustify that
the security measure is required, or demonstrate that the security measure is not
required.The Contractor shall raise a Change Request for each new security
measure.

45.1.13. The NEDS system Desighall cover all sites identified for this project

4.5.2. System Design Documentation Package

45.2.1. The Contractor shall establish, deliver and maintain the N&@&m Design
Documentation Packagecomprising: the System Design Specification, the

Interface Control Documents, the System Security documentation, the
Requiements Traceability Matrix.

45.2.1.1. System Design Specification (SDS)

4521.1.1 The System Design Specification shall describe the NEDS System to a
level of detail that is sufficient for the Purchaser to be able to understand
how:

452.1.1.1.1 The requirements in the SRS and the segcueduirements (see

45.1.12, 4.5.2.1.3) will be implementedand

452.1.1.1.2 The NEDS will be operated and managederall description)

452.1.1.2 In particular, the System Design Specification shall addressHERDSN
Operational Requirements (SB&CTION 8).

45.2.1.1.3 The System Design Specification shall be developed as per the detailed
contents indicated in sectids3.7.

45.2.1.2. Interface Control Documents

452.1.2.1 Each direct interface between the NEDS and other sygteotesbly
NEDS Affiliates)shall be documented in an Interface Control Document
(ICD).

45.2.1.2.2 In particular, the ICDs shall include:

45.2.1.22.1 a detailed description of the interfaces with the NEDS Affiliates and

NATO Staff Users, includiamlg any AfAco

agreementso enable synchronisation as described in this document
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452.1.2.2.2

45.2.1.2.3

45.2.1.2.4

45.2.1.3.

452131

45.2.1.3.2

45.2.1.3.3

45.2.1.3.4

45.2.1.35

45.2.1.3.6

45.2.1.3.7
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A detailed description of how the system shall interface with all
elements identified in SRSECTION 6.

Where work was conducted by the Contractor undeiGbrgractto
document the design of any system to be interfaced to the NEDS, the
results of that work shall be included in the relevant ICD. This includes
the results of1.5.1.4.

The ICDs shall be developed in accordance with sed®otb..

System Security Documentation

The Contractor shall develop and maintain the NEDS System Security
Documentation, based on the System Seclrocumentation Package
provided by the Purchaser (128.5.,2.3.6., 2.3.7.), to support the
security accreditation process

The NEDS System Security Documentatiorbe developed, maintained
and delivered by the Contactmall comprise the following documents:
the Security Risk Assessment (SRA), the CSRS (based-8EBiIS
CSRS ref2.1.5.3.), System Interconnection Security Requirerhe
Statement$ISRS form, annex B to r@f1.5.3.), Security Operating
Procedures (SecOPS) (generic andstecific), the Security
Test&Evaluation Plan (ST&E Plan, generic and-specific) and the
ST&E Results (sitespecifc).

The Puchasewill maintain the Security Accreditation Plan (SAP, see
2.3.6.).

The CSRS shall comply with r@f1.6.11and ref2.1.5.3., and shall

address the comunity of NEDS Elements, the interconnections between
NEDS Elements and the interconnections between NEDS Elements and
NEDS Affiliates.

The SiteSpecific Security Compliance Certificate and Interconnection
Request shall include sispecific security accditation details to be
defined by each site (including LAN configurations and WAN
connectivity arrangements).

The SecOPs shall be derived from2ef.5.3.and2.1.6.12.. Generic
NEDS SecOPs andt8iSpecific NEDS SecOPs shall be developed.

The System Security Documentation shall identify in any COTS products
included in the system any feature required not to be implemented or
required to be disabled.
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45.2.1.3.8

45.2.1.3.9

4.5.2.1.3.10

45.2.1.4.

452141

452.1.4.2

45.2.2.

45.2.3.

45.2.4.
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The contents of the System Security Documemagiwall not refer to the
SDS for further information. Therefore each document in the System
Security Documentation shall include all relevant information taken from
the SDS as required to understand its contents (e.g. information as to the
definition of e&h security function, how it is implemented, how it is to

be operated.).

The Purchaser will provide the SRA, the CSRS, the Syecific

Security Compliance Certificate and Interconnection Request, the
SecOPs (Generic and Sipecific), the ST&E Plans (Geric and Site
Specific) and the Sit€pecific ST&E Results to the NATO CIS Security
Accreditation Board (SAB) for approval.

The Contractor shall refer the SAP (se@.3.6.) for details about the
Security Accreditation Pross.

Requirements Traceability Matrix

The Contractor shall develop and maintain a Requirements Traceability
Matrix that establishes a complete crosterence between on the one
hand the requirements stated in the SRS, the NEDS CSRS and on the
other hand tb detailed contents of the SDS in terms of SDS statements
and lowestevel Cls (see sectiod.7.2. for the definition of CIs).

The minimum contents of the Requirements Traceability Matrix are
listed in sectiorl3.8..

The duration of the review cycle for the NEDS System Design Documentation
Package shall be 6 (six) weeks instead of the 4 (four) weeks indicated in section
3.9.24.2.

Purchaser review and acceptance of the System Design Documentation Package
shall not imply Purchaser acceptance of the NEDS Design. It remains the sole
responsibility of the Contractor to prove the design through the regime of

testing set fortlin the Contract and it will be the sole responsibility of the
Contractor in the event that the system proves deficient in meeting the
Contracuial requirements.

As part of the Configuration Management activities, and like any other
management product or gpaist product, the Contractor shall update the
System Design Documentation Package to reflect changes, at least at each of
the following major milestones: a new design review, the start of a test phase,
the completion of all tests activities, the stdrthe deployment, the PSA of the
last deployed site.
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In order to maintain clear consistency throughout all documents in the System
Design Documentation Package, any update of any of the documents comprised
in the System Design Documentation Package seslllrin redelivery of a

new version of the complete System Design Documentation Package.

4.5.3. Design Review

45.3.1.

45.3.1.1.

45.3.1.2.

45.3.1.3.

45.3.1.4.

45.3.1.5.

4.5.3.1.6.

45.3.1.7.

4.5.3.1.8.

4.5.3.1.9.

4.5.3.1.10.

45.3.1.11.

45.3.1.12.

The Contractor shall conduct Design ResdRreliminary Design Review

(PDR) and Critical Design Review (CDRY) present the NEDS Design
Documentatia Package. The Contractor shall include the following areas in the
Design Review:

NEDS overall system architecture and interactions

System functionality, modularity and interfaces, breakdown into |oVeest
Configuration Items (see secti8t.2. for Cls identification)

Off-the-shelf products to be used in the system: the Contractor shall identify
the intended product and version, and note if any additional elements (such as
macros or plugns) are required

Interfaces with other relevant syste(imsparticular with NEDS Affiliates)

System security design: Presentation of the Risk Assessment Methodology
that the Contractor intends to use for the Project, Results of the Risk

Analysis, Definition and implementaticof the Security measures to counter

the risks identified in the Security Risk Assessment. This presentation shall

be done as a separate item.

Sequence and scope of system tests of the Developmental Baseline and any
requirements for Purchaser support padicipation

Any change request or especification
Any changes to the PBS and PFD
Any changes to the PMS

Cost considerations

Risk assessment of proposed changes and an update of the Risk Log and
Issue Log

Requirements Traceability Matrix

NATO UNCLASSIFIED

Book Il, Part IV, Page M1



NATO UNCLASSIFIED
CO-1287GNEDS

4.5.4. The Contractoshall provide @esign Review Report.

4.5.5. The Contractor shallpdate the Design Documentation Packages per the
result of theDesign Review.

4.6. Security Accreditation Reviews

4.6.1. The Contractor shall conduct security accreditation reviews with the Purchaser and
thePurchaserés Security Accreditation Boa

4.6.2. During these reviews the Contractor shall present the necessary information to the
review board, including: Risk Assessment Methodology used for the Project, the
Results of the Risk Analysis, the Definition andlementation of the Security
measures to counter the risks identified in the Security Risk Assessment, the
security tests plan, procedures, and results.

4.6.3. The Contracor shall deliver to the Purchaser all the necesSacumentation to
support the Seurity A ccreditation Reviewsat leat 2 weeks before the review.

4.7. System Integration

4.7.1. The Contractor shall be responsible for integration of the NEDS System. This
means both the integration of the various HW products and SW products that
constitute the NEDS Systemdhthe integration of the NEDS System with the
existing NATO systems specified in the SRS.

4.7.2. The Contracbr shall make use of testlsth perform this integration and to
conducttests (see SOWection4.8.for Factory Acceptancéests,section4.9.for
CertificationTests and SOW sectiob.6.8.1.for Reference Tests).

4.8. Factory Acceptance Tests (FAT)
4.8.1. The Contractor shall conduct Factory Ace@eme Tests (FAT) as defined below
and in compliance with the overall System Testing Process detaifedi ION

11 SEGHON11

4.8.2. TheFactory Acceptanc@ests shall NOT start before the DesRgviews are
considered successful by the Pur@nas

4.8.3. The Contractor shall coordinate tBertificationTests date no later than three (3)
weeks before the start of tRactory Acceptancé&ests.

4.8.4. The duration of th&actory Acceptance Tests shall be no less thaaeek and no
more thar weeks, exclusivefany preparation time.
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4.8.5.

4.8.6.

4.8.7.

4.8.8.

4.8.9.

4.8.10.

4.8.11.
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The Contractor shalhstall, configure, and integratethe Factory Acceptance
Testbedatthe Contractor premiseshisincludes the installation, the

configuration, the integration and the
Affiliates 0.
The Purchaser wil/l provide the schemas

The equoment brand name and type used on the Factory Acceptance Testbed to
represent the system shall be the same as the ones usedJertifigation
Testbed

The System version uddor theFactory Acceptancéests shall béheinitial
Product Baseline to be installedtive CertificationTesbed.

During theFactory Acceptancéest the Contractor shalemonstrate the
compliance with the SRS to the maximum extent (i.e. all testsdinabe
performed as part of the Factory Acceptance Tests shall be perjormed

The Contractor shall provide &lIEM Manuals and the initial versions of all
Custom Manualsas specified in SOW8.8. together withthe System Tests
Documentation Packagesupporting thd=actory Acceptance Tests

The Purchaser reserves the right to observe the tests and to have the Contractor
perform additional selected testing tasks. These potential additional testing tasks
shall be pgormed to the Purchaser's satisfaction befloeeFactory Acceptance
Tests are accepted by the Purchaser

4.9. Certification Tests

4.9.1.

4.9.2.

4.9.3.

4.9.4.

4.9.5.

The Contractor shall condu€ertificationTests as defined below and in
compliance with the overall System Testing Processlddtei SECTION 11
SECHON-11

The CertificationTests shall NOT start before the Desiyomcumentation Package
is accepted by theurchaser

The CertificationTests shall NOT start before the Factory Acceptance Tests are
conducted and acpted by the Purchaser

The Contractor shall coordinate t@ertificationTests date no later thémree (3)
weeks before the start of tkkertificationTests.

The duration of th€ertificationTests shall be no less than 2 weeks and no more
than 4 weeks,xelusive of any preparation time.
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4.9.6.

4.9.6.1.

4.9.6.2.

4.9.6.3.

4.9.7.

4.9.8.

4.9.9.

4.9.10.

4.9.11.

4.9.11.1.

4.9.11.2.

4.9.11.3.

4.9.11.4.

4.9.11.5.
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As per3.4.1.11,, for theCertificationTests the Purchaser will provide, at the
NC3A The Hague (The Netherlands), the facilities, external equipment, and
interface configuratins required to test and verify compliance of the NEDS to the
Contractrequirementsin particular, the Purchaser will provide

schemaand amp | e d bhasieNEDIS tAHd ifi i at es o
schemaand ampl e data of t he f(bpodsiblen al NEDS
NCTF Testbed

The Contractor shatleliver, install, configure, and integrate the NEDS
Certification_Testbedinto the Purchaser testbed systems at the NC3A The Hague.
After successful completion of ti@ertificationtests theContrador shall install

the Cettification Testbedat NCSA HQ (Mons, Belgiumps the NEDS Reference
System(see5.5.7.).

The equipmenbrand name and typesed to implement the NEDS systemthe
CertificationTestbed shall be the same as the one usetd&eference §/stem

implementation at the sites

The System version used for tBertificationTests shall be the initial Product
Baseline to be installed in the sites

The Contractor shall make sure that the Certification Testbed is representative of
thereality and that therefore representative tests can be carried out

During theCertificationTess the Contractor shall:
demonstrate that all components of the NEDS have been integrated to meet the
NEDS internal requirements of the SRS as well as seceqtyirements

defined in the NEDESRS.

demonstrate that the NEDS meets all of the interface requirements of the SRS,
the NEDS CSRSNEDS SISR&nd the ICDs.

demonstrate that the NEDS meets all of the accreditation requirements and is
ready for fieldingard use

demonstrate that the NEDS schema is validated against the N&3tlbed

demonstrat¢hefollowing plans and procedurés be developed by the
Contractor

NATO UNCLASSIFIED

Book Il, Part IV, Page M4



4.9.11.5.1.

4.9.11.5.2.

4.9.11.5.3.

4.9.11.5.4.

4.9.12.

4.9.12.1.

4.9.12.2.

4.9.13.

4.9.14.

4.9.15.

4.9.16.
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installation andactivationplars (seel3.14.). Specifically the Contractor

shall show that that plan is suitable and effective in ensuring a smooth
activationand avoiding any loss of site or data (in particular NEDS Affiliates
data), while maintaining service availability and performance as stated in t
Contractial requirements

backout plan and procedures

disaster recovery plan and procedy(s=6.8.8.9.),
backup plan and procedureee6.8.8.9.).
Security Implementation Verification Rredures

The Contractor shall also demonstrate the initial and any updated Security
Implementation Verification Procedures (SIVP) for the NEDS as part of
CertificationTesting.

Upon Purchaser approval, the Contractor shall provide a copy of the SIVP for
NEDS for review by the NEDS Security Accreditation Board.

The Contractor shall provide dlie final versions of all Custom Manualsas
specified in SOW6.8. together with th&System Tests Documentation Package
supporting theCertificationtesting.

The Contractor may defer the testing of some requireraenish as performance
and reliability- to later test phases (e.g. the Benchmarking Test$($29).

The Certification Tests shallOT include tests already performed as part of the
Factory Acceptance Teststifose tests haveo added value.

Notwithstanding with the requirements of this sectitwe, Purchaser reserves the
right to observe the tests and to have the Contractor peaidditional selected
testing tasks to confirm compliance. These potential additional testing tasks shall
be performed to the Purchaser's satisfaction before any NEDS Element may be
installed at a site.

4.10. Site Surveys

4.10.1.

4.10.1.1.

General

The Contractor shall conduct sgarvey preparatory work, visit each NEDS
site, provide an Introductory Briefing to the site, survey relevant facilities,
interview site personnel, and collect data to support site preparation and
implementation.
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4.10.1.2. Based on the contents of the Project Manag@ Planthe Contractor shall
develop and delivetheinitial version of the System Implementation Plan
(SIP) which shall include the following information out of the overall contents
prescribed irl3.14.for this document:

4.10.1.2.1. The Contractor approach to all system implementation tasks

4.10.1.2.2. The Contracbr organisation and key personnel involved in system
implementation

4.10.1.2.3. The overall schedule faheimplementation activitiesncluding site surveys,
site preparatioandsite installation

4.10.1.3.  The Contractor shall NOT start site surveys before Purchaser acceptance of the
initial version of the System Implementation Plan.

4.10.1.4.  The Contractor shall insure coherence between the System Design
Documentation Package and the Sites Surveys reshitsefor, the System
Design Documentation Package shall be updated accordasygquiredin
3.7.1.4.

4.10.1.5. The Contractor can schedule site surveys prior to Purchaser approval of the
initial version of the System Implementation Plamt &ny longlead item
purchases or other financial obligations made by the Contractor following these
site surveys will not be claimed unless they are reflected in the system baseline
agreed to by the Purchaser at or after the Design Review.

4.10.2. Site Survey R¥paratory work
4.10.2.1. Site Survey workbook

4.10.2.1.1. The Contractor shall prepare&sée Survey WorkBook (SSWB)of
checklists, fillin forms, installation sketches, contact information,
installation specifications, site ddtacluding any reusable software licenses)
to becollected by the Contractor during the site survey, and any other
documentation required to perform site surveys.

4.10.2.1.2. This workbook shall be available for Purchaser review and comment before
the first site survey, and shall be maintained and updated asaecdsring
the site survey process.

4.10.2.1.3. Upon acceptance of the Site Survey Workbook by the Purchaser, the
Contractor shall distribute the Site Survey Workbook to the sites for
preparation of the Site Surveys.
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4.10.2.2.  The Contractor shall provide the PurchaserwiththCont r act or 6s pr o
survey agenda, the presentation material that the Contractor intends to use, the
Contractords attendance | ist. Based on
Contractor shall organise and conduct the Site Survey.

4.10.3. Introductory brieing

4.10.3.1.  The Introductory Briefing shall not assume other than basic knowledge of the
project by the site personnel.

4.10.3.2.  The Introductory Briefing shall be an introduction to the NEDS outlining the
system requirements, describing the system functionalities, #setgibe
implemented, the project timelines, the goals and objectives of the Site Survey
process, and the notional implementation identified for the surveyed site and to
be refined through the Site Surveys activities.

4.10.4. Survey of the site facilities

4.10.4.1. During the Site Surveys activities the Contractor shall determine the necessary
installation preparations and support arrangements and collect all system
implementatiorrelevant information. This shall include:

4.10.4.1.1. identification of the NEDS Administrators,

4.10.4.1.2. identification of the NEDS Affiliates Administrators and Pawof Contact,

4.10.4.1.3. identification of theNEDS affiliates in terms afiumber, locationgurrent
configurationand connectivity to be established watach of them.

4.10.4.1.4. analysis of the training needs,

4.10.4.1.5. estimate oflie onsite training requirements, based on the numbers of First
Second and ThirdLevel Support staff identified by the Site POC,

4.10.4.1.6. identification of any input (item of equipment, documentation, information)
or work required from the Purchaser and fromSite with indication of
suspense date,

4.10.4.1.7. as per sitgprovided information, identification of the facilities where the
NEDS equipment (NEDS ElemenNEDS Administration platformand
NEDS Reference Systgmwill have to be installed, together with each
facili t y6s zomrRé&3) evel (see

4.10.4.1.8. identification of anypotentialTEMPESTFrelated requirement for the NEDS
equipment (se2.1.3.),
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4.10.4.1.9. list of all system Cls (nhature andantities) to be installed in the site.

4.10.4.2.  Atthe end of the Site Survey the Contractor shall present his site engineering
and installation drawing(s).

4.10.4.3.  After completion of the Site Survey at any site, and further to upgrading the
System Implementation Plame Contractor shall fissue the System
Implementation Plan to the Purchaser.

4.10.4.4. Site specifierequirements

4.10.4.3.14.10.4.4.1. Notwithstandinghe requirementeelated to storage and backup
solutions(see SR9.3.and9.4.), sSome Purchaser locations have
standardizedite-specific equipment (e.q. specifirand namefor servers,
which may differ fronthe project baselines at a siti@ reduce operations and
maintenance costs or to use existing facilities in the nifisieat

Mmannerserver-storage-areanetwork-workstation—andforprintereguipment

4.10.4.3.24.10.4.4.2. The Contractor shall determine if sgpecific equipment is
requiredat a location as part of any Site Survey performed under this
Contract.

410-4-3-34.10.4.4.3. If site-specifc equipment is required, the Contractor shall
identify this in an updated version of the SIP and shall issue an Engineering
Change Proposal (ECP).

4.10.4.3-44.10.4.4.4. In the ECP, the Cordctor shall identify any requirements of
the NEDS Design Specification it believes will not be met due to differences
between the sitepecific equipment and the standard baseline.

4.10.4.4.5. If these exceptions to the System Design Specification are accepted by the
Purchaser and incorporated into @entractas formal amendments, the
Contractor is not required to demonstrate, as part of its Site Activation work,
that the associated System Design Specification requirement has been met. In
such a case, the Contracstrall update the System Design Specification to
reflect sitespecific situations

4.10.4.5. Software license reuse

4.10.4.5.1. The Contractor shall collect information abaumy on-site existing licenses
which might be reusefbr NEDS purposes
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4.10.4.3.54.10.4.5.2. If on-site existindicensesareto be reused, the Contractor shall
identify this in an updated version of the SIP and shall issue an Engineering
Change Proposal (ECP)

4.10.5. The Contractor shall identify all facilities support, including modifications or
additions, required. After coordinatievith the Purchaser NEDS Project Manager,
this notification shall be in the form oflgiter to the site POC with a copy to the
Purchaser NEDS Project Manager, accompanied by engineering drawings,
checklists, or any other supporting information. Facgisepport issues that
represent Medium or High risk items shall be reflected in the Risk Log.

4.10.6. The Contractor shall produce and deliv8i Survey Reportfor each siteFor
each site, this report can be the SSWB filled in with the result of the sieysurv
that site
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SECTION S5 WORK PACKAGE 3 (BASIC): SYSTEM

IMPLEMENTATION

5.1. General

5.1.1.

5.1.2.

5.1.3.

5.1.3.1.

5.1.3.2.

5.1.3.3.

5.1.4.

5.1.5.

5.1.6.

5.1.7.

This section outlines the System Implementation Task Area of the NEDS Contract.

The Contractor shall upgrade 184 into a final version of that document
covering all system implaentation activities

The system implementation activities shall take place as per the belew

1/ Installation and activation of tHéEDS Reference System at NCHR
(Mons, Belgium) and provision of ossite training

2/ Installation and activation dhe NEDS operational site at SHAR#ons
(Belgium), and Provision of osite training

3/ Installation and activation of ti¢éEDS operational site &runssumand
Provision of omsite training

Throughout the whole system implementation activities the Psechll retain

all following administrator privileges, which will therefore not be granted to the
Contractor: NEDS Affiliates Administrator, Enterprise Administrator, Domain
Administrator privileges.

Although the Purchaser will provide the facilities ihioh the NEDS will be

installed and the external systems to which it will be interfaced, the Contractor
shall be responsible for timely and complete delivery and installation of all
relevant supplies provided under this Contract. Installation may invabrecétion

of mounts, brackets and/or installation kits. The Contractor shall solve all
integration and interface problems that may occur durin@&@Sinstallation,

and the responsibility for the system's operation, support, and performance rests
solelywith the Contractor until Partial System Acceptance (PSA) of the site.

The Purchaser reserves the right to suspend the Contractor's installation or
activation work for up to two working days to avoid interfering with or disrupting
a critical operationatvent.

During the installation activities, should the Contractor receive any indication of a

possible requirement for a suspension, this shall be made known immediately to
the Purchaser.
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The addiion of a site shall not impact any site for which PSA igadty
pronounced.

5.2. Performance Start Date (PSD)

5.2.1.

5.2.2.

5.2.2.1.

5.2.2.2.

5.2.2.3.

5.2.3.

The PSD for work described in this section shall be submittdtetoompletion of
a set of activitiesvhich all together lead to a milestotiat must be successfully
passed

Themilestoneis successfullypaedat t he Purchaser 6s Accept
following deliverablesandmilestones:

The Design documentation package is accepted by the Purchaser and the
Design Reviewares uccessf ul (Purchad230s Accept

TheCertificationTests in The Haguare successful and the test report is
accepted by the Purchaserl2@Purchaser 6s

The Site Surveys are performed and the reports are accepted by the Purchaser
(Purchaser 6s ArZ7%eThis iadudes theoatcep@tionh et
Purchaser of the initial version of the SIP (CLIN 1.2.7.1).

Except otherwise stated, the delivery dates of the associated deliverables are
provided in the SSS (Schedule of Supplies and Services).

5.3. System Implementation Plan (SIP)

5.3.1.

5.3.2.

5.3.3.

5.3.4.

5.3.5.

The Contractor shall upgde the initial version of the SIP (s#40.) into afinal
SIP to fully describe hisystemimplementation plan and activities, and to nedet
contents requirementsr this documenas laidoutin sectionl13.14.

Thefinal version of the SIP shall rovided to the Purchaser for acceptance.
Upon Purchaser Acceptance, the SIP shall
Configuration Control Board.

The Contractor shall structure the SIP so thaega implementation information
is maintained in the body of the plan and-specific details (including details
concerning Reference System installation site) are kept as annexes.

The Contractor shall update and maintain the SIP to reflect the finalagsesults
of the Site Surveys activities and in relation with the progress of installation and
activation activities, as requested3in’.1.4..

The acceptance of the SIP by the Purchaser signifies only that the Purchesgr ag
to the Contractords approach in meeting
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way relieves the Contractor from its responsibilities to meet the requirements
stated in this Contract.

5.3.6. The backout plansection to the SIBhall be used if the instaliah of any
component of the NEDS is found to be interfering with the operation of other
Purchaserdés systems (e.g. NEDS Affiliat:

5.3.7. The backout plansection to the SIBhall enable deactivation and/or removal of
all installed NEDS omponents and restoration of existing serviggsout
disruption of those service$he implementation of the bacdkt plan shall cause
no loss or corruption of data in any of the existing systems, and in particular in any
of the NEDS Affiliates.

5.3.8. The instllationand activatiordates reflected in th&lP shall be ceordinated by
the Contractor with the Purchaser and the Site POCs to accommodafeesifie
requirements, exercises, holiday periods, and other consider&mnsuch dates
and any revisionf these dates shall be coordinated with the Purchaser and the
relevant sites at leaiiur (4) weeks before the start of the relevant activities.

5.3.9. The system implementation activitieBght generate outages in some sites. This
includes potential outages NEDS Affiliates. The Contractor shall ensure that
these potential outages will be kept short (less than 3 hours in duration), planned
(approved by the Purchaser at 48 hours in advance based on a Copt@adtted
plan to restore functionality withinOBminutes), localised (limited to areas agreed
to by the Purchaserand if possible carried out during weelds

5.3.10. Theinstallationplansection to the SiBhall detailall installationprocedures that
the Contractor intends to apply.

5.3.11. Theinstallationplansection to the SIBhall show that thmstallationactivities
only cause minimal disruption to the NEDS Affiliates and to the User desktop
applications.

5.4. Preparations for Installation

5.4.1. The Contractor shall carry out any required activity to obtain alliredju
TEMPEST certification for any piece of equipment for which a TEMPESdted
requirement was identified\ny required evidence of TEMPEST certification
shall be obtained from a NAT@greed test laboratory.

5.4.2. The Contractor shall provide each site PO@hw copy to the NEDS Project
Manager, with araft list of hardware and software to be shipped, and a list of
Cont r act or dhatwipeingotved meaile installation and activation
work with indication of their level of security clearance.
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The Contractor shall monitor the progress of any required Site facilities
preparations, and the progress of any required provision of input by the Purchaser
and the Site, to ensure timeliness and quality of the preparatory work required
from the Purchaser. BhContractor shall ensure that anything that may delay
installation is brought to the attention of the NEDS Project Manager promptly.

The Contractor shall prepare and condu$ita Verification Survey no later than
2 monthgprior to installation activitie at the site. The purpose of this Site
Verification Survey is to verify that the information provided by the site is still
valid, and to perform any necessary updates to the system implementation
documentation

The Contractor shall uggsue thaipdatedSystem implementation Plan
immediately after the Site Verification Survey and no later than 2 weeks before the
Site installation.

5.5. Site Installation

5.5.1.

5.5.1.1.

5.5.1.2.

5.5.1.3.

5.5.2.

5.5.3.

5.5.4.

Site installation at any site shall comprise ble¢ow steps:

Step 1: Installation of new Hardware and Sofevanplementing the NEDS
System (NEDElements NEDScentralised administration platfornesnd
NEDS Reference System)

Step 2:establishment of network connectivitgtweerthe NEDSElementand
therelevantNEDS Affiliates, andetween the NEDS Element aadly other
NEDS sites already implementédnly applicable to the second site being
implemented)

Step 3 (if necessary): deactivation (by NATO with the support of the
Contractor) of the existing synchronisation mechanism(s)

The Contracor shall coordinatene dateof the planned installation rater thar3
weeks before that date.

Throughout all Site installation activities the Contractor shall hold a daily meeting
with the site POC to agree on the work to be conducted during the day.

The Contractor shall eare that the equipment to be installed in any of the
relevant site facilities (as identified by the site during the site survey) has been
tested and certified to operate at the facility's zone level as defiRetl&. The
Contactor shall provide relevant evidence to the site before installing any NEDS
piece of equipment
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5.5.6.

5.5.7.

5.5.8.

5.5.9.

5.5.10.

5.5.11.

5.5.12.

5.5.13.

5.5.14.

5.5.15.

5.5.16.

5.5.16.1.

5.5.16.2.
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The Contractor shall unpack all NEDS equipment at the installation location and
dispose of packing materials as directed by the Purch&e'POC.

The Contractor shall install all equipment in accordance with the applicable
document indicated i@.1.3.

The Contractor shattansfer (i.e. shippingof all
Hardware/Software/Documentation installation and configuration) the
Certification Test Bed from NC3A (The Hague.The Netherlandg to the
NCSA HO facilities (Mons, Belgium). The formerCertificationTest Bed shall
then be considered as the NEDS Reference Sybtsined.

The Contractor shall inall and configure the Reference Syst@aMCSAHQ
(Mons, Belgium)n the NATGSECRET System High Engineering LAN
connected to NSVAN.

The Reference System shall only be maintained through the Engineering LAN (no
remote maintenance through any other netwoelg. internet).

The Contractor shall connect all equipment to electrical power and
communications interfaces provided by the Purchaser (as requested in the Site
Implementation Plan).

The Contractor shall turn on all equipment and configure hardwarsoéingare
settings to match the Product Baseline and site infrastructure configuration.

The Contractor shall support the Purchaser for the deactivation of the existing
synchronisation mechanism(s), as necessary.

The Contractor shall provide the SAdpprovedSIVP to the Site POC.
The Contractor shall execute the SIVPs for the NEDS equipment installed in the
site in order to demonstrate to the local Security Accreditation Authority (SAA)
that the equipment complies with the security requirementsl(s8e3.).
The Contractor shall deliver to the site all documentation specifiedin
Upon completion of site installation work, the Contractor shall:

provide the Purchaser Site POC and the NEDS Prijantager with a copy of

thesite installation and activation checklistand resolve any discrepancies
identified.

obtain aSystem Statement of Conformance from the local SAAnd provide
it to the Purchaser SittOCand to the NEDS Project Manager
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5.5.17.  After site installation and prior to Site Activation, the Contractor shall respond

within 24 hours to any problems reported by the Purchaser with installed but not
yet activated NEDS site.

5.6. Site Activation

5.6.1. After completion of site installation activities a siteand upon authorisation by
the Purchaser the Contractor shall conduct Site Activatidimat site

5.6.2. The purpose ofite activation is to

5.6.2.1. establish full interconnectioand synchronisatiowith the relevant NEDS
Affiliates,
5.6.2.2. establishfull interconnectiorandreplicationwith any other NED®perational

site already activated

5.6.2.3. conduct site activation tests.
5.6.3. None of the sit@ctivationactivities may be conducted remotely by the Contractor.
5.6.4. None of the site activation activitishallhave any impact on the NEDSfiliates

nor on the NATO Staff Users desktop applications (except some potential and
limited outage$ seeb5.3.9.).

5.6.5. Synchronisation between the NEDS and the NEDS Affiliates shall be based on
Agreementgsee SR$.4.3.) to be developed by the Contractor.

5.6.6. The Contractor shall not proceed with #stablishment afynchronisation
between the NEDS and any NEDS affilibefore the corresponding agreement is
signed by all parties.

5.6.7. The Contractor shiabe responsible to obtain signature of the agreement by all
parties.The Contractor shall inform the Purchaser of any difficulty in obtaining
this agreement in no delay.

5.6.8. Site Activation Tests

5.6.8.1. Site Activation tests on tHeeference System
5.6.8.1.1. The purpose othie site activation tests on the Reference System is twofold:
56.8.1.1.1 perform a final check on the validity and effectiveness of the Contractor

installation procedures, backit procedures, baakp procedures and
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5.6.8.1.1.2

5.6.8.1.2.

5.6.8.1.3.

5.6.8.1.3.1

5.6.8.1.3.2

5.6.8.1.3.3

5.6.8.1.3.4

5.6.8.1.3.5

5.6.8.1.4.

5.6.8.1.5.

5.6.8.1.6.

5.6.8.1.7.

5.6.8.1.8.
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disaster recovery procedures before going into peeational
environment,

demonstrate that the Reference System provides all reqLomgdactial
functionalities and capabilities.

The Contractor shall conduct the site activation tests on the Reference
System as per the testing process detall GEGTION 11SECHON-11

As part of the Site Activation tests on the Reference Syste@dh&actor
shall:

demonstratéhe backout procedures,
demonstratéhe backup procedures,
demonstratehte disaster recovery procedures,

demonstrate how theuRchaser will have to make use of the Reference
System to add or remove NEDS affiliates, dajat existing software,
scripts, agreements and reports to changing requirerfteists
encompasses both development and testing actiyities)

demonstrate how the Rinaser will have to make use of the Reference
System to ontrol all software changes Wit configuration control tool.

The Site Activation tests on the Reference Syss#aill last between one and
two weeks, exclusive of any preparation time.

The Site Acdtvation tests on the Reference System shall include a
demonstration that the NEDS Reference System is able to simulate all
instances of the operational NEDS elements (or conduct a complete site
activation test (see para 5.5.1. above)).

The Purchaser res@&y the right to observe tlsite Activation tests on the
Reference Systemnd to have the Contractor perform additional selected
testing tasks to confirm compliance.

The completion o6ite Activation tests on the Reference Syssiall be
subject to the Rahaser's confirmation that aists have been completed
successfully.

After successful completion of &lite Activation tests on the Reference
Systetlend upon Purchaser 6 @andaawatios i on
activitiesshallstarton operationaliges
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5.6.8.2. Site Activation tests on the operational sites

5.6.8.2.1. The Site Activation testsn the operational siteshall demonstrate that the
equipment installedo far (i.e. both on thiedividual siteand systerwide if
other sites have already been installg)Mdes theContractial functionality
and performance level, including all interfaces with all internal and external
systemjncluding administration requiremengsd is ready for operational
use.

5.6.8.2.2. The Contractor shall conduct the Site activation tests ah@eesting
process detailed IBECTION 7SECHON-Z.

5.6.8.2.3. The Contractor shall carry out the site activation testa faaximum obne
weekat each site, exclusive of any preparation time.

5.6.8.2.4. NEDS Affiliates and NATO Staff Use desktop applications shall remain
fully operational during the performance of the Site Activatiorstest

5.6.8.2.5. The Purchaser reserves the right to observe the site activation tests and to
have the Contractor perform additional selected testing tasks tonconfir
compliance.

5.6.8.2.6. The ompletion of Site Activation testing shall be subject to the Purchaser's

confirmation that all Site Activation tests have been completed successfully.
For that purpose, 8ite Activation Test Reportshall be provided for each
site.

5.7. On-Site Training

5.7.1. As part of thesystem implementatiotime Contractor shall provide esite training
i as specified in paragrajh6. of this SOW- to all support staff designated by the
Site POCandon all tasks required to operdte systemadd/remove a NEDS
Affiliate, perform daily maintenance and administration, disaster recovery, and
problem isolatiorand resolution

5.7.2. The onsite training shall be structured according to the figgcond and Third
Level support concept as dedd in this Contract. The esite training for support
staff (e.g. NEDS Administrators, NEDS Affiliates Administrators) shall not
exceed 5 days per session for Flrstel personnellO days per session for
SecondLevel personneland 15 days per sessifor NCSA ThirdLevel
personnel

5.7.3. The Contractor shall organize up to 2 sessions per site and per Level as deemed
necessary by the Purchaser.

NATO UNCLASSIFIED

Book Il, Part IV, Page IN57



NATO UNCLASSIFIED

CO-12870NEDS
5.7.4. As necessary, the NEDS Affiliates Administrators will be requested to travel form
their site to the training site &itend the training
5.7.5. The Purchaser will provide the following basic facilities: room, power supply,

tables, chairsnetwork connectivityThe Contractor shall provide all other
facilities and services necessary to carry out theitenTraining activities

5.7.6. The NATO Staff Users will not take part of-site training. However, the
Contractor shall deliver all necessary information for the NATO Staff Users to use
the browsing capability. Such information shall be delivered in the form of a
leaflet (A4 formatiwo (2) pages maximum) which will be sent by email to all
NATO Staff Users by the Purchaser.

5.8. Physical Configuration Audits (PCA)

5.8.1. The Contractor shall schedule and chair the Physical Configuration Audit (PCA)
for each site following Site Activation. Thejebtive of the PCA is to verify that
the delivered Cls correspond with the NEDS Product Baseline documentation.

5.8.2. The PCA shall include visual inspection of all hardware and documentation Cls,
and visual verification of the presence and correct configurafiait software
Cls.

5.8.3. The Contractor shall eordinate the PCA with the Purchaser's Site POC.

5.8.4. Successful completion of PCA establishes the site baseline.

5.8.5. The Contraction shall produce and delivé@@A Report.

5.9. Partial System Acceptance (PSA)

5.9.1. PSA is the acby which the Purchaser has evaluated a site and has determined that
it meets the requirements of the Contract.

5.9.2. In order to request PSA of a site, the Contractor shall have completed the
following actions:

5.9.2.1. Completion of Site Activation testingparked bythe Purchaseacceptedite
Activation Testgeport,

5.9.2.2. Completion of PCA (seB.8.5:8-), marked by the Purchasaccepted PCA
report,

5.9.2.3. Completion of all orsite training activities; and
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5.9.2.4. Delivery of allPSA-supportingdocumentation as defined below:
5.9.2.4.1. site installatiordocumentation (se&8.),
5.9.2.4.2. site activation test report,
5.9.2.4.3. all training material¢see6.6.),
5.9.2.4.4. PCA report
5.9.2.5. The Contractor shall notify the Purchasewriting that a site is offered for
PSA.
5.9.2.6. This notification shall be accompanied by the Partial System Acceptance
Report for that site.
5.9.2.7. ThePartial System Acceptance Report for a sitehall include the following
information:
5.9.2.7.1. The Product Baseline (a link the current version on the Project Website is
sufficient);
5.9.2.7.2. Report of all outstanding O#pecification Reports related to this block of
sites;
5.9.2.7.3. Documentation relevant to the Partial System Acceptance (ebgilas

drawings, handbooks, quality assurancerep manuals, etc as per
SECTION 6SECHON-6);

5.9.2.7.4. Initial or updates to Custom System manuals; and

5.9.2.7.5. A copy of the System Statement of Conformance signed by the local SAA for
each site in thelock.

5.9.3. After satisfactoryeviewof the PSArequirements aboy¢he Purchaser will accept
delivery of the NEDS site.

5.10. System Acceptance (SA)

5.10.1. SA s the act by which the Purchaser has evaluated and determined that the
implemented NEDS System meets the requirements of the Contract.

5.10.2. In orderto request SA, the Contractor shall have completed the PSA related
activities for all sites.
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The Contractor shall notify the Purchaser in writing that the NEDS system is
offered for SA.

As necessary, the Purchaser will request a System Acceptance rethewewi
Contractor.

System Acceptance by the Purchassat Handover to NCSAwill take place
simultaneously

5.11. System Benchmarking

5.11.1.

5.11.2.

5.11.3.

5.11.3.1.

5.11.3.2.

5.11.3.3.

5.11.4.

5.11.5.

5.11.6.

5.11.7.

After the SA and upon Purchaser authorisation the Contractor shall carry out the
system benchmarking as per the testing prooessled inSECTION 11
SECHON-11

The Contractor shall develop and carry out benchmarking tests of the NEDS
system as a whole to establish benchmarks for system performance and system
reliability, maintainability, and availability.

The Cantractor shall cover at least the following items in the benchmarks:

WAN bandwidth usage (peak and-piéak) with respect to synchronisation,
replication and browsing activities

System performance
Service availability

The Contractor shall conduct the Benw@rking for a minimum of 10 consecutive
days and a maximum of 20 consecutive days, exclusive of any preparation time.

The Contractor shall provideBenchmarking Tests Report

The Purchaser reserves the right to observe the benchmarking tests andhe have t
Contractor perform additional selected testing tasks.

The completion of System Benchmarking shall be subject to the Purchaser's
confirmation that all benchmarking activities have been completed successfully.
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SECTION 6 WORK PACKAGE 4 (BASIC): INTEGRATED
LOGISTIC S SUPPORT

6.1. General

6.1.1. This section outlines the Integrated Logistics Support Task Area of the NEDS
Contract.

6.2. Performance Start Date (PSD)

6.2.1. The PSD for work described in this section shall be EDC (Effective Date of
Contract).

6.2.2. Except otherwise stated, the delivelates of the associated deliverables are
provided in the SSS (Schedule of Supplies and Services).

6.3. Integrated Logistics Support Plan

6.3.1. Based on the contents of the Project Management Plan regarding the Contractor
approach to ILSP, the Contractor shall depahe NED3ntegrated Logistics
Support Plan (ILSP). The ILSP shall detail how Integrated Logistics Support will
be provided throughout the system lifetime.

6.3.2. The ILSP shall address all requirements described in this section i.e.:
6.3.2.1. the Training (see SOW.6.),

6.3.2.2. the Delivery of equipment (see SO&\7.),

6.3.2.3. the Site installatiordocumentation (see SO®/8.),

6.3.2.4. the Systen Operation and Maintenance, the warranty (see S

6.3.3. Theinitial version of the ILSP shall be provided to the Purchaser for acceptance.

Upon Purchaser Acceptance, the | LSP shal

NEDS Configuration Control Board.

6.3.4. The acceptance of the ILSP by the Puaser signifies only that the Purchaser
agrees to the Contractorés approach i
in no way relieves the Contractor from its responsibilities to meet the requirements
stated in this Contract.
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6.3.5. The Contractor shathaintain and update the ILSPas required to reflect
changes in the Project Baselines, in the SOW, or in support arrangements for any
NEDS Cls.

6.4. Software Accreditation

6.4.1. Any Softwareto be usean NATO networks and operational environments is
subject to securitgcreening and approval by NAT@n particular, thisSoftware
will have to be included in the NATO operational baseline as described in the
Approved Fielded Productist (AFPL).

6.4.2. The requirements of this section only apply to Software which are not alreddy pa
of the AFPL.

6.4.3. The process of accreditation is divided in two phases:

6.4.3.1. Configuration Change Propogathe Softwareto be accredited is presentedat

Configuration Control Board

6.4.3.2. Software Accreditatiofesti the Softwareitself and theSoftware
documentaon is subjected to wdeep technical assessmentNATO

6.4.4. The Contractor shall supportto tNATOl T&V tests by ensuring
technical staff active participation to accreditation test sessions.

6.4.5. Two test sessions are foreseen, whose duratiorfiige} Working dayseach
6.4.6. Test sessions will be repeated until successful completion.
6.4.7. ThePurchasewill provide the Contractor with a test report at the end of each test

session, where the reason for failure and remedial actions will be indicated.

6.4.8. The sucaessful completion of testing shaflstuportCont r act or 6s r espol
and any additional testing session required, over and above those specified
paragrapl6.4.5., as direct or indirect result of the test failure shalbbrne by the
Contractor.

6.4.9. The tests will be performed BICSA and/or NITQMons, Belgium).

6.4.10. The test environment will comply with NATO security settings.

6.4.11. TheSysteminstallation instructions shall be used during the installing of the
software.
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6.4.12. InteroperaHity tests shall be performed betwettie systenand other applications
as requested by the user. These applications will be defined in correspondence of
t he Contr act othelgsterdestPan.s si on of

6.4.13. The Purchaser reserves the right to perform pisetuced test scenarios during
this test.

6.5. CONOPS and CONOSS

6.5.1. The Contractor shall update the Purchgmewrided documents (r&.3.2.and ref
2.3.3).

6.6. Training

6.6.1. The Contractor shall provide trainifgr the NEDS support staff through
development and implementation of a Training Program following the guidelines
of 2.1.7.1.and 0f2.1.7.2..

6.6.2. The Training Program shall be descrilie@ Training Plan which shall be the
Training-specific part of the ILSP.

6.6.3. The Training Program shall be based on the Training Needs Analysis to be
performed by the Contractor, as much as possible as part of the Site Surveys
activities (seel.10.4.1.4), and shall show the mapping between the results of the
Training Needs Analysis and the proposed courses and training materials.

6.6.4. The Training Needs Analysis shall consider all people involved in NEDS
operation and administratiomcluding: NEDS Admiistrators, NEDS Affiliates
Administrators, First level support staff, Second level support staff and Third level
support staff.

6.6.5. The Training Program shall utilise a combination of lecture and hamé@sercises
to ensure students coiepng a course can perform to the level agreed to in the
NEDS Training Program.

6.6.6. The Training Program shall be based as much as possible on COTS vendors
Certified commercial coursébe. reuse of commercial available trainings)

6.6.7. The Training Courses sha#late to the OEM and Custom Manuals to be delivered
by the Contractor as part of the PS#@pporting documentation.

6.6.8. The Training courses shalbksibe dehiwengad
part of the site implementation activities.
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6.6.9. The Contactor shall not assume any prerequisite from NATO personnel other than
basic user knowledge of the Microsoft Windows Operating System, of the
Mi crosoft 6Officed suite, and of Micros

6.6.10. The Training Program shall be in line with the Ggtiemal Support Concept
defined in this Contract (see section SRESCTION 4).

6.6.11. Unless otherwise agreed to in the NEDS Training Program, the Contractor shall
provide separate training courses for First Level support Sa¢oml Level
support staftind Third Level Support Staff

6.6.12.  Training Materials

6.6.12.1.  Thetraining materials for the NEDSspecific courses shall provide all the
information required to conduct the courses and maintain the training materials.

6.6.12.2.  The materials shall followraexisting instructional methodology that links
training objectives with course structure, instructional techniques, course
content, and assessment tools.

6.6.12.3.  All course content shall be referenced to commercial or Contrdetmioped
documentation- preferdly user or technical manuaitsthat describe the
subject matter and that are availablestis to students after course completion.

6.6.12.4.  The training materials shall also provide notes to instructors to assist in
conducting the lecture or exercise. Presemathaterials shall be provided in
Microsoft PowerPoint 2007 (or Microsoft PowerPoint 2@83equired by the
Purchasérformat.

6.6.12.5. The material for each course or module shall include a table of contents. This
shall include a listing of all major subjectsdathe page number or image on
which they appear or instructions on how to electronically access the data.

6.6.12.6. The handsn exercises included in the Training Program shall incorpafiate
NEDS implementatiomactivitiesat a site.

6.6.12.7.  The Contractor shall developé@ provide &tudent Handbook for each
course The handbook shall provide the student with necessary information on
all lesson objectives and contents, guidance for all learning activities and cross
references to assist the students in achieving the cobjesetives.

6.6.12.8. The Contractor shall provide émstructor's Guide for each training course.
It shall contain all necessary information to prepare and conduct lessons and to
evaluate students, including exercises, quizzes, and examinations and their
correspoding answer sheets.
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6.6.12.9.  The Contractor shall ensure that the NEDS Training Materialalaprovided
in the UK English language. It can be assumed that all Purchasers personnel
selected to attend the courses will meet the minimum Standardised Language
Proficiency (SLP) of 3333 in English as specified in STANAG 6001 (see
2.1.4.42.144,).

6.7. Delivery of equipment

6.7.1. The Contractor shall deliver the NEDS hardware and software as specified in this
Contract. This section definestlyeneral requirements that shall apply to all
NEDS equipment delivery.

6.7.2. The labour involved in the packing, unpacking, installation, configuration, and
activation of the NEDS equipment shall be provided as part of the activities
defined inSECTION 5.

6.7.3. Inventory

6.7.3.1. The Contractor shall ensure the provision ofrarentory down to LRU level
of all the equipment, software, training and other documentation supplied, not
later than ten (10) working days prior to thetfshipment of the equipment.

6.7.3.2. The inventory shall be provided as a hard copy as well as on electronic media in
Microsoft Excel or Access database format. Details on the exact format of the
various data elements to be adopted will be communicated foll@®@antgact
award. The inventgrinformation shall, as a minimum, include the following
data elements:

6.7.3.2.1. Inventory Line Item Identification Number;

6.7.3.2.2. True Manufacturer Part IdentificatierNomenclature;
6.7.3.2.3. True Manufacturer Part Number/License Identification;
6.7.3.2.4. Unit of Issue;

6.7.3.2.5. Currency/Unit Cost;

6.7.3.2.6. Expendable or Noixxpendable Code;

6.7.3.2.7. Site/Location Code; and

6.7.3.2.8. Item Serial Number.

6.7.4. Transportation
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6.7.4.2.

6.7.5.

6.7.5.1.

6.7.5.2.

6.7.5.3.

6.7.6.

6.7.6.1.

6.7.6.2.

6.7.6.3.

6.7.6.3.1.

6.7.6.3.2.
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All deliverables shall be shipped to the destinations as identified in the
Schedule of Supplies and Services.

Unless clearly specifteotherwise, all deliverables covered under this Contract
shall be transported from and to all destinations at the expense of the Contractor
throughout the duration dfie Contract

Preservation and Packaging

The Contractor shall ensure that the varioygpsas will be transported,

packaged, crated, or otherwise prepared in accordance with the best commercial
practices for the types of supplies involved, giving due consideration to

shipping and other hazards associated with the transportation of consignmen

to overseas.

The Contractor shall ensure that packing lists are provided in such a way as to
permit easy identification of the items to be delivered to destinations. These
packing lists shall accompany the shipment. Each individual box from a
consignmenshall have one packing list in weatherproof envelope affixed to the
outside of each box that indicates exactly what is contained inside. One copy
shall also be put inside each box.

The mcking lists shall contain all necessary information for easy fttion

of the content by the Consignee and shall also indicate the Contract Number,
CLIN Number, part and serial numbé@rime Contractor/Sender and the
Purchaserds names and addresses.

Customs Form 302

The Contractor shall ensure the timely requestust@ns Forms 302 which are
required for duty free import/export of supplies. Following receipt of the
request by the Purchaser, normally a maximurivef(5) working days is
required for the issue of the form. This form is not required for movements
within the European Union.

These forms have to be originals and can not therefore be faxed but have to be
mailed or sent by mail/express courier. In case that an express courier has to be
used to ensure that the form is available in time before shipmentsatiasd

costs shall be the responsibility of the Contractor.

The written request for a 302 form shall contain the following information:

Purchaser Contract Number

CLIN, Designation and Quantities
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6.7.6.3.3. Destination
6.7.6.3.4. Number, and Gross Weight
6.7.6.3.5. Consignor 6rse aindd Mames ignd Addr ess
6.7.6.3.6. Method of Shipment, i.e. road, rail, sea, air, etc
6.7.6.4. If a country refuses to accept the Form 302 and requires the payment of

customs duties, the Contractor shall immediately inform the Purchaser by the
fastest means available and obt&kom the Customs Officer a written statement
establishing that his country refuses to accept the Form 302. Only after having
received Purchaserds approval the Cont
the Purchaser shall reimburse the Contractoctaighcost against presentation

of pertaining documents.

6.7.6.5. The Contractor shall inform forwarding agents of the availability of Form 302
and how his form is utilised to avoid the payment of customs duties. This Form
302 shall be added to the shipping docotad¢o be provided to the carrier.

6.7.7. Notice of Shipment

6.7.7.1. Ten (10) working days befoeach shipment of supplies, the Contractor shall
provide the Purchaser withNtice of Shipmentcomprising the following
details:

6.7.7.1.1. Shipment Date

6.7.7.1.2. Purchaser Contract Number

6.7.7.1.3. Cortract Line ItemNumber (CLIN)

6.7.7.1.4. Consignod and Consigneges name and address

6.7.7.1.5. Number of Packages/Containers

6.7.7.1.6. Gross weigt

6.7.7.1.7. Final/Partial Shipment

6.7.7.1.8. Mode of Shipmenf e . g. r oadée)

6.7.7.1.9. Number of 302 Forms used

6.7.8. Shipment
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The Contractor shall ship all required hardwaréywsre, and installation or
testing tools to the locations designated by the Purchaser. The Contractor shall
be responsible for resolving any loss incurred in shipping.

6.8. Site installation Documentation

6.8.1.

6.8.2.

6.8.2.1.

6.8.2.2.

6.8.2.3.

6.8.3.

6.8.4.

6.8.5.

6.8.6.

6.8.7.

6.8.8.

6.8.8.1.

6.8.8.2.

As part of the Site Installation activities the Contoashall provide the following
site installation documentation:

As Built Drawings. The Contractor shall ensure that as built drawargs

provided which show full details of how all the major assemblies of supplied
equipment have been physically instaled mechanically/electrically integrated.
As built drawings shall bprovided in a format readable by the Purchaser and the
sites, shall bself-sufficient and independent of any other documents and shall
cover:

Plans of the physical details of all ingal equipment, apparatus and devices;
Details of all interfaces; and

Details of all cable racking, cable numbers and functions to include all
appropriate connections, connectors and sockets.

The product Baseline and th@éal Configuration Status Accoungr{CSA)
Report for all Cls delivered to the site, in a format suitable for use by the NATO
Enterprise Management System (EMS)

List of all outstanding ofspecification reports related to the site,

Complete set of configuration datato be used to setup tgstem after
installation

System Statement of Conformance obtained from the local SAA

Original Equipment Manufacturer Manuals . The Contractor shall provide
original equipment manufacturer manuals for all NEDS Commercial Off The Shelf
(COTS) hardware and#ware installed at a NEDS site.

Support Staff Custom Manuals

The Support Staff custom manuals shall supplement thbeghelf
documentation provided with the NEDS system.

The Support Staff Custom Manuals shall describe and explain how to use all
admiristration functionalities of the NEDS System.
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6.8.8.3. The Support Staff Custom Manuals shall be consistent with and related to the
Operational Support Concept defined in this Contract.

6.8.8.4. The Support Staff Custom Manuals shall include instructions on how to
troublesloot the system with respect to all the possible problems that may occur
during the installation, configuration
related to Synchronisati on, Replicatio

6.8.8.5. The Support Staff Custom Manuals $hatlude instructions on how to add and
remove a NEDS Affiliate.

6.8.8.6. The Support Staff Custom Manuals shall include instructions on how to build
and join a new NEDS site to the NEDS system.

6.8.8.7. The Support Staff Custom Manuals shall include the SIVPs.

6.8.8.8. The Supporstaff Custom Manuals shall includesaster prevention
instructions (instructions for daily / weekly / monthly actions to ensure that all
NEDS Elements and administration platforms are operating correctly and that
the backup procedure is completing sustdly).

6.8.8.9. The Support Staff Custom Manuals shall include for each flisaster
Recovery Plan and associated procedurémcluding a rebuilding checklist)
and aBackup plan and associated procedures

6.8.8.9.1. The Disaster Recovery Plan & Procedures and the Bd@lanp& Procedures
shall address the best practices developed by the vendors of the system
components (HW & SW)including security best practices

6.8.8.9.2. The Disaster Recovery Plan & Procedures shall address all possible scenarios
and corresponding actionscluding security

6.8.8.9.3. As a minimum, the Disaster Recovery Plan and Procedures shall address the
following scenarios:

6.8.8.9.3.1 Recovering any version of the data repository

6.8.8.9.3.2 Recovering any version of the NEDS Schema

6.8.8.9.3.3 Recovering an entire NEDS server

6.8.8.9.34 Recovering of an adminrsttion platform

6.8.8.9.3.5 Transfering of NEDS administration from one administration platform

to the other
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6.8.8.9.4. The Disaster Recovery Plans and Procedures shall clearly distinguish
between service restoration and data restoration, and shall include a disaster
recovery K.
6.8.8.9.4.1 The disaster recovery kit shall contain distribution media for all software

(including patches and héikes) to restore a NEDS Element and an
Administration platform from scratch.

6.8.8.9.4.2 The disaster recovery kit shall include a full, customized, instailatio
plan that covers all steps (including OS installation) to build and
configure a NEDS Element and an Administration platform.

6.8.8.9.4.3 The disaster recovery kit shall include a list of all passwords, community
strings, etc. required, with the exception of theiimfation that is
retained by the Purchaser as stipulated in the Contract.

6.8.8.9.4.4 Volume Shadow copy service shall be used to optimize the back
up/recovery process where appropriate.

6.8.9. The Contractor shall provide all manuals in soft copy, in both Microsoft Word and
Windows online help format.

6.8.10. The Contractor shall provide all deployment sites with at least one hard copy of
each OEM Manual and Custom Manual.

6.8.11. Software Maintenance DocumentationThe Contractor shall provide and
maintain detailed instructions for the geation of new baselines, distribution and
installation of new software versions, and any test procedures and test cases
necessary to verify, on the Reference System, the generated baseline before
distribution.

6.9. System Operation and Maintenance Warranty

6.9.1. The 6System Operation and Maintenanced s
two following documents:

6.9.1.1. aManpower Support Plan (MSP)based on the results of site surveys. The
MSP shall provide an assessment of the numbers and types of positions
required tesupport the NEDS System. This assessment shall reflect the
concepts of First Second and ThirdLevel support functions.

6.9.1.2. aMaintenance Planbased on the analysis of the maintenance requirements for
the NEDS and identifying the specific support needs ¢eftware licensing,
maintenance equipment, personnel, spares, repair parts, technical orders,
manuals and other documentation, training, transportation and handling, etc.).
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6.9.4.

6.9.5.

6.9.6.

6.9.7.

6.9.8.
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The Contractor shall be responsible for the system operation and the maintenance
of the NEDS at any site until System Acceptance (SA) is declared by the
Purchaser.

The Contractor shall provide Next Day warranty support for all hardware provided
under this Contract at any site for three (3) years from the time of System
Acceptance.

The Contractor shall provide Next Day warranty support for all software provided
under this Contract at any site for one (1) year from the time of System
Acceptance.

During the warranty period, the Contractor shall replace any faulty hardware item,
software iem, and documentation provided under this Contract. Replacement shall
be provided within 24 hours of notification for any site. The Contractor shall be
responsible for shipment of faulty items for repair or replacement, and of the
repaired or replaced itetn the affected site.

The Contractor shall provide the Purchaser with instructions for handling
replacement actions.

During the warranty periodhé Contractor shall provide a local or tfskte
telephone number accessible from Casteau, Belgium MondaygthiFriday
during normal Belgium business hours (MoRri 08:301 17:30). The Contractor
shall provide assistance by telephone and Internet electronic mail, and shall
maintain a troubkdicketing system to track all repair and replacement actions.

The Cantractor shall NOT propose or conduct any remote maintenance/action;
except from centralised administration platfoimduded in theNATO
operational baseline
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SECTION 7 WORK PACKAGE 5 (OPTION):
OPERATIONAL SUPPORT

7.1. General
7.1.1. This section outlines the Operationaipport Task Area of the NEDS Contract.

7.1.2. This Work Package is divided into three (3) sutrk packages (WP 5.1, WP 5.2
and WP5.3).

7.1.3. Each subwork package is an option which will be activated or not individually by
the Purchaser.

7.2. Performance Start Date (PSD)

7.2.1. The PSD of each of the three (3) aubrk packages shall be defined in due course
and shall be communicated to the Contractor at least 1 month in advance.

7.2.2. Except otherwise stated, the delivery dates of the associated deliverables are
provided in the SSS (8edule of Supplies and Services).

7.3. Requirements for subwork package 5.1

7.3.1. The Contractor shall provide Operational Supgervices fothree times 200
mandaygo assist NCSAnNEDS Operationgnaintenancand adaptation
activities.

7.3.2. The Contractorsupport sall be provided through one (1) full time person at each
of the NEDSElementssite, plus one (1) person at NCSA HQ. In total, three (3)
full time people shall support NCSA for operating the system.

7.3.3. The Contractordéds personres|l Adhmalinli sh awde oa
profile, as defined in paragrafg2.5.11., and shall have a demonstrable expertise
in X. 500/LDAP directory and directory synchronisation products.

7.3.4. The Contractor support shall be provided during normal basihours at the sites
and shall be available ezall outside normal buisiness hours

7.3.5. The three (3) full time people shall have been involved in the NEDS pregdct
before being assigned to these operational support activitiparticular, they
shallhaveacquireda very good knowledge of the NEDS systeuning
the@mplementation of the system (including training)
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7.3.7.

7.3.8.

7.3.9.

7.3.10.
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The three (3) full time people shall maintain a trottiketing system to track all
requests forepair, replacemenénd adaptatioactiors and a Software / Hardware
Configuration Control tool to track all changes to the NEDS Software and
Hardware

The three (3) full time people shall provide training as requested by the Purchaser

The three (3) full time people shall assist NCSA by any sssrg means
(telephone, email é) .

The three (3) full time people shall respect all applicable documents as well as all
documents developed under this project, in particular the CONOPS, the CONOSS
and the security documents.

The three (3) full time people alhhold aNATO SECRET clearance

7.4. Requirements for subwork package 5.2

7.4.1.

The Contractor shatheetthe same requirements as for sufrk package 5.1.

7.5. Requirements for subwork package 5.3

7.5.1.

The Contractor shatheetthe same requirements as for sufrk packae 5.1.
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SECTION 8 WORK PACKAGE 6 (OPTION): CONNECTION
TO THE FUTURE NATO SECRET NATO MESSAGING
SYSTEM (NMS) DIRECTORY AND TO THE FUTURE
NATO SECRET ALLIANCE REPLICATION HUB (ARH )

8.1. General

8.1.1. This section outlines thactivities to be performed by the Contractor as pathe
connection to the future NATO SECRET NATO Messaging System (NMS)
Directory and to the future NATO SECRET Alliance Replication Hub (ARH)

8.2. Performance Start Date (PSD)

8.2.1. The PSD for work described in this section shall be defined in due courseadind sh
be communicated to the Contractor at least 1 month in advance.

8.2.2. Except otherwise stated, the delivery dates of the associated deliverables are
provided in the SSS (Schedule of Supplies and Services).

8.3. Project Management

8.3.1. The Contractor shall perform profgmanagement activities to cover the
connectiorof the NEDSto theNEDS Affiliate(s) object of this work package
Therefore, the Contractor shall resp8BICTION 3except otherwise stated ineth
presensection

8.3.2. In particularthe Contractor shall

8.3.2.1. Update theProject Management Plan(see3.3.), including thePBS, thePFD
and thePMS (see3.5.)

8.3.2.2. Update theRisk Log (see3.6.)

8.3.2.3. Update théDevelopment Baselinend theProduct Baseline(see3.7.)

8.3.2.4. ProvideCSA reports as necessary

8.3.2.5. Update theChange Request DocumentheOff-Specification Documentand
thelssue Logas necessary (s8e8.)

8.3.2.6. ProvideProject Status Reportand Meeting minutesand shall update the
Project Websiteand the NED3nformation Sheet (see3.10.)
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8.4. Engineering, Integration and Tests

8.4.1. The Contractor shall perfor®ystem Engineering, Integration and Tests activities
to cover the connection of the NEDS to MEDS Affiliate(s) object of this work
package Therefore, the Contractor shall resp8EICTION 4except otherwise
stated in tb pregntsection

8.4.2. In particular, the Contractor shall:

8.4.2.1. Conduct a complementaBystem Requirement Analysis and Review as
necessary (sek4.)

8.4.2.2. Conductcomplementarylesign activities (se€.5.). As partof it:

8.4.2.2.1. The Contractor shall define the agreements between the NEDS and the
NEDS Affiliate(s) object of this work package.

8.4.2.2.2. The Contract shallipdate all necessary documents to include

8.4.2221 Thenetwork simulation report

8.4.2.2.2.2 The System Design Documentation Package

8.4.2.2.3. The Contractor shall conduct a complementary Design Review as necessary

and shall provide the correspondidgsign Review Report

8.4.2.3. Conduct Security Accreditation Reviews and shall providedineesponding
documentation(see4.6.)

8.4.3. The Contractor shall integrate tN&EDS Affiliate(s) object of this work package
into the existing Reference System.

8.4.4. In compliance with the overall System Testing Process detailsHEGTION 11
the Contractor shatlonducttess of the connection between the NEDS and the
NEDS Affiliate(s) object of this work packagaend shall deliver the associated
documentation (in particular tf&ystem Test Documentation Package

8.4.5. As part of the above mentioned tests, the Contractor. shall

8.45.1. Include norregression tests top prove that the connection of the NEDS
Affiliate(s) object of this work package does not have any impact on the NEDS
Affiliates already connected to the NEDS

8.4.5.2. Respecb.6.8.1..
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8.5. Implementation

8.5.1.

8.5.2.

8.5.3.

8.5.4.

8.5.5.

8.5.6.

8.5.6.1.

8.5.6.2.

8.5.7.

8.5.8.

8.5.9.

8.5.10.

8.5.11.

The Contractor shall respect sectB.and in particular shalipdate the SIPto
cover the NEDS Affiliate(s) object of the present work package.

The backout plan section to the SIP shall enabtieactivation of the connectio
between the NEDS and the NEDS Affiliate(s) object of this work pacKdge
implementation of the baetut plan shall cause no loss or corruption of data in
any of the existing systems, and in particular in any of the NEDS Elements or in
any of the NEDA(ffiliates previously connected and synchronised to the NEDS

The Purchaser may request from the Contractsupport the deactivation by
NATO of the potential connectiorexistingbetween the NEDS Affiliate(s) object
of this work package and NEDS Affites already connected to the NEDS

The Contractor shall establish network connectivity between the NEDS and the
NEDS Affiliate(s) object of this work package.

The Contracbr shall resped.5.2.,5.5.3.,5.5.9.5.5.12,,5.5.13.5.5.14., 5.5.15.
,5.5.16.

The Contractor shall

establish full connection and synchronisation between the NEDS and the NEDS
Affiliate(s) object of this work package

conduct activation tests
TheContracor shall resped.6.3.,5.6.4.,5.6.5.,5.6.6.,5.6.7.,5.6.8.2..

The Contractor shall coordinate the date of the planned connection activation no
later than 3 weeks beforeathdate.

The Contractor shall provide training in compliance 8ifh. The courses shall be
primarily focused to the new NEDS Affiliates Adminidties (it is anticipated that
the NEDS Administrators will not need additionalitring).

The Contractor shall conduct a Functional Configuration Audit (FCA) in
compliance with and training in compliance Wil8.

The Contractor shall notify the Purchaser in writing that the activities pertaining to
this work package have been performed as required and that the connection
between the NEDS and the NEDS Affiliate(s) object of this work package is
effective.
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Upon authorisation by the Purchaser, the Contractor shall carry out system
benchmarking in complianceitiy 5.11.and provide @8enchmarking Tests

report.

8.6. Integrated Logistics Support

8.6.1.

8.6.2.

8.6.3.

8.6.4.

8.6.5.

The Contractor shall update theSP in compliance witt6.3.

The Contractor shallpdate the Purchasesprovided documents ¢.3.2.and
2.3.3.).

The Contractor shall respeg6., includingthe provision of arupdated training
plan and the provision afipdated training materials.

The Contractor shall NOT deliver any particular equipment in the context of this
work package.

The Contractor shall updass necessaiyesite installation documentationin
compliance with6.8..

8.7. System Operation and Maintenanca Warranty

8.7.1.

8.7.2.

8.7.3.

8.7.3.1.

8.7.3.2.

The Contractorshal pdat e the 6System Operati on
of the ILSP.

The Contractor shall be responsible for the system operation and the maintenance
of the NEDS at any site until System Acceg@iiSA) is declared by the
Purchaser.

The warraty for the activities performed urdthis work package falls undire
warranty of the system and therefore starts witim other words

There will be no warranty extension to tackle the new conneclith&sfall
under this work package even if these connectionssiablished after System
Acceptance (SA)

The Contractor shall respeg©.
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SECTION 9 WORK PACKAGE 7 (OPTI ON): CONNECTION

9.1.

9.1.1.

9.2.

9.2.1.

9.2.2.

9.3.

9.3.1.

9.4.

9.4.1.

9.5.

9.5.1.

9.6.

9.6.1.

9.7.

9.7.1.

TO THE FUTURE APMS D ATABASE

General

This setion outlines the activities to be performed by the Contractor as part of the
connection to the future APMS Database.

Performance Start Date (PSD)

The PSD for work described in this section shall be defined in due course and shall
be communicated to theo@tractor at least 1 month in advance.

Except otherwise stated, the delivery dates of the associated deliverables are
provided in the SSS (Schedule of Supplies and Services).

Project Management

The Contractor shall meet the same requirements as for s@@&ion
Engineering, Integration and Tests

The Contractor shall meet the same requirements as for s@gtion
Implementation

The Contractor shall meet the same requirements as for s@diion
Integrated Logistics Support

The Contractor shall meet the same requirements as for s@dion
System Operation and Maintenancé Warranty

The Contractor shall meet the same requirements as f@rs8k.
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SECTION 10 WORK PACKAGE 8 (OPTI ON): CONNECTION
TO THE FUTURE NATO SECRET SERVERS
RECEIVING DATA FROM SOURCES BEING ON NUNR
DOMAINS

10.1. General

10.1.1. This section outlines the activities to be performed by the Contractor as paat of th
connection to the future NATO SECRET servers receiving data from sources
being on NU/NR domains.

10.2. Performance Start Date (PSD)

10.2.1. The PSD for work described in this section shall be defined in due course and shall
be communicated to the Contractor at leastohth in advance.

10.2.2.  Except otherwise stated, the delivery dates of the associated deliverables are
provided in the SSS (Schedule of Supplies and Services).

10.3. Project Management

10.3.1. The Contractor shall meet the same requirements as for s@@&ion
10.4. Engineering, Integration and Tests

10.4.1. The Contractor shall meet the same requirements as for s@etion
10.5. Implementation

10.5.1. The Contractor shall meet the same requirements as for s@&ion
10.6. Integrated Logistics Support

10.6.1. The Contractor shall meet the same requirements as for s@@ion
10.7. System Operation and Maintenancé Warranty

10.7.1. The Contractor shall meet the same requirements as for s@ction
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