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The General Manager 

NATO C3 Agency 
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Fax: +32(0)2 707 87.70 

7. CONTRACT SCOPE: 
This is a fixed-price indefinite delivery Contract for the design, implementation, and maintenance of 

the NATO Enterprise Directory Service (NEDS) Phase 2 according to the terms and conditions 

specified herein. The Contractor must furnish the necessary manpower, materials, management, and 

supervision to perform the services and provide the deliverables specified in the attached terms and 

conditions.  

8. TOTAL AMOUNT OF CONTRACT :  

 

9. PERIOD OF PERFORMANCE 
See Part I (Contract Schedules) and 

SECTION 10 SECTION 10 of Part II (Special 

Provisions) 

10. LOCATION OF WORK  
See Part I and Part IV (Statement of Work) 

11. CONTRACT:  This Contract consists of the following parts and named documents: 

(a)  Part I. Contract Schedules 

(b)  Part II. Special Contract Provisions and Annexes 

(c)  Part III. NC3O General Contract Provisions 

(d)  Part IV. Statement of Work and Annexes 

(f) Contractorôs proposal xxx dated xxx and the subsequent clarifications. 

In the event of any conflict or inconsistencies between or among any of the documents comprising 

this Contract, the order of priority specified in Clause 1.2. 1.2. stated above shall apply. 

12. Signature of Contractor 

 

13. Signature of Purchaser 

14. Name and Title of Signer 

 

15. Name and Title of Signer 

16. Date signed by the Contractor 

 

17. Date signed by the Purchaser 
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SECTION 1  CONTRACT INTERPRETAT ION 

1.1.  INTERPRETATION, DEFINITIONS, AND ACRONYMS  

1.1.1.  This Clause supplements the Clause entitled ñDefinitions of Terms and 

Acronymsò of the NC3O General Contract Provisions. 

1.1.2.  In this Contract, unless the context otherwise requires: 

1.1.2.1.  the singular includes the plural and vice versa; 

1.1.2.2.  reference to a gender includes the other gender and the neuter; 

1.1.2.3.  any phrase introduced by the words "including", "includes", "in particular", "for 

example" or similar shall be construed as illustrative and without limitation to 

the generality of the related general words. 

1.1.3.  The headings in this Contract are for ease of reference only and shall not affect its 

interpretation. 

1.1.4.  References to clauses, sections, parts, and schedules are, unless otherwise 

provided, references to the clauses, sections, parts of and schedules to this 

Contract. 

1.1.5.  As used throughout this ContractContract, the following acronyms shall have 

meanings specified below: 

 

AQAP Allied Quality Assurance Publication 

Bi-SC AIS Bi-Strategic Command Automated Information Systems 

BOA Basic Ordering Agreement 

BRR Baselines Requirements Review 

CBT Computer Based Training 

CDR Critical Design Review 

CIS Communication and Information Systems 

CLIN Contract Line Item Number 

CM Configuration Management 

DO Delivery Order 

ECP Engineering Change Proposal 

EDC Effective Date of Contract 

IOC Initial Operating Capability  

IPR Intellectual Property Rights 
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MCCIS Maritime Command and Control Information System 

NATO North Atlantic Treaty Organization 

NC3A NATO Command Control and Communicate Agency 

NC3O NATO Consultation Command and Control Organization 

NCSA NATO CIS Support Agency 

NEDS NATO Enterprise Directory Service 

NSIP NATO Security Investment Programme 

PMO Project Management Office 

PMP Project Management Plan 

PMS Project Master Schedule 

PSR Project Status Report 

PSD Performance Start Date 

QP Quality Plan 

QAR Quality Assurance Representative 

SDS System Design Specifications 

SHAPE Supreme Headquarters Allied Powers Europe 

SIVP Security Implementation Verification Procedures 

SLP Standard Language Proficiency 

SOW Statement Of Work or Part IV 

SRS System Requirement Specifications 

STANAGS Standard NATO Agreements 

TO Task Order 

TOPSD Task Order Performance Start Date 

1.1.6.  As used throughout this ContractContract, the following terms shall have 

meanings specified below unless otherwise specified in the ContractContract: 

1.1.6.1.  ñAcceptanceò: the action by which the Purchaser formally acknowledges that 

the Contractor has fully demonstrated that ContractContract Deliverables are 

complete or have been performed according to the requirements set in the 

ContractContract. 

1.1.6.2.   ñCIS Environmentò: NATO existing computing environment (consisting of 

hardware and/or software and/or telecommunications networks or equipment) 

with which the NEDS is to interface and/or interoperate or, in cases where the 

Contractor is supplying Software only, on which the Software is to be installed; 

1.1.6.3.  ñInstallation Sitesò: the NATO premises as set out in Contract Schedules and 

the SOW and or such other sites as the Purchaser shall from time to time notify 

to the Contractor through a Contract Amendment; 

1.1.6.4.   ñNATO Participating Countryò: any of the nations providing financial support 

to the project, namely, (in alphabetical order): BELGIUM, BULGARIA, 
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CANADA, CZECH REPUBLIC, DENMARK, ESTONIA, GERMANY, 

GREECE, HUNGARY, ICELAND, ITALY, LATVIA, LITHUANIA, 

LUXEMBOURG, THE NETHERLANDS, NORWAY, POLAND, 

PORTUGAL, ROMANIA, SLOVAKIA, SLOVENIA, SPAIN, TURKEY, THE 

UNITED KINGDOM and THE UNITED STATES.  

1.1.6.5.  ñTechnical Solutionò: the Contractor's specification for the NEDS provided as 

part of its bid and included in this Contract by reference. 

 

1.2.  ORDER OF PRECEDENCE 

1.2.1.  This Clause supersedes the Clause entitled ñOrder of Precedenceò of the NC3O 

General Contract Provisions. 

1.2.2.  If there is any conflict between the clauses and the schedules and/or any annexes 

to the schedules and/or any other documents referred to in this Contract, the 

conflict shall be resolved in accordance with the following order of precedence: 

1.2.2.1.  The Signature Page 

1.2.2.2.  Part I (Contract Schedules) 

1.2.2.3.  Part II (Special Contract Provisions) and its Annexes 

1.2.2.4.  Part III (General Contract Provisions) 

1.2.2.5.  Part IV (Statement of Work) and its Annexes 

1.2.2.6.  Contractorôs proposal in response to IFB-CO-12870-NEDS ref. ____________ 

dated _______ and any clarifications thereto, incorporated herein by reference._ 

. 
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SECTION 2  IMPLEMENTATION  
 

2.1.  SCOPE OF WORK AND DELIVERABLES  

2.1.1.  The purpose of this Contract is to implement and support the NATO Enterprise 

Directory Service (NEDS) Phase 2 project; further referred to as NEDS Phase 2. 

This is a Contract for services and supplies (both HW supplies and SW supplies) 

to design, integrate, test, implement, and provide training for the NEDS system 

2.1.2.  The Technical Solution shall take into account three underlying priorities: 

infrastructure services, interoperability, and integration with ongoing as well as 

planned Bi-SC AIS services. Therefore, the NEDS must be completely and 

seamlessly integrated within the Bi-SC AIS as a core service. 

2.1.3.  In consideration of the payment of ContractContract prices the Contractor shall 

provide all titles, labour, materials, tools, equipment, management and supervision 

necessary to satisfy the objectives stated in paragraphs 2.1.1. thru 2.1.2.  above, to 

comply with the terms and conditions of this ContractContract, and to perform all 

tasks and deliverables as specified in the Contract Schedules (Part I) and more 

particularly in the SOW (Part IV) and its Annexes. The scope of the 

ContractContract includes: 

2.1.3.1.  Provision of project management services and products 

2.1.3.2.  Provision of system design and system documentation 

2.1.3.3.  Performance of site surveys and production of associated reports 

2.1.3.4.  Provision and installation of NEDS Certification and Reference System 

2.1.3.5.  Provision and installation of NEDS baseline, including both hardware and 

software components 

2.1.3.6.  Provision of technical support to NCSA 

2.1.3.7.  Provide Integrated Logistic Support 

 

2.2.  DELIVERY AND INSTALLATION AT INSTALLATION SITES  

2.2.1.  The Purchaser reserves the right to change, at any time, the sequence of the NEDS, 

at no additional cost to the Purchaser, provided that a 30-day notice is given to the 

Contractor in advance to the scheduled site installation. 
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2.3.  PROJECT PHASING AND LIMITATION OF CONTRACTUAL LIABILITY  

2.3.1.  This ContractContract shall be executed through a staged approach. For that 

purpose, the scope of work has been structured into a series of work packages 

associated with critical project milestones as listed in the Contract Schedules at 

Part I and more particularly defined in the SOW.  The Contractor shall not start 

performance under each Work Package before the Performance Start Dates 

specified in the referred sections of the SOW. 

 

2.4.  ACCEPTANCE PROCEDURES 

2.4.1.  Acceptance procedures are described in SECTION 3 of the SOW and the clauses 

entitled òInspection and Acceptance of Deliverables and Servicesò and ñInspection 

and Acceptance of Documentationò of the NC3O General Contract Provisions. 

2.4.2.  Further, the clauses entitled òInspection and Acceptance of Deliverables and 

Servicesò and ñInspection and Acceptance of Documentationò of the NC3O 

General Contract Provisions is hereby supplemented as follows: 

2.4.2.1.  In accordance with the implementation procedures stated in the SOW, any 

hardware, software, documentation, or any other Deliverables provided as part 

of a site installation shall not be subject to Acceptance until Site Activation is 

satisfactorily completed. 

2.4.2.2.  Where a delivered or performed CLIN fails to meet all Contract requirements 

but such a failure is not material or fundamental, the Purchaser may, at its sole 

discretion, declare the Acceptance provisional. In this case, the Purchaser will 

make an assessment of the nature of the deficiencies and may pay the 

Contractor an amount commensurate with the importance of the stated 

deficiencies. This amount shall be between 50 % and 90 % of the total price of 

the CLIN that covers the deficient services or deliverables and this until all 

deficiencies have been cleared; at that time the Acceptance shall become final. 

 

2.5.  TITLE OF PROPERTY AND RISK OF LOSS  

2.5.1.  The provisions of this clause supplement the clause entitled ñOwnership and Titleò 

of the NC3O General Contract Provisions. 

2.5.2.  Title to tangible deliverables covered by this Contract shall pass to the Purchaser 

upon Acceptance as specified in the Contract, regardless of when or where the 

Purchaser takes physical possession. 
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2.5.3.  Unless the Contract specifically provides otherwise, risk of loss or damage to 

deliverables covered by this Contract shall remain with the Contractor until, and 

shall pass to the Purchaser upon Acceptance by the Purchaser or receipt of the 

supplies by the Purchaser at the destination specified in the Contract, whichever is 

the later. 

2.5.4.  Notwithstanding paragraph 2.5.3. above, the risk of loss or damage to supplies 

which fail to conform to the requirements of the Contract shall remain with the 

Contractor until cure and Acceptance, at which time  2.5.3.  above shall apply. 

2.5.5.  Notwithstanding paragraph 2.5.3. above the Contractor shall not be liable for the 

loss of or damage to supplies caused by the negligence of officers, agents or 

employees of the Purchaser acting within the scope of their employment. 
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SECTION 3  CONTRACT GOVERNANCE  
 

3.1.  CONTRACT TYPE  

3.1.1.  The provisions of this clause supplement the caluse entitled ñFirm Fixed Price 

Contractò of the NC3O General Provisions. 

3.1.2.  The Contract is a firm fixed price Contract to perform the work and deliveries 

designated as firm fixed price items in Section 1 of the Contract Schedules (CLINs 

1.1 thru 1.4) at Part I 

3.1.3.  The Contract also provides for a menu of possible purchase options. These options 

are not part of the fixed price of the Contract and represent an Indefinite 

Delivery/Indefinite Quantities (ID/IQ) portion of the requirements associated with 

both projected and incidental needs for NEDS support, hardware, or software as 

listed in the Contract Schedules (CLINs 1.5 thru 1.8) which shall be ordered 

through the procedures specified in clause 3.7. below. 

3.1.4.  Other requirements not listed under paragraphs 3.1.1. or 3.1.3. above but included 

within the generic scope of the Contract may be included in the Contract through a 

bilateral Contract amendment that shall be priced in accordance with the rules and 

procedures specified in the clause ñPricing of Changes, Amendments and Claimsò 

of the NC3O General Contract Provisions 

 

3.2.  PRICES AND OPTIONS 

3.2.1.  Prices for Indefinite Delivery / Indefinite Quantity requirements shall be 

established in accordance with clause 3.7.  below. 

3.2.2.  If new labour categories, not previously specified in SECTION 12 of the SOW are 

deemed necessary by the Purchaser during the course of this Contract; the prices 

for the new labour categories should be within the range of 10 % of rates listed for 

comparable labour services and skill in the Contract Schedules at Part I. 

 

3.3.  COTS PRODUCTS REPLACEMENT 

3.3.1.  If any COTS products specified in the Contract are discontinued by their original 

providers for commercial or technological reasons, the Contractor shall propose 

their substitution by the new versions that are supposed to replace the original 

products. The proposed items shall provide at least equivalent performance with 



NATO UNCLASSIFIED  

CO-12870-NEDS 

 

NATO UNCLASSIFIED  

Book II, Part II, Page 9 

 

lower prices and/or life-cycle support costs, or enhanced performance without a 

price or cost increase. 

3.3.2.  The Contractor shall provide price and performance data to support an 

improvement in performance and/or a reduction in price and/or life-cycle support 

costs. If necessary for evaluation by the Purchaser, the Contractor shall provide a 

demonstration of the proposed items. Should the Purchaser decide that the 

proposed item(s) should be included in the Contract, an equitable price adjustment 

will be negotiated and the proposed item(s) shall be added to the Contract by 

bilateral modification under the authority of this clause. 

 

3.4.  LOCAL STANDARDISATION  

3.4.1.  For reasons of efficiency, some Purchaser sites have standardised some or their 

entire computer baseline on a specific suite of hardware from one or more 

particular vendors. As the process of site standardisation will continue as the 

prospective Contract is being executed, the Purchaser reserves the right to require 

the Contractor to substitute, for one or more system components, an equivalent 

item compatible with a site-specified standard. 

3.4.2.  The requirement for local standardisation shall be addressed by the Contractor 

during site surveys. 

3.4.3.  Pricing proposed for the substituted equipment shall be fair and reasonable and 

consistent with the market prices reserved for large buyers and/or Governmental 

Institutions. 

3.4.4.  In the event the Purchaser chooses to exercise this right, the required substitutions 

will be negotiated through a bilateral Contract amendment issued under the 

authority of this clause 3.4.  

 

3.5.  CONTRACT ADMINISTRATION  

3.5.1.  The Purchaser reserves the right to re-assign this Contract to a representative(s) for 

administrative purposes, in whole or in part, provided that the Purchaser shall 

always be responsible for his obligations under the Contract and for actions or lack 

of actions of its assigned administrator. The Purchaser undertakes to advise the 

Contractor in writing whenever this right is to be exercised. 

3.5.2.  The Contractor shall accept Contract modifications only in writing from NC3A 

Contracting Authority. 



NATO UNCLASSIFIED  

CO-12870-NEDS 

 

NATO UNCLASSIFIED  

Book II, Part II, Page 10 

 

3.5.3.  All notices and communications between the Contractor and the Purchaser shall be 

written in English and may be personally delivered, mailed, telegraphed, cabled or 

faxed at the following address: 

 

  Contractor: xxxxx  

      

 

  NC3A: Boulevard Leopold III 

    1110 Brussels, Belgium 

    Acquisition Support Group 

    Attn:  Mr. Gaël Craver (Senior Contracting Officer) 

 

    Tel: +32.2.707.83.87 

    Fax: +32.2.707.87.70 

    e-mail: gael.craver@nc3a.nato.int 

 

or to such address as the Purchaser may from time to time designate in writing. 

3.5.4.  Invoices shall be addressed to the Purchaser, for the attention of the NC3A 

Belgium Financial Controller, Financial Management Office. 

 

3.6.  TECHNICAL DIRECTION  

3.6.1.  For its direct official control and coordination requirements, the Purchaser 

designates the Project Manager specified below as the staff element that has the 

authority to coordinate, monitor, and control Contractorôs performance under this 

Contract: 

NATO C3 Agency 

DOP/CAT7 

Boulevard Leopold III 

B-1110 Bruxelles, Belgium 

Attn: Mr. Cedric Salson  

Senior Project Manager 

Tel: +32 (0)2 707 84 03 

    Fax: +32 (0)2 707 87 70 

E-mail: cedric.salson@nc3a.nato.int 

3.6.2.  The Purchaser may designate other staff elements as technical focal points for the 

execution of specific tasks. 

3.6.3.  The Purchaserôs focal point mentioned in paragraph 3.6.1. has no authority to 

change the terms and conditions of the Contract. If the Contractor has reason to 

believe that a purported representative of the Purchaser is requiring effort based on 

terms inconsistent with those specified in the Contract, the Contractor shall 

mailto:gael.craver@nc3a.nato.int
mailto:cedric.salson@nc3a.nato.int
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immediately inform the Purchaserôs Contracting Authority for ratification of the 

actions. Failure to obtain confirmation that the actions of Purchaserôs employees, 

agents or representatives are under the authority of the Contract shall render any 

subsequent claim null and void. 

3.6.4.  Upon receipt of such notification above, the Purchaserôs Contracting Authority 

will 1) confirm the effort requested is within scope, 2) confirm that the instructions 

received constitute a change and request a proposal for a modification of scope 

and/or price or 3) rescind the instructions. 

 

3.7.  INDEFINITE DELIVERY INDEFINITE QUANTITY REQUIREMENTS  

3.7.1.  Fixed-Price Purchase Options (CLINs 1.5 thru 1.8) 

3.7.1.1.  The Purchaser reserves the right to exercise, at its sole discretion, the indefitnite 

delivery options specified in CLINs 1.5 thru 1.8 of the Contract Schedules. 

3.7.1.2.  The Contractor will be notified by the Purchaser Contracting Authority in 

writing as to what options will be exercised and in what combination.  This 

notification will be made by written amendment to the Contract. 

3.7.1.3.  The option(s) may be exercised within a period of three years after the Effective 

Date of the Contract, after which the option(s) will be deemed to have expired. 

3.7.1.4.  If an option is exercised, the Contractor will have a minimum period of thirty 

(30) days between notification and the required Performance Start Date. 

3.7.2.  In addition to the stated fixed-price options, the Purchaser anticipates both 

projected and incidental needs of services and materials to support the 

implementation and operation of the NEDS. However, the Purchaser cannot 

provide the exact details on the dates, specific deliverables, and labour categories 

required to fulfil those additional requirements. Therefore, the Purchaser reserves 

the right to order these additional services or deliverables through Contract 

modifications that shall be issued in accordance with the following procedure: 

3.7.2.1.  The Purchaser shall provide the Contractor with a draft Work Package 

describing the work, equipment, and deliverables to be performed and request 

the Contractor to submit a proposal consisting of the following documentation: 

3.7.2.1.1.  A technical and management proposal, compliant with the generic 

requirements of the SOW (Part IV), providing details on how work and 

deliverables set in the Work Package will be performed; 
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3.7.2.1.2.  A price proposal documented through complete and certified pricing 

summary sheets (ANNEX C to Part II) and any other cost or pricing data that 

may be requested by the Purchaser (e.g., ANNEX D for COTS software); 

3.7.2.1.3.  Any additional documentation requested by the Purchaser in order to verify 

Contractorôs statements of facts (e.g., certificates of origin, resumes of 

required key personnel, etc.) 

3.7.2.2.  The price proposal stated in paragraph 3.7.2.1.2. above shall conform to the 

prices established in the Contract Schedules (Part I), and shall comply with the 

pricing principles stated in the clause entitled ñPricing of Changes, 

Amendments and Claimsò of the NC3O General Contract Provisions and the 

following rules: 

3.7.2.2.1.  If the Work Package requires Contractorôs personnel to travel to locations 

other than its premises, the Contractor may include a suitable amount of 

authorised costs in its proposal to compensate any travel and per diem costs 

that may be incurred. This amount shall be based on the NATO Travel on 

Duty (TDY) standards applicable to equivalent labour categories and the 

consideration of the Contractorôs premises location as the Contractorôs 

personnel habitual residence. Although travel costs within the stated 

limitations will be at the Purchaserôs expense, the Contractor must make its 

own travel arrangements. Also, the Contractor shall provide on its own 

expense suitable insurance for the employees. Suitable insurance will 

comprise of travel insurance, medical evacuation insurance, and insurance to 

cover continuing medical cover and loss of income due to injuries or 

disablement that may be incurred. This is especially relevant to any travel to 

the NATO theatre of operations (if required). 

3.7.2.2.2.  If other direct costs are required for the performance of the tasks specified in 

the Work Package the Contractor shall price these additional costs in 

accordance with the pricing principles established in the clause entitled 

ñPricing of Changes, Amendments and Claimsò of the NC3O General 

Contract Provisions. 

3.7.2.3.  Once the proposal for adjustment, the technical and management proposal, and 

any additional supporting documentation are received by the Purchaser, both 

parties shall discuss and mutually agree the compensation arrangement for the 

tasks and deliverables specified in the Work Package, the type and level of 

effort involved, the amount of authorised costs, and any other aspects required 

to fully definitise the Contract modification. 

3.7.2.4.  In case agreement on the various elements of the Contract modification is not 

reached within a reasonable period of time, which in no case shall exceed of 30 

days from the issue date of the Purchaserôs request for proposal stated in 

paragraph 3.7.2.1. , the Contract modification may be implemented, at the 
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Purchaserôs discretion, through the change order procedure specified in the 

clause entitled ñChangesò of the NC3O General Contract Provisions. 

3.7.3.  The Purchaserôs right to order additional goods and services, as specified in this 

clause 3.7. , shall expire three years after the Effective Date of the Contract, unless 

otherwise mutually agreed through a formal Amendment to the Contract. 

 

3.8.  ENGINEERING CHANGE PROPOSALS 

3.8.1.  This Clause supplements the Clause entitled ñChangesò of the NC3O General 

Contract Provisions. 

3.8.2.  Contractorôs change requests shall be governed by the procedures established in 

paragraph 3.8. of the SOW. 

3.8.3.  The Contractor shall submit an Engineering Change Proposal (ECPs) according to 

the provisions of this clause for any Contractorôs change request categorised as 

Class 1 and affecting material terms and conditions of the Contract (see paragraph 

5.1.c of the Allied Publication stated in paragraph 2.1.2.3. of the SOW). 

3.8.4.  As a minimum, the Contractor shall include in each ECP the information described 

in paragraphs 3.8.4.1. through 3.8.4.8. of this clause. If the proposed change is 

affected by Contractually required configuration management or similar 

procedures, the instructions in those procedures relating to format, identification, 

and priority assignment shall also govern ECP preparation. As a minimum, the 

ECP shall include the following:  

3.8.4.1.  A description of the difference between the existing Contract requirement and 

the proposed requirement, the comparative advantages and disadvantages of 

each, a justification when an itemôs function or characteristics are being altered, 

the effect of the change on the end itemôs performance, and any pertinent 

objective test data. 

3.8.4.2.  A list and analysis of the Contract requirements that must be changed if the 

ECP is accepted, including any suggested specification revisions. 

3.8.4.3.  Identification of the portion of the baseline to which the ECP applies. 

3.8.4.4.  A separate, detailed cost estimate for (i) the affected portions of the existing 

Contract requirement and (ii) the ECP. The cost reduction associated with the 

ECP (if any) shall take into account the Contractorôs allowable implementation 

costs. Cost estimates shall be prepared in accordance with ANNEX B and 

ANNEX C to Part II. 
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3.8.4.5.  A description and estimate of costs the Purchaser may incur in implementing 

the ECP, such as test and evaluation and operating and support costs. 

3.8.4.6.  A prediction of any effects the proposed change would have on collateral costs 

to the Purchaser. 

3.8.4.7.  A statement of the time by which a Contract modification accepting the ECP 

must be issued in order to achieve the maximum cost reduction (if any) or cost 

avoidance, noting any effect on the Contract completion time or delivery 

schedule. 

3.8.4.8.  Identification of any previous submissions of the ECP, including the dates 

submitted the offices and Contract numbers involved, and previous Purchaser 

actions, if known.  

3.8.5.  Submission. The Contractor shall submit ECPs to the focal point designated in 

clause 3.5.3. ,unless this Contract states otherwise. 

3.8.6.  Purchaser action.  

3.8.6.1.  The Purchaser will notify the Contractor of the status of the ECP within 45 

calendar days after the POC stated in paragraph 3.5.3. above receives it. If 

additional time is required, the Purchaser will notify the Contractor within the 

45-day period and provide the reason for the delay and the expected date of the 

decision. The Purchaser will process ECPs expeditiously; however, it will not 

be liable for any delay in acting upon an ECP. 

3.8.6.2.  If the ECP is not accepted, the Purchaser will notify the Contractor in writing, 

explaining the reasons for rejection. The Contractor may withdraw any ECP, in 

whole or in part, at any time before it is accepted by the Purchaser. 

3.8.7.  Any ECP shall be accepted, in whole or in part, through a formal amendment to 

this Contract citing this clause and made either before, or within a reasonable time 

after, Contract performance is completed. Until such a Contract amendment 

applies an ECP to this Contract, the Contractor shall perform in accordance with 

the existing Contract. The decision to accept or reject all or part of any ECP is a 

unilateral decision made solely at the discretion of the Purchaser. 

3.8.8.  Data. The Contractor may restrict the Purchaserôs right to use any part of a ECP or 

the supporting data by marking the following legend on the affected parts:  

These data, furnished under the Engineering Change Proposal clause of Contract 

CO-12870-NEDS, shall not be disclosed outside the Purchaser or duplicated, 

used, or disclosed, in whole or in part, for any purpose other than to evaluate a 

value engineering change proposal submitted under the clause. This restriction 

does not limit the Purchaserôs right to use information contained in these data if it 
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has been obtained or is otherwise available from the Contractor or from another 

source without limitations.  

If an ECP is accepted, the ECP and supporting data shall be governed by the 

provisions of SECTION 7 SECTION 7 of Part II of the Contract referred above. 

3.9.  SUB-CONTRACTS 

3.9.1.  This Clause supplements the Clause entitled ñSub-Contractsò of the NC3O 

General Contract Provisions. 

3.9.2.  The Contractor has placed or intends to place the subContracts stated in ANNEX F 

to Part II for the purpose of carrying out work pursuant to this Contract. 
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SECTION 4  DELAYS 
 

4.1.  DATES AND TIMES OF THE ESSENCE 

4.1.1.  The Contractor recognizes that, given the time constraints for NATO missions, the 

dates and times specified in this Contract are of the essence. 

4.1.2.  Notwhithstanding the paragraph 4.1.1. above, the dates stated below shall not be 

included in the total computation of Purchaser or Contractor caused delays: 

4.1.2.1.  From the 20
th
 of December thru the 1

st
 of January. 

 

4.2.  LIQUIDAT ED DAMAGES 

4.2.1.  This Clause supersedes the Clause entitled ñLiquidated Damagesò of the NC3O 

General Contract Provisions. 

4.2.2.  If the Contractor fails to: 

4.2.2.1.  meet the delivery schedule of the Deliverables or any specified major 

performance milestones specified in the Schedule of Deliverables and services 

to this Contract, or any extension thereof, or 

4.2.2.2.  deliver and obtain acceptance of the Deliverables or to acceptably perform the 

services as specified in the Schedule of Deliverables and services to this 

Contract, 

the actual damage to the Purchaser for the delay will be difficult or impossible to 

determine.  Therefore, in lieu of actual damages the Contractor shall pay to the 

Purchaser, for each day of delinquency in achieving the deadline or milestone, 

fixed and agreed liquidated damages of 0.5% (one zero point five per cent) per day 

of the associated payment set forth in the Schedule of Payments provided in the 

Special Contract Provisions.  If no Schedule of Payments is specifically set forth in 

the Special Contract Provisions, the liquidated damages will be assessed against 

the price of the applicable contract line item (CLIN) of the Schedule of Supplies, 

Services and Prices.  

4.2.3.  In addition to the liquidated damages referred to in Clause 4.2.2. , the Purchaser 

shall have the possibility of terminating this Contract in whole or in part, as 

provided in the Clause entitled ñTermination for Defaultò of the NC3O General 

Contract Provisions. In the event of such termination, the Contractor shall be liable 

to pay the excess costs provided in the latter Clause. 
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4.2.4.  The Contractor shall not be charged with liquidated damages when the delay arises 

out of causes beyond the control and without the fault or negligence of the 

Contractor as defined in the Clause entitled ñTermination for Defaultò of the 

NC3O General contract Provisions.  In such event, subject to the provisions of the 

Clause entitled ñDisputesò of the NC3O General Contract Provisions, the 

Purchaser shall ascertain the facts and extent of the delay and shall extend the time 

for performance of the Contract when in his judgement the findings of the fact 

justify an extension. 

4.2.5.  Liquidated damages shall be payable to the Purchaser from the first day of 

delinquency and shall accrue at the rate specified in Clause 4.2.2. to 10% of the 

value of each line item individually and an aggregate sum of all delinquent items 

not to exceed 10% of the value of the total Contract. These liquidated damages 

shall accrue automatically and without any further notice being required. 

4.2.6.  The rights and remedies of the Purchaser under this clause are in addition to any 

other rights and remedies provided by law or under this Contract. 

4.2.7.  The amount of Liquidated Damages due by the Contractor shall be recovered by 

the Purchaser in the following order of priority: 

4.2.7.1.  By deducting such damages from the amounts due to the Contractor against the 

Contractor's invoices. 

4.2.7.2.  By drawing from the performance guarantee. 

4.2.7.3.  By reclaiming such damages through appropriate legal remedies. 

4.2.8.  The Contractor acknowledges that any sums payable under this clause are in the 

nature of liquidated damages and not penalties, and represent a reasonable estimate 

of fair compensation for the losses that may be reasonably anticipated from such 

failure to perform obligations. 
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SECTION 5  PAYMENT PROVISIONS  
 

5.1.  INVOICES AND PAYMENT TERMS  

5.1.1.  This Clause supplements the Clause entitled ñInvoices and Paymentò of the NC3O 

General Contract Provisions 

5.1.2.  The Contractor shall invoice only for completed work or deliveries. Work or 

deliveries shall be considered as completed once they have been formally accepted 

in writing by the Purchaser in accordance with the terms stated in paragraph 2.4. 

above. 

5.1.3.  The following payments are subject to the Purchaserôs Acceptance in writing of all 

deliverables due to the date specified for the payment. 

5.1.3.1.  CLIN 1.1 (Work Package 1 ï Project Management): 

 

Date/Milestone Amount to be billed 

Purchaserôs Acceptance in writing 

of CLINs 1.1.1.1. thru 1.1.1.5, 

1.1.1.15, 1.1.1.18, and 1.1.1.19 

20% of the value of CLIN 1.1 

EDC + 6 months or on 

Purchaserôs Acceptance in writing 

of all Deliverables specified in the 

Schedule of Services and 

Deliverables at Part I if earlier  

30% of the value of CLIN 1.1 

EDC + 12 months or on 

Purchaserôs Acceptance in writing 

of all Deliverables specified in the 

Schedule of Services and 

Deliverables at Part I if earlier  

20% of the value of CLIN 1.1 

On Purchaserôs Acceptance in 

writing of all Deliverables 

specified in the Schedule of 

Services and Deliverables at Part I 

30% of the value of CLIN 1.1 
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5.1.3.2.  CLIN 1.2 (Work Package 2 ï System Engineering, Integration, Tests and Site 

Surveys): 

 

Date/Milestone Amount to be billed 

Purchaserôs Acceptance in writing 

of CLIN 1.2.1 (Orientation 

Workshop) 

Value of CLIN 1.2.1 

Purchaserôs Acceptance in writing 

of CLIN 1.2.2 (System 

Requirements Analysis and 

Review) 

Value of CLIN 1.2.2 

Purchaserôs Acceptance in writing 

of CLIN 1.2.3 (System Design) Value of CLIN 1.2.3 

Purchaserôs Acceptance in writing 

of CLIN 1.2.4 (Security 

Accreditation Reviews) 

Value of CLIN 1.2.4 

Purchaserôs Acceptance in writing 

of CLIN 1.2.5 (Factory 

Acceptance Tests) 

Value of CLIN 1.2.5 

Purchaserôs Acceptance in writing 

of CLIN 1.2.6 (Certification 

Tests) 

Value of CLIN 1.2.6 

Purchaserôs Acceptance in writing 

of CLIN 1.2.7 (Site Surveys) Value of CLIN 1.2.7 

 

5.1.3.3.  CLIN 1.3 (Work Package 3 (Basic) ï System Implementation): 

 

Date/Milestone Amount to be billed 

Purchaserôs Acceptance in writing 

of CLIN 1.3.1 (System 

Implementation Plan) 

Value of CLIN 1.3.1 

Purchaserôs Acceptance in writing 

of CLIN 1.3.2 (Preparation for 

Installation) 

Value of CLIN 1.3.2 

Purchaserôs Acceptance in writing 

of CLIN 1.3.3.1 (Installation and 

Activation of the Reference 

System) 

Value of CLIN 1.3.3.1 

Purchaserôs Acceptance in writing 

of CLIN 1.3.3.2 (Installation and 

Activation at SHAPE) 

Value of CLIN 1.3.3.2 
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Date/Milestone Amount to be billed 

Purchaserôs Acceptance in writing 

of CLIN 1.3.3.3 (Installation and 

Activation at Brunssum) 

Value of CLIN 1.3.3.3 

Purchaserôs Acceptance in writing 

of CLIN 1.3.4 (Benchmarking 

Tests) 

Value of CLIN 1.3.4 

 

5.1.3.4.  CLINs 1.4 (Work Package 4 ï Integrated Logistics Support):  

 

Date/Milestone Amount to be billed 

Purchaserôs Acceptance in writing 

of CLIN 1.4.1 thru 1.4.7 Values of CLINs 1.4.1 thru 1.4.7 

System Acceptance Value of CLIN 1.4.8 

 

5.1.3.5.  CLIN 1.5 (Work Package 5 (Option) ï Operational Support). If this Work 

Package is eventually implemented under the Contract, the payment schedule 

will be as follows: 

5.1.3.5.1.  Payments will be made to the Contractor on a monthly basis according to the 

hours actually worked and as shown in the Contractorôs personnel time sheets 

formally approved by the point of contact designated in paragraph 3.6.1. 

above. 

5.1.3.6.  CLIN 1.6 (Work Package 6 (Option) ï Connection to the future NMS Directory 

and to the ARH). If this Work Package is eventually implemented under this 

Contract, the payment schedule will be as follows: 

Date/Milestone Amount to be billed 

Purchaserôs Acceptance in writing 

of CLIN 1.6 Value of CLIN 1.6 

 

5.1.3.7.  CLIN 1.7 (Work Package 7 (Option) ï Connection to the future APMS 

Database). If this Work Package is eventually implemented under this Contract, 

the payment schedule will be as follows: 

Date/Milestone Amount to be billed 

Purchaserôs Acceptance in writing 

of CLIN 1.7 Value of CLIN 1.7 
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5.1.3.8.  CLIN 1.8 (Work Package 8 (Option) ï Connection to the future NATO 

SECRET servers receiving data from NU/NR sources). If this Work Package is 

eventually implemented under this Contract, the payment schedule will be as 

follows: 

Date/Milestone Amount to be billed 

Purchaserôs Acceptance in writing 

of CLIN 1.8 Value of CLIN 1.8 

 

5.1.4.  NC3A will make payment within 60 days of receipt by NC3A of a properly 

prepared and documented invoice fulfilling the condition stated in 5.1.1. above. 

Payments shall be deemed made when the cheque or bank transfer order is made 

by the Purchaser. 

5.1.5.  The Contractor shall render all invoices in a manner, which shall provide a clear 

distinction between the costs associated with each line item consistent with their 

separation in the Contract Schedules at Part I. 

5.1.6.  Payments for services and deliverables shall be made in the currency stated by the 

Contractor for the relevant Line Item. 

5.1.7.  The Purchaser is released from paying any interest resulting from any reason 

whatsoever. 
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SECTION 6  CONTRACTOR PERSONNEL 
 

6.1.  CONTRACTORôS EMPLOYEES 

6.1.1.  The Contractor shall provide and pay, as required, qualified personnel as needed 

for the proper performance of the services required under this Contract; it shall 

strictly comply with all Host Nation Labour Laws, tariffs and social security and 

other regulations applicable to the employment of its personnel.  

6.1.2.  The Purchaser shall not be responsible for securing work permits, lodging, leases 

nor tax declarations, driving permits, etc., with national or local authorities. 

Contractorôs employees, agents, or representatives are not eligible for any 

diplomatic privileges nor NATO employee benefits. 

6.1.3.  The Contractor shall inform his employees, agents, and representatives under this 

Contract of the terms of the Contract and the conditions of the working 

environment. 

 

6.2.  KEY PERSONNEL 

6.2.1.  Contractorôs employees or agents specifically identified in ANNEX E to part II 

shall be considered as key personnel for the performance of the Contract. Without 

prejudice to other applicable stipulations of the Contract, key personnel shall be 

subject to the terms and conditions specified below. 

6.2.2.  A key personnel assigned to this Contract shall remain working on the Contract for 

as long as required by the terms of the present Contract.  

6.2.3.  The Contractor shall guarantee that suitable backup personnel will be available to 

promptly remedy situations of key personnel non-availability that may endanger 

the performance of services or deliverables set in the Contract.  

6.2.4.  The Purchaser reserves the right to reject a Contractorôs staff member after prior 

acceptance if the Purchaser determines during Contract performance that the 

individual is not providing the required level of support. The Purchaser will inform 

the Contractor in writing in case such a decision is taken, and the Contractor shall 

propose a replacement within thirty (30) working days after the Purchaserôs 

written notification. 

6.2.5.  The Purchaser shall approve any replacement or additional key personnel 

according to the following procedure:  
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6.2.6.  The Contractor shall provide the name(s) and qualifications statement(s) of a 

nominee(s) for review by the Purchaser a least 20 days before the intended date of 

replacement or the date when the nominee(s) is/are required to start work under the 

Contract. If the Purchaser accepts the nominations, this acceptance will be notified 

in writing to the Contractor, who will be authorized to assign the nominated 

personnel to the Contract on the date(s) established in the stated notification. 

6.2.7.  If the Purchaser considers a nominee or nominees to be inappropriate for the 

required services, the Contractor will be so notified and shall have not more than 

twenty (20) days to submit alternate nominees. 

6.2.8.  If the Contractor fails to provide in due time a compliant candidate, the Purchaser 

may terminate this Contract in whole or in part as provided in the first paragraph 

of the clause entitled ñTermination for Defaultò of the NC3O General Contract 

Provisions, and in that event the Contractor shall be liable, in addition to the 

excess costs provided in the fifth paragraph of the ñDefaultò clause, for such 

liquidated damages accruing until such time as the Purchaser may reasonably 

obtain delivery or performance of similar services. 

6.2.9.  The delay stated above shall be counted from the day the Purchaser notifies the 

Contractor, in accordance with paragraph 6.2.7. above, that the alternate nominees 

are considered to be non-compliant or inappropriate for the required services 

according to the requirements of the Contract. 

 

6.3.  INDEPENDENT CONTRACTOR  

6.3.1.  The Contractorôs status shall be that of an independent Contractor and it is 

expressly understood that neither the Contractor (and its personnel) nor Sub-

Contractors shall be considered in any respect as being employees, servants or 

agents of the Purchaser. 
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SECTION 7  INTELLECTUAL PROPERTY, 

CONFIDENTIALITY  
 

 

7.1.   PERMISSIBLE SCOPE OF USE FOR SOFTWARE LISTED AS THIRD 

PARTY OR SUBCONTRACTOR IPR  

7.1.1.  Unless otherwise stated in this Contract, software provided by the Contractor as 

part of the NEDS and included in the Contract as Third Party (ANNEX H) or 

SubContractor IPR (0ANNEX G), shall be subject to a non-exclusive, royalty-free 

and irrevocable licence throughout NATO, NATO operations, and its member 

nations to use and authorise others to use on the Purchaser's behalf any such 

software for the purpose of exploiting or otherwise using the NEDS for any 

defence purpose.  

7.1.2.  Notwithstanding clause 7.1.1. above, the software license agreements mentioned 

in clause entitled ñIntellectual Propertyò of the NC3O General Contract Provisions 

may include the following restrictions on the Purchaserôs use of the software: 

7.1.2.1.  Unauthorised modification and distribution of the software for purposes other 

than those stated in clause 7.1.1. above; 

7.1.2.2.  Removal of vendorôs proprietary notices; and 

7.1.2.3.  Reverse engineering. 

 

7.2.  CONFIDENTIALITY AND NON -DISCLOSURE 

7.2.1.  For purposes of this clause, "Confidential Information" shall include all 

information pertaining to any part of this Contract or any program related to this 

Contract that has or could have commercial value or other utility in the business in 

which the Purchaser, the Contractor or other current or prospective Purchaserôs 

Contractors are engaged. If Confidential Information is in written form, the 

Purchaser shall label or stamp the materials with the word "Commercial in 

Confidence", or some similar warning. If Confidential Information is transmitted 

orally, the Purchaser shall promptly provide a writing indicating that such oral 

communication constituted Confidential Information. 

7.2.2.  Contractor's obligations under this clause do not extend to information that is: (a) 

publicly known at the time of disclosure or subsequently becomes publicly known 

through no fault of the Contractor; (b) discovered or created by the Contractor 

before disclosure by the Purchaser; (c) learned by the Contractor through 
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legitimate means other than from the Purchaser or its representatives; or (d) is 

disclosed by the Contractor with the Purchaser's prior written approval. 

7.2.3.  Without prejudice to other obligations imposed by NATO Security regulations, the 

Contractor shall hold and maintain the Confidential Information in strictest 

confidence for the sole and exclusive benefit of the Purchaser. The Contractor 

shall carefully restrict access to Confidential Information to employees, sub-

Contractors and third parties as is reasonably required and shall require those 

persons to sign nondisclosure restrictions at least as protective as those in this 

Contract. The Contractor shall not, without prior written approval of the Purchaser, 

use for the Contractor's own benefit, publish, copy, or otherwise disclose to others, 

or permit the use by others for their benefit or to the detriment of the Purchaser, 

any Confidential Information. The Contractor shall return to the Purchaser any and 

all records, notes, and other written, printed, or tangible materials in its possession 

pertaining to Confidential Information immediately if the Purchaser requests it in 

writing. 

7.2.4.  The Contractor may gain access to proprietary information of other companies 

during Contract performance. The Contractor agrees to enter into company-to-

company Contracts to (1) protect another company's information from 

unauthorized use or disclosure for as long as it is considered proprietary by the 

other company and (2) to refrain from using the information for any purpose other 

than that for which it was furnished. For information purposes, the Contractor shall 

furnish copies of these Contracts to the Purchaser. These Contracts are not 

intended to protect information which is available to the Purchaser or to the 

Contractor from other sources and furnished voluntarily without restriction.  

7.2.5.  The provisions of this clause and the associated Contractorôs duties shall survive 

the termination of this Contract and remain in effect until the Purchaser sends the 

Contractor written notice releasing the Contractor from the obligations imposed by 

this clause, or for a further period of three (3) years after Contract close-out, 

whichever occurs first, and without prejudice to other obligations imposed by 

applicable NATO Security regulations. 

7.2.6.  The Contractor shall include the substance of the language of this clause in any 

subContract/Contract issued for the purpose of the fulfilment of the obligations 

Contracted under this Contract regardless of the legal nature of the entity 

subscribing such subContract. Additionally, Contractorôs key personnel mentioned 

in clause 6.2.  above shall be required to sign the Non-Disclosure Certificate at 

ANNEX A to Part II. 

7.2.7.  The Contractor agrees that compliance with the obligations imposed by the terms 

of this clause is of the essence and that failure to abide to these terms shall 

constitute sufficient grounds for the termination of the Contract for default. 
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7.3.  CONFLICT OF INTEREST  

7.3.1.  A conflict of interest means that because of other activities or relationships with 

other persons or entities, a Contractor is unable, or potentially unable to render 

impartial assistance or advice to the Purchaser, or the Contractorôs objectivity in 

performing the Contract work is, or might be otherwise impaired, or the Contractor 

has an unfair competitive advantage. Conflict of interest includes situations where 

the capacity of a Contractor (including the Contractorôs executives, directors, 

consultants, subsidiaries, parent companies or subcontractors) to give impartial, 

technically sound advice or objective performance  is or may be impaired or may 

otherwise result in a biased work product or performance because of any past, 

present or planned interest, financial or otherwise in organizations whose interest 

may substantially affected or be substantially affected by the Contractorôs 

performance under the Contract. 

7.3.2.  The Contractor is responsible for maintaining and providing up-to-date conflict of 

interest information to the Contracting Officer. If, after award of this Contract, the 

Contractor discovers a conflict of interest with respect to this Contract which could 

not reasonably have been known prior to award, or if any additional conflicts or 

potential conflicts arise after award, the Contractor shall give written notice to the 

Contracting Officer as set forth below. 

7.3.3.  If, after award of this Contract, the Purchaser discovers a conflict of interest with 

respect to this Contract or task order, which has not been disclosed by the 

Contractor, the Purchaser may at its sole discretion request additional information 

to the Contractor, impose mitigation measures or terminate the Contract for default 

in accordance with Clause entitled ñTermination fo Defaultò of the NC3O General 

Contract Provisions. 

7.3.4.  The Contractor's notice called for in paragraph 7.3.2. above shall describe the 

actual, apparent, or potential conflict of interest, the action(s) the Contractor has 

taken or proposes to take to avoid or mitigate any conflict, and shall set forth any 

other information which the Contractor believes would be helpful to the 

Contracting Officer in analyzing the situation. Any changes to the contractorôs 

Conflict of Interest Mitigation Plan, if any is incorporated in the contract, should 

be also detailed. 

7.3.5.  The Contractor has the responsibility of formulating and forwarding a proposed 

mitigation plan to the Contracting Officer, for review and consideration. This 

responsibility arises when the Contractor first learns of an actual, apparent, or 

potential conflict of interest. 

7.3.6.  If the Contracting Officer in his/her discretion determines that the Contractor's 

actual, apparent, or potential conflict of interest remains, or the measures proposed 

are insufficient to avoid or mitigate the conflict, the Contracting Officer will direct 

a course of action to the Contractor designed to avoid, neutralize, or mitigate the 
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conflict of interest. If the parties fail to reach agreement on a course of action, or if 

having reached such agreement the Contractor fails to strictly adhere to such 

agreement during the remaining period of Contract performance, the Contracting 

Officer has the discretion to terminate the Contract for default or alternatively 

refrain from exercising any further Option or Work Package under the contract. 

7.3.7.  The Contractor's misrepresentation of facts in connection with a conflict of interest 

reported or a Contractorôs failure to disclose a conflict of interest as required shall 

be a basis for default termination of this contract. 
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SECTION 8  CONTRACTOR AND PURCHASER 

PROTECTIONS 

8.1.  PURCHASER FURNISHED PROPERTY AND SERVICES 

8.1.1.  The Purchaser shall provide the Contractor with the property and services 

specified in ANNEX JANNEX H to part II for the performance of the Contract. 

  

8.2.  CONTRACTOR FURNISHED PROPERTY AND SERVICES 

8.2.1.  Except for those items or services specifically stated to be Purchaser furnished in 

clause 8.1.1. above, the Contractor shall furnish everything required to perform the 

Contract. 

 

8.3.  WARRANTY PERIOD  

8.3.1.  The Warranty Period for any deliverables and services performed under this 

Contract shall be the longer of: (a) the specific warranty periods established in the 

SOW for individual deliverables; (b) the applicable original equipment 

manufacturer's warranty; or (c) three years for hardware and one year for software. 

The Warranty Period in all cases must commence upon System Acceptance.  

8.3.2.  Throughout the Warranty Period the Contractor shall make good any:  

8.3.2.1.  Defects in the Deliverables; and/or 

8.3.2.2.  Breach of any express or implied warranties that may be applicable; 

8.3.3.  arising out of or in connection with the Contractor's failure to perform its 

obligations under this Contract (herein after collectively referred to as "Warranty 

Period Incidents") in accordance with this clause 8.3.  

8.3.4.  The Contractor shall correct all Warranty Period Incidents arising during the 

Warranty Period without cost to the Purchaser. 

8.3.5.  If the Contractor fails to correct any Warranty Period Incidents within the 

timeframe specified in paragraph 6.9. of the SOW for the type of incident 

concerned, or if no specific timeframe has been established in the SOW for the 

type of incident concerned, within 20 working days of notification, the Purchaser 

may on 10 working days written notice: 

8.3.5.1.  correct the Warranty Period Incident or employ a third party to correct it; and 
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8.3.5.2.  deduct from the prices to be paid, draw from the performance guarantee, or 

recover as a debt due from the Contractor, all reasonable costs in so doing. 

8.3.6.  The Contractor shall deploy all such additional resources as are reasonably 

required to remedy any Warranty Period Incident as efficiently and quickly as 

possible. 

8.3.7.  If replacement parts are fitted by the Contractor under this clause 8.3. the parts 

removed shall become the Contractor's property unless required by the Purchaser 

at the Purchaser's discretion. Faulty hard disks removed from NATO SECRET  

equipment shall not be returned to the Contractor but destroyed by the NATO site 

personnel in accordance with applicable NATO security regulations. 

 

8.4.  PERFORMANCE GUARANTEE  

8.4.1.  This Clause supplements the Clause entitled ñPerformance Guaranteeò of the 

NC3O General Contract Provisions. 

8.4.2.  The Purchaser may allow reductions in the amount of the Performance Guarantee 

in accordance with the Purchaserôs cost estimate of the work remaining to be 

completed under the Contract. In order to benefit from such reductions, the 

Contractor must provide the Purchaser with an updated copy of the Project Master 

Schedule for completion of the remaining work, and detailed cost breakdowns, 

prepared in accordance with the pricing principles and standards established in the 

Contract, which indicate the percentage of work completed for each Contract line 

item. These requests for reduction shall be submitted in writing to the point of 

contact established in paragraph 3.5.3.  above. 

8.4.3.  The reductions specified in paragraph 8.4.2. above shall be treated as a concession 

to the Contractor and, therefore, shall be supported by sufficient consideration. 

Further, the decision to accept or reject an application for reduction of 

Performance Guarantee shall be a unilateral decision made solely at the discretion 

of the Purchaser. 

 

8.5.  SECURITY 

8.5.1.  This Clause supplements the Clause entitled ñSecurityò of the NC3O General 

Contract Provisions. 

8.5.2.  Contractorôs personnel working at the Purchaserôs facilities shall possess a valid 

security clearance up to the level of ñNATO SECRETò so as to be able to have 

unescorted access to classified security areas where work will be performed. Also, 

the Contractor must fulfil the reporting requirements set in paragraph  5.4.2.  to 
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Part IV and any other applicable paragraphs of the SOW regarding the submission 

of personal details security clearance data of Contractorôs personnel.  

8.5.3.  Without prejudice to other Purchaserôs rights, failure to comply with the 

requirements stated in 8.5.1.  above shall constitute grounds for Contract 

termination under the clause ñDefaultò of the NC3O General Contract Provisions 

and entitle the Purchaser to collect liquidated damages in case of delay as specified 

in clause 4.2.  above. 

8.5.4.  Notwithstanding paragraph 8.5.3. above, if the Contractor fails to comply with the 

requirement stated in paragraph 8.5.1. of this clause, the Purchaser may opt for 

providing escorts to allow Contractorôs personnel to perform work in a classified 

area without being in possession of the prerequisite security clearance. In such 

cases, the Contractor agrees that the Purchaser shall be entitled to collect an 

amount equivalent to ú 800 per escort assigned to supervise Contractorôs personnel 

and per day of escorting. This compensation shall be collected through the same 

mechanisms established in clause 4.2. above. for the case of liquidated damages. 

8.5.5.  Contractorôs staff members shall hold a valid passport and are required to maintain 

its validity for the duration of the Contract. 

8.5.6.  The Contractor shall note that there are restrictions regarding the carriage and use 

of electronic devices (e.g. laptops) in NATO designated Security Areas. The 

Contractor shall be responsible for satisfying and obtaining from the appropriate 

NC3A Authorities the necessary clearance to introduce and utilize any such 

equipment into the facility. 
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SECTION 9  INDEMNITIES, LIABILITI ES, AND 

INSURANCES 

9.1.  INTELLECTUAL PROPERTY RIGHTS, INDEMNITY AND ROYALTIES  

9.1.1.  The Contractor shall assume all liability and indemnify the Purchaser, its officers, 

agents and employees against liability, including costs for the infringement of any 

intellectual property rights in force in any countries arising out of the manufacture, 

services performed, or deliverables supplied, or out of the use or disposal by or for 

the account of the Purchaser of such Deliverables. The Contractor shall be 

responsible for obtaining any IPR licenses necessary for the performance of this 

Contract and for making all other arrangements required to indemnify the 

Purchaser from any liability for IPR infringement in said countries. 

9.1.2.  The Contractor shall exclude from its prices any royalty pertaining to patents or 

any other IPR which in accordance with agreements reached between NATO 

countries may be utilised free of charge by member nations of NATO and by 

NATO organizations. 

9.1.3.  The Contractor shall report in writing to the Purchaser during the performance of 

this Contract: 

9.1.3.1.  The royalties excluded from its price for IPR utilised under the agreements 

mentioned in paragraph 9.1.2. above; 

9.1.3.2.  The amount of royalties paid or to be paid by the Contractor directly to others 

in performance of this Contract. 

 

9.2.  INDEMNIFICATION  

9.2.1.  The Contractor will indemnify and hold harmless NATO, its servants or agents, 

against any liability, loss or damage arising out of or in connection of the 

Deliverables under this Contract, including the provisions set out in clause 9.1. 

ñINTELLECTUAL PROPERTY RIGHTS, INDEMNITY AND ROYALTIESò. 

9.2.2.  The parties will indemnify each other against claims made against the other by 

their own personnel, and their sub-Contractors (including their personal 

representatives) in respect of personal injury or death of such personnel or loss or 

destruction of or damage to the property of such personnel. 

9.2.3.  NATO will give the Contractor immediate notice of the making of any claim or 

the bringing of any action to which the provisions of paragraph 9.2.1. may be 

relevant and will consult with the Contractor over the handling of any such claim 
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and conduct of any such action and will not without prior consultation and without 

the consent of the Contractor settle or compromise any such claim or action. 
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SECTION 10  CONTRACT DURATION AND TERMINATION  
 

10.1.  CONTRACT DURATION AND EXTENSION OPTIONS  

10.1.1.  This Contract will begin on the Effective Date specified in the Signature Page and, 

unless terminated at an earlier date by operation of Law or in accordance with 

other terms and conditions of the Contract, will terminate at the end either of the 

optional Work Package 5 under CLIN 1.5 or of the Warranty Periods, whichever is 

the later. 

10.1.2.  The Final System Acceptance (FSA) is defined as a formal confirmation by the 

Purchaser that the Contractor has discharged all its Contractual obligations and 

that all deliverables requested in the Contract have been accepted by the Purchaser, 

excluding Warranty obligations. 

10.1.3.  Notwithstanding paragraphs 10.1.1. and 10.1.2. above, and without prejudice to 

any remedial actions requested by the Purchaser in order to correct Warranty 

Period Incidents, the Purchaser may not order any goods or services under this 

Contract three years after the Effective Date of the Contract, unless otherwise 

mutually agreed through a formal Amendment to the Contract.   

Notwithstanding paragraphs 10.1.1. ,10.1.2. and 10.1.3. above, the Purchaser may not order 

any goods or services under the optional Work Package 5 under CLIN 1.5 five years after the 

Effective Date of the Contract, unless otherwise mutually agreed through a formal 

Amendment to the Contract. 
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SECTION 11  MISCELLANEOUS  
 

11.1.  PARTICIPATING COUNTRIES  

11.1.1.  None of the work performed under this Contract, including project design, labour 

and services, shall be performed by firms other than from and within NATO 

Participating Countries. 

11.1.2.  No material or items of equipment down to and including identifiable Sub-

Assemblies shall be manufactured or assembled by a firm other than from and 

within a NATO Participating Country. 

11.1.3.  The Intellectual Property Rights for all software and products incorporated by the 

Contractor into the Deliverables of the Contract shall vest with firms from and 

within NATO Participating Countries and no royalties or licence fees for such 

products shall be paid by the Contractor to any source that does not reside within a 

NATO Participating Country. 

 

11.2.  SUPPLEMENTAL AGREEMENTS  

11.2.1.  The Contractor has submitted all relevant draft supplemental agreement(s), 

documents and permissions prior to Contract award, the execution of which by the 

Purchaser is/are required by National Law or regulation. If any supplemental 

agreements, documents and permissions are introduced after Contract award, and 

it is determined that the Contractor failed to disclose the requirement for the 

execution of such agreement from the Purchaser prior to Contract signature, the 

Purchaser may terminate this Contract for Default, in accordance with the clause 

ñTermination for Defaultò of the NC3O General Contract Provisions. 

11.2.2.  Supplemental agreement(s), documents and permissions, the execution of which 

by the Purchaser is/are required by National Law or regulation and that have been 

identified by the Contractor prior to the signature of this Contract, but have not yet 

been finalised and issued by the appropriate governmental authority, are subject to 

review by the Purchaser. If such supplemental agreement(s), documents and 

permissions are contrary to cardinal conditions of the signed Contract between the 

Parties, and the Parties and the appropriate governmental authority can not reach a 

mutual satisfactory resolution of the contradictions, the Purchaser reserves the 

right to terminate this Contract and the Parties agree that in such case the Parties 

mutually release each other from claim for damages and costs of any kind, and any 

payments received by the Contractor from the Purchaser will be refunded to the 

Purchaser by the Contractor. 
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11.3.  APPLICABLE REGULATIONS  

11.3.1.  The Contractor shall be responsible for obtaining permits or licenses to comply 

with national codes, laws and regulations or local rules and practices of the 

country of installation with respect of any works carried out at the designated 

installation sites stated under this Contract. 

11.3.2.  The Contractor shall take any necessary measure to protect the life and health of 

persons working or visiting the work area occupied by him. These measures 

include compliance with the country of installation's safety provisions. 

11.3.3.  In the performance of all work under this Contract, it shall be the Contractor's 

responsibility to ascertain and comply with all applicable NATO security 

regulations as implemented by the local Headquarters' Security Officer. 

 

11.4.  UNALLOWABLE COSTS.  

11.4.1.  The following paragraph is added to the list of unallowable costs included in the 

Annex to the NC3O General Contract Provisions: 

 

(n)  Travel and per diem costs in excess to the amounts that would be allowable 

according to the NATO standards applicable to NATO civilian staff of equivalent 

labour categories  
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NATO ENTERPRISE DIRECTORY SERVICE  

(NEDS) 
 

 

  

ANNEXES TO PART II - SPECIAL CONTRACT PRO VISIONS 
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ANNEX A  NATO C3 AGENCY DECLARATION  
 

To be signed by the Contractorôs key personnel designated under Contract CO-12870-NEDS 

 

I UNDERSTAND: 

 

That I must preserve the security of all classified /commercial-in-confidence information 

which comes to my knowledge as a result of the Contract with the NATO C3 Agency 

stated above and that I undertake to comply with all relevant security regulations. 

That I must not divulge to any unauthorised person even within my own company, any 

classified/commercial-in confidence information gained by me as a result of my Contract 

with NC3A, unless prior permission for such disclosure has been granted by the General 

Manager of the NC3A. 

That I must not, without the approval of the General Manager of the NC3A, publish (in any 

document, article, book, CD, video, film, play, or other form) any classified /commercial-

in-confidence information which I have acquired in the course of my official duties for 

NC3A. 

That, at the end of Contract and after performance of all required tasks, I must surrender any 

official document or material made or acquired by me in the course of my official duties, 

save such as I have been duly authorised to retain. 

That if I violate prescribed security practices either intentionally or accidentally, my Contract 

shall be immediately terminated. 

That the provisions of the above Declaration apply not only during the period of the referred 

Contract with the Agency, but also after the stated Contract has ceased and that I am 

liable to prosecution if either by intent or negligence I allow classified/commercial-in-

confidence information to pass into unauthorised hands. 

That I will be considered as a key personnel as specified in clause 6.2. of the Special 

Provisions of Contract CO-12870-NEDS, and therefore, shall comply with all regulations 

and restrictions applicable to key personnel. 

That I commit to fulfil my obligations for the period of performance mentioned in the 

Contract Schedules and the Special Provisions of the Contract referred above (including 

the optional periods) unless major events beyond my reasonable control happen. 

That should I decide for personal interest to leave the position, I will do my best effort to 

fulfil my obligations until the Company that is currently employing me has provided 

NATO with an acceptable suitable substitute in accordance with clause 6.2. of the Special 

Provisions of the aforementioned Contract. 

 

  

____________________________________________________________Date_________

  Full name (in block capitals)     Signature 
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ANNEX B   INSTRUCTIONS FOR COMPLETING A 

CONTRACTOR PRICING SUMMARY 
 

This annex contains instructions on how to fill out the Pricing Summary form (ANNEX C to 

Part II), which must be sent by the Contractor, in addition to relevant pricing and non-pricing 

data, to properly document a request for price adjustment under applicable clauses of the 

Contract. 

 

1. DIRECT MATERIAL  

 

1.1 Purchased Parts: Provide a consolidated priced summary of individual material 

quantities included in the various tasks, orders, or Contract line items being proposed and the 

basis for pricing (vendor quotes, invoice prices, etc.). Give details on an attached schedule. 

 

1.2 SubContracted Items: Show the total cost of subContract effort. 

 

1.3 Other: 

(i) Raw Material: Consists of material in a form or state that requires 

further processing. Provide priced quantities of items required for the 

proposal. Show total cost and give details on an attached schedule. 

 

(ii)  Standard Commercial Items: Consists of items that the Contractor 

normally fabricates, in whole or in part, and that are generally stocked 

in inventory. Provide an appropriate explanation of the basis for pricing 

on attached schedule. 

 

 

2. MATERIAL OVERHEAD  

 

2.1 This is the overhead charged to prices for material handling and/or other overhead 

associated with material costs. This may or may not apply to your prices. 

 

 

3. DIRECT LABOUR  

 

3.1 Show the hourly rate and the total hours for each individual (if known) and discipline 

of direct labour proposed. Indicate whether actual rates or escalated rates are used. If 

escalation is included, state the degree (percent) and rationale used. 

 

 

4. LABOUR OVERHEAD  

 

4.1 This is labour overhead. 
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5. OTHER DIRECT COSTS 

 

5.1 Special Tooling/Equipment. Identify and support specific equipment and unit prices. 

Use a separate schedule if necessary. 

 

5.2 Travel. Identify and support each trip proposed and the persons (or disciplines) 

designated to make each trip. Identify and support transportation and per diem rates. 

 

5.3 Individual Consultant Services. Identify and support the proposed contemplated 

consulting. State the amount of services estimated to be required and the consultantôs quoted 

daily or hourly rate. 

 

5.4 Other Costs. List all other direct charge costs not otherwise included in the categories 

described above (e.g., services of specialized trades, computer services, preservation, 

packaging and packing, travel costs, leasing of equipment) and provide bases for pricing. 

 

 

6. GENERAL AND ADMINISTRATIVE EXPENSE  

 

6.1 This is the overhead charged for SG&A or G&A. 

 

 

7. FEE OR PROFIT 

 

7.1 Enter this total of all proposed Fee or Profit. 

 

 

8. OTHER FACTORS 

 

8.1 This would be any other overhead factors applied to Contractor prices. 

 

 

9. GRAND TOTAL  

 

9.1 This is the Contractor final FFP total and should in essence match the total price 

claimed in the proposal for adjustment. 
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ANNEX C  CONTRACTOR PRICING SUMMARY  

A. PURCHASED PARTS

B. SUBCONTRACTED ITEMS

C. OTHER- (1)Raw Material

(2) Standard Commercial Items (COTS)

TOTAL DIRECT MATERIAL

2. MATERIAL OVERHEAD (RATE    % X TOTAL EST COST ú            BASE)

3. DIRECT LABOR (INDICATE LABOR CATEGORIES) EST HRS RATE/HR RATE úTOTAL EST COST 

ú

REFERENCE (CLIN)

TOTAL DIRECT LABOR

4. LABOR OVERHEAD O.H. RATE (X) BASE

TOTAL LABOR OVERHEAD

5. OTHER DIRECT COSTS QUANTITY UNIT COST UNIT COST úTOTAL EST COST 

ú

REFERENCE

A. SPECIAL EQUIPMENT/CFE/NFE

TOTAL SPECIAL EQUIPMENT

B. TRAVEL

(1) TRANSPORTATION

(2) PER DIEM 

TOTAL TRAVEL

C. CONSULTANTS OTHER SERVICES

TOTAL INDIVIDUAL CONSULTANT SERVICES

D. OTHER

TOTAL OTHER

SUBTOTAL DIRECT COST & OVERHEAD

6. GENERAL & ADMINISTRATIVE (G&A) (RATE  % X TOTAL EST COST ú 

BASE)
7. TOTAL ESTIMATED FEE/ PROFIT %

8. OTHER FACTORS

9. GRAND TOTAL  

NOTES:  

Please indicate pricing details for those categories specified as "Other" inluding "Other Factors."
If currency is not Euro, please indicate currency of the bid.

CONTRACTOR PRICING SUMMARY

DETAILED DESCRIPTION OF COST ELEMENTS

1. DIRECT MATERIAL QUANTITY UNIT COST UNIT COST úTOTAL EST COST 

ú

REFERENCE
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ANNEX D  COTS SOFTWARE BREAKDOWN  

 

COTS SOFTWARE BREAKDOWN  

SECTION 1: PRODUCT DETAILS-Please enter details on product. 
PRODUCT NAME:   

VERSION: 0.X 

VENDOR:   

REFERENCE TO SOFTWARE BREAKDOWN STRUCTURE:   

DEPARTMENT/OWNER:   

LICENSE TYPE:   

EXPIRATION DATE:   

SECTION 2: BREAKDOWN OF SW LICENSE COSTS-Please enter the breakdown of 
SW costs per licenses. 

    

   COSTS 

COST OF SERVER LICENSE: $0.00 

COST OF USER LICENSE: $0.00 

ANNUAL SUPPORT (Maintenance) FEE: $0.00 

ANNUAL UPGRADE (Maintenance) FEE: $0.00 

NUMBER OF USERS: 0 

ANNUAL COST PER USER (ADDITIONAL): $0.00 

DISCOUNT RATE: 0.0000% 

OTHER FEES/COSTS: $0.00 

   

GENERAL DESCRIPTION: Input general description of software tool. 

    

   COSTS 

TOTAL QUOTED COSTS: $0.00 

    

SECTION 3: LICENSE USAGE PROFILE   

   COSTS 

Total Cost per User- $0.00 
Cost per User Licenses (Only) based (8000indicate here 

the number of users) users- $0.00 

    

SECTION 4: FINANCIAL PROFILE   

DISCOUNT PRICE BREAKS: 0.0000% 

Methodology:   

    

DISCOUNT PRICE BREAKS(Options): 0.0000% 

Methodology:   
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SECTION 5: CURRENT ISSUES/GROUNDRULES & ASSUMPTIONS 
Major points for consideration under software costs.   

    

  

  

EXPLANATORY NOTES:   

  

SECTION 1: Product Details  

  

a.       Product Name:  Please enter the name of your software product. 

b.      Version:  Please enter the version current being released or offered. 

c.       Vendor:  Please enter the name of vendor.  

d.      Reference to Software Breakdown Structure:  Please reference the Bidding Sheets and 

Schedule of Supplies & Services, and enter CLIN #. 

e.       Department/Owner:  (Internal Reference).  Please ignore.  

f.        License Type:  Please enter the type of license, i.e., site, node-locked etc. 

g.       Expiration Date:  Please enter the expiration data of this version currently being 

offered. 

  

SECTION 2: Breakdown of SW License Costs  

  

All Cost should be formulated with a ñper userò methodology.  

   

a.       Cost of Server License:  Please enter the cost of server license, if applicable. 

b.      Cost of User License:  Please enter the base cost of the license per user. 

c.       Annual Support Fee:  Noted as maintenance, this is the per user cost of technical 

support, if applicable. 

d.      Annual Upgrade Fee:  Also noted as maintenance, updates and upgrades to software 

after initial procurement, if applicable. 

e.       Numbers of Users:  (Internal Reference).    

f.        Annual Cost Per User:  Please enter any additional costs per year, per license, per user. 

g.       Discount Rate:  Please enter the discount rate, if applicable. 

h.       Other Fees/Costs:  Please enter any other costs billed in the per user price. 

i.         General Description:  Please provide a general description of the software being 

offered. 

j.        Total Quoted Costs:  (Internal Reference).  Please ignore.  

  

SECTION 3:  License Usage Profile  

  

a.       Total Cost per User:  (Internal Reference).  Please ignore.  

b.      Cost per User Licenses:  (Internal Reference).  Please ignore. 

  

SECTION 4:  Financial Profile  

  

a.       Discount Price Breaks:  Please enter the discount being offer in %. 

b.      Methodology:  Please enter the methodology used to develop this discount rate. 
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c.       Discount Price Breaks (Options):  If applicable.  

d.      Methodology:  If applicable.  

  

SECTION 5:  Current Issues/Ground rules & Assumptions  

  

 Please enter other issues surrounding the acquisition of the software being offered.   
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ANNEX E   KEY PERSONNEL 

 
The following personnel shall be subject to the stipulations contained in clause 6.2. 6.2.  of 

Part II of the Contract for the period of designation indicated below. 

 

Position  SOW/Work 

Package  

Reference 

Labour Category Name Designation 

Period  

Project Manager SOW 

12.2.1.  

Project Manager  EDC thru 

Contract 

expiration date 

Technical Lead SOW 

12.3.4.  

Senior Systems 

Engineer 

 EDC thru 

Contract 

expiration date 

Test Director SOW 

12.3.18.  

Senior Test 

Engineer 

 EDC thru 

Contract 

expiration date 

Quality Manager SOW 

12.2.9.  

Quality Manager  EDC thru 

Contract 

expiration date 

Site 

Implementation and 

Support Manager 

SOW 

12.4.1.  

Field Engineer  EDC thru 

Contract 

expiration date 

Training Manager SOW 

12.5.3.  

Senior Instructor  EDC thru 

Contract 

expiration date 

Directory Engineer SOW 

12.3.17.  

Senior Directory 

Engineer 

 EDC thru 

Contract 

expiration date 
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ANNEX F   LIST OF SUBCONTRACTORS 

 
Name and Address 

of Sub-Contractor 

DUNS 

Number 

Primary 

Location of 

Work 

Items/Services to be 

Provided 

Estimated 

Value of  

Sub-Contract 
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ANNEX G  LIST OF BACKGROUND IPR 

 

a. The Background IPR specified in the table below will be used for the purpose of 

carrying out work pursuant to the prospective Contract. 

 

IPR DESCRIPTION  REMARKS/RESTRICTIONS  

  

  

  

  

 

b. The Contractor has and will continue to have, for the duration of the prospective 

Contract, all necessary rights in and to the IPR specified above necessary to perform 

the Contractorôs obligations under the Contract. 

c. The Background IPR stated above shall be licensed to the Purchaser according to the 

terms and conditions specified in the prospective Contract and more particularly in 

accordance with clause entitled ñIntellectual Propertyò of the NC3O General Contract 

Provisions, and clause 7.1. of the Special Contract Provisions (Part II). 

 

 

 

 



NATO UNCLASSIFIED  

CO-12870-NEDS 

 

NATO UNCLASSIFIED  

Book II, Part II, Page 47 

 

 

ANNEX H  LIST OF THIRD PARTY IPR 
 

a. The Third Party IPR specified in the table below will be used for the purpose of 

carrying out work pursuant to the Contract. 

 

IPR DESCRIPTION  REMARKS/RESTRICTIONS
1
 

  

  

  

  

  

  

  

  

  

  

 

b. The Contractor has and will continue to have, for the duration of the Contract, all 

necessary rights in and to the IPR specified above necessary to perform the 

Contractorôs obligations under the Contract. 

c. The Third Party IPR stated above shall be licensed to the Purchaser according to the 

terms and conditions specified in the Contract and more particularly in accordance 

with clause entitled ñIntellectual Propertyò of the NC3O General Contract Provisions, 

and clause 7.1. of the Special Contract Provisions. 

 

 

 

 

 

 

                                                 

 
1
 Contractor must provide the exact scope of license that will be granted to the Purchaser, which must 

comply with the stipulations of the Contract. Where Third Party IPR is the subject of a license or other 

agreement between the third party and the Purchaser or the Contractor a copy of the stated license 

agreement must be attached. 
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ANNEX I  LIST OF SUBCONTRACTOR IPR 
 

a. The Subcontractor IPR specified in the table below will be used for the purpose of 

carrying out work pursuant to the Contract. 

 

 

ITEM   DESCRIPTION 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

 

b. The Contractor has and will continue to have, for the duration of the Contract, all 

necessary rights in and to the IPR specified above necessary to perform the 

Contractorôs obligations under the Contract. 

c. The Subcontractor IPR stated above shall be licensed to the Purchaser according to the 

terms and conditions specified in the Contract and more particularly in accordance 

with clause entitled ñIntellectual Propertyò of the NC3O General Contract Provisions 

and clause 7.1. of the Special Contract Provisions. 
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ANNEX HANNEX J  PURCHASER FURNISHED PROPERTY AND SERVICES 

1) PROPERTY, SERVICES, AND DOCUMENTATION 

Quantity

Estimated 

date Quantity

Estimated 

date Quantity

Estimated 

date Quantity

Estimated 

date

facilities, external equipment, and interface configurations 

required to test and verify compliance of the NEDS to the 

contract requirements. In particular:

   - schema and sample data of the basic NEDS Affililiates

   - schema and sample data of the optional NEDS Affiliates 

(if possible)

   - NCTF testbed

N/A N/A N/A N/A N/A N/A

CD-ROM containing an electronic copy of all NATO 

referenced documents included in SECTION 2 of the SOW

schema of the ñbasic NEDS Affiliates"N/A N/A N/A N/A N/A N/A

NEDS Affiliates Administrator, Enterprise Administrator and 

Domain Administrator privileges
N/A N/A N/A N/A

Power supply and grounding system required for 

installation work
N/A N/A N/A N/A N/A

When the 

installation 

phase starts

N/A

When the 

installation 

phase starts

HVAC (Heating, Ventilating and Air Conditioning N/A N/A N/A N/A N/A

When the 

installation 

phase starts

N/A

When the 

installation 

phase starts

Civil work in terms of technical room preparation 

(technological floor, room access, walls, space, etc)
N/A N/A N/A N/A N/A

When the 

installation 

phase starts

N/A

When the 

installation 

phase starts

NATO Security settings

(*) submitted to a milestone (see SOW 5.2)

Throurough the 

implementation

Throurough the 

implementation

1 version@EDC + as necessary thourough the contract when updates have to be taken into account by the 

FAT Implementation (*)

1 version@EDC + as necessary thourough the contract when updates have to be taken into account by the 

Contractor

Certification Tests Reference Tests (*)

 
NOTES: 

-  The estimated dates are for information only. 
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2) COTS SOFTWARE 

The Purchaser shall provide the Contractor with the following software licenses for the performance of the Contract: 

 

Quantity Estimated date Quantity Estimated date Quantity Estimated date Quantity Estimated date

Server Operating System

Core Build for workstation

SCCM

SCOM

Host-Based IDS

Antivirus (for server and workstation)

encryption tool 

Purchaser-approved Service Packs and 

Hotfixes

(*) submitted to a milestone (see SOW 5.2)

As necessary thourough the contract when updates have to be taken into account by the Contractor

FAT Implementation (*)

1 license@EDC + as necessary thourough the contract when updates have to be taken into account by the Contractor

Reference Tests (*)Certification Tests
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Quantity Estimated dateQuantity Estimated dateQuantity Estimated date Quantity Estimated date

Server Operating System (Enterprise 

Edition)

Server Operating System (Standard 

Edition)

Core Build for workstation

SCCM

SCOM

Host-Based IDS

Antivirus (for server and workstation)

encryption tool 

Purchaser-approved Service Packs 

and Hotfixes

(*) submitted to a milestone (see SOW 5.2)

As necessary thourough the contract when updates have to be taken into account by the Contractor

FAT Implementation (*)

1 license@EDC + as necessary thourough the contract when updates have to be taken into account by the 

Reference Tests (*)Certification Tests

 

 

NOTES: 

- The numbers of licenses stated above are maximum quantities to be provided by the Purchaser. The Contractor shall report to the 

Purchaser the exact number of licences effectively used. 

-  The estimated dates are for information only. 
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SECTION 1  INTRODUCTION  

1.1.  Purpose 

1.1.1.  The purpose of this Contract is to implement and support the NATO Enterprise 

Directory Service (NEDS) Phase 2 project; further referred to as NEDS Phase 2. 

This is a Contract for services and supplies (both HW supplies and SW supplies) 

to design, integrate, test, implement, and provide training for the NEDS system. 

1.2.  Background 

1.2.1.  Within NATO Directory Services are currently offered through a range of various 

standalone, application-specific, directories (some of which are already fielded and 

some are in a planning or in procurement stage). These include but are not limited 

to
1
:  

 the Core AIS Network Directory (Windows 2003 Active Directory); 

 the Microsoft Exchange Global Address List (GAL); 

 the future NATO Messaging System (NMS) Directory; 

 the future Alliance Replication Hub (ARH), provided by NMS project; 

 Human Resources data repositories;  

 Various application and service directory/data repositories;  

 NATO Headquarters Active Directory (Windows  2008 Active 

Directory) 

 future directories for the Functional Area Services. 

1.2.2.  There is a sizeable overlap between the information required to be contained in 

these various directories, and therefore there is a need for synchronisation between 

these directories to harmonise and rationalise the information. 

1.2.3.  In addition, a subset of this information must be shared with other entities (i.e. 

NATO Nations, NATO Enclaves, and NATO led deployable assets) through the 

ARH. 

1.2.4.  As a result, a specific service is required for the filtering and synchronization of 

information between the various NATO Directories and with the ARH. This is the 

NATO Enterprise Directory Service (NEDS). 

1.2.5.  The NEDS is based on a two phase approach: 

                                                 

 

1
 The listed elements are just examples to describe the background 
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1.2.5.1.  Project NEDS Phase 1. The goal of NEDS Phase 1 was to plan for the 

implementation of the future NEDS system through the development of 

baseline documentation and initial design activities including prototyping. The 

main results of the NEDS Phase 1 are a documentation package that will be 

used as an input to NEDS Phase 2, and a NEDS prototype which demonstrates 

the feasibility and the validity of the NEDS concept. 

1.2.5.2.  Project NEDS Phase 2 is the actual procurement of the NEDS System, based on 

the results of NEDS Phase 1. This Contract covers NEDS Phase 2. 

1.3.  Scope 

1.3.1.  The NEDS shall be installed and operated at the NATO SECRET System High 

level. Therefore, the Contractor shall support the accreditation process so that the 

NEDS can be accredited by NATO at the NATO SECRET System High level. 

1.3.2.  The NEDS system architecture shall be designed so that it can be reused for other 

security classification levels (in any case, the system will be installed and operated 

at System High mode of operation). 

1.3.3.  The NEDS system shall be built to a modular design that allows future extension 

and enhancements, including notably the addition of other NEDS Affiliates (see 

SRS section 8.4. ). 

1.3.4.  The NEDS system shall be composed of two (2) NEDS Elements and centralised 

administration workstations to be installed on two (2) sites. 

1.3.5.  The NEDS system shall synchronise with the following data sources (further on 

referred to as NEDS Affiliates): 

1.3.5.1.  The NATO SECRET Core AIS Active Directory ï see SRS section 6.2.1.1.1.  

1.3.5.2.  The NATO SECRET Exchange 5.5 Directory (Global Access List ï GAL) ï 

see SRS section 6.2.1.1.2.  

1.3.5.3.  The future NATO SECRET NATO Messaging System (NMS) Directory ï see 

SRS section 6.2.1.1.3.  

1.3.5.4.  The future NATO SECRET Alliance Replication Hub (ARH) ï see SRS section 

6.2.1.1.4.  

1.3.5.5.  The NATO SECRET NNCS Database ï see SRS section 6.2.1.1.5.  

1.3.5.6.  The future NATO SECRET APMS Database ï see SRS section 6.2.1.1.6.  
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1.3.5.7.  The future NATO SECRET servers receiving data from sources being on 

NU/NR domains ï see SRS section 6.2.1.1.7.  

1.3.5.8.  The NATO SECRET NATO HQ Active Directory ï see SRS section 6.2.1.1.8.  

1.3.6.  Some of the above mentioned NEDS Affiliates shall be connected to the NEDS as 

part of a first set of activities (hereafter referred to as ñbasic NEDS Affiliatesò): 

NATO SECRET Core AIS Active Directory, NATO SECRET Exchange 5.5 

Directory, NATO SECRET NNCS Database, and NATO SECRET NATO HQ 

Active Directory. 

1.3.7.  Some of the above mentioned NEDS Affiliates shall be connected as and when 

necessary depending on the progress of the corresponding projects: future NATO 

SECRET NATO Messaging System (NMS) Directory, future NATO SECRET 

Alliance Replication Hub (ARH), and future NATO SECRET APMS Database. 

The connections with those NEDS Affiliates are included in optional work 

packages (see SECTION 8 , SECTION 9 and SECTION 10 ). 

1.3.8.  The NEDS system shall provide a browsing capability to all NATO Staff Users 

connected to the NS WAN to search and retrieve data from the NEDS. 

1.3.9.  As part of the activities to be performed under this project, the Contractor shall 

consider the synchronisation mechanisms already in place (e.g. the 

synchronisation between the NATO SECRET Core AIS Active Directory and the 

NATO SECRET Exchange 5.5 Directory (GAL)). 

1.3.10.  The Contractor shall respect the above-mentioned requirements throughout the 

duration of the project. 

1.4.  Relationships with other projects 

1.4.1.  The NEDS Project is related to the following projects: 

1.4.1.1.  Project NMS will provide the ñAlliance Replication Hubò (ARH) to enable the 

exchange of directory information with the external entities (i.e. NATO 

Nations, NATO Enclaves, and NATO led deployable assets). 

1.4.1.2.  Project IEG Case B and Project IEG Case A will provide a secure infrastructure 

for interoperability with the Nations. The ARH will be geographically installed 

in the Regional IEGs (RIEGs). 

1.4.1.3.  Project NCTF (NMS Compliance Test Bed Facility) will provide a test bed that 

will be used by this project to test the NEDS directory schema and standards 

compliancy. 
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1.4.1.4.  Project 36a Phase 3 will implement data diodes within a number of NATO 

sites. These diodes will be used to transfer data from the NATO 

UNCLASSIFIED / NATO RESTRICTED
2
domains to the NATO SECRET 

domain. Without these diodes implemented, the NEDS on NATO SECRET still 

could benefit from NU/NR data if such data are provided to NEDS through an 

air-gap mechanism. 

1.4.1.5.  Project óProvide Automated Personnel Management Systemô (APMS) will 

provide a system to manage posts and personnel. Therefore, its database will 

contain information to be shared with and through the NEDS. 

1.4.1.6.  Project 35 will enhance the central Host-Intrusion Detection System (H-IDS) 

Management Capability at NITC. The NEDS will provide local Host-IDS 

which will be taken into account within this central H-IDS Management 

Capability. 

1.4.2.  As part of the project management activities, the Contractor shall maintain the 

necessary relationships with the above-mentioned projects. In particular, the 

Contractor shall attend, organise and conduct meetings as necessary. 

1.5.  Statement of Work 

1.5.1.  This Statement of Work (SOW) describes the responsibilities of and activities to 

be conducted by the Contractor to meet the requirements of the NEDS project. The 

Contractor shall provide all necessary resources to include services, personnel, 

materials, components, equipment, data and documentation needed to accomplish 

all the tasks described in the SOW, to meet all the requirements of the SOW 

(including annexes) and to fulfil all other Contract provisions. 

1.5.2.  The Contractor shall provide project management services, 

1.5.3.  The Contractor shall provide systems engineering services to cover requirements 

review, system design and system integration. The Contractor shall fully document 

the design, operation, and maintenance of the delivered operational and 

operational support systems by providing the required manuals, operational 

procedures, supporting technical data, computer software and drawings required 

by the Contract. 

1.5.4.  The Contractor shall provide test services. The Contractor shall plan and execute 

the required tests to certify the system Product Baseline (ref. 3.7.6.5. ) as meeting 

its functional, performance, security, and interoperability requirements, 

                                                 

 

2
 Data from NATO UNCLASSIFIED and NATO RESTRICTED domains will be used to feed the 

NEDS in the NATO SECRET domain. In the rest of the document, ñNU/NRò terminology is used. 
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1.5.5.  The Contractor shall provide system implementation services. The Contractor shall 

co-ordinate with the Purchaser to ensure that the site preparation activities are 

completed in accordance with the installation requirements of the delivered 

system. The Contractor shall procure and prepare the system components for 

delivery to the sites specified in this Contract. The Contractor shall deliver the 

required hardware and software to the prepared sites, and execute installation, on-

site testing, training, and activation 

1.5.6.  The Contractor shall provide integrated logistics support including training 

services. The Contractor shall assess the training requirements for the NEDS and 

propose a Training Program in order to train NATO personnel in the operation and 

maintenance of the delivered operational and support systems. The Contractor 

shall develop and deliver training courses, including training materials, visual aids, 

exercises and tests, student handbooks. 

1.6.  Statement of Work organisation 

1.6.1.  This Statement of Work defines the requirements for services and supplies which 

shall be provided by the Contractor under this Contract. 

1.6.2.  Section 2 defines the applicable documents. The Contractor shall respect those 

documents thourough the Contract. 

1.6.3.  Sections 3 to 10 define the requirements associated with each of the Work 

Packages of this Contract: 

1.6.3.1.  Section 3: Work Package 1: ñWork Package 1 (Basic): Project 

Managementò 

1.6.3.2.  Section 4: Work Package 2: ñWork Package 2 (Basic): System 

Engineering, Integration, Tests and Sites Surveysò 

1.6.3.3.  Section 5: Work Package 3: ñWork Package 3 (Basic): System 

Implementationò 

1.6.3.4.  Section 6: Work Package 4: ñWork Package 4 (Basic): Integrated 

Logistics Supportò 

1.6.3.5.  Section 7: Work Package 5 (Option): ñOperational Supportò  

1.6.3.6.  Section 8: Work Package 6 (Option): ñConnection to the future NATO 

SECRET NATO Messaging System (NMS) Directory and to the future NATO 

SECRET Alliance Replication Hub (ARH)ò 
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1.6.3.7.  Section 9: Work Package 7 (Option): ñConnection to the future APMS 

Databaseò 

1.6.3.8.  Section 10: Work Package 8 (Option): ñConnection to the future NATO 

SECRET servers receiving data from sources being on NU/NR domainsò 

1.6.4.   Section 11 defines the general requirements pertaining to all test activities to be 

performed under this Contract, 

1.6.5.  Section12 defines the labor categories for this Contract, 

1.6.6.  Section 13 provides a description of the outlines of some of the key deliverables 

required under this Contract. 

1.7.  Standards for interpretation of the Statement of Work  

1.7.1.  The list of applicable and reference documents includes a variety of Allied Quality 

Assurance Publications (AQAPs), and Military Standards (MIL-STDs). 

1.7.2.  While these are NATO reference documents, there are national and international 

standards that are considered to be equivalent and are cited as such within these 

documents. 

1.7.3.  Where there is a national or international standard which is not specifically 

referenced in the STANAGs, AQAPs, or MIL-STDs as being equivalent, the 

Contractor may propose to utilise such a standard if he can demonstrate to the 

satisfaction of the Purchaser that such a standard is equivalent to the STANAG, 

AQAPs, or MIL-STD in question. 

1.7.4.  The Purchaser, however, reserves the right to deny such a request and demand 

performance in accordance with the standard cited in the SOW. 
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SECTION 2  APPLICABLE DOCUMENTS  

2.1.  NATO Documents 

2.1.1.  Allied Quality Assurance Publications 

2.1.1.1.  AQAP 2110, NATO Quality Assurance Requirements for Design, 

Development, and Production. 

2.1.1.2.  AQAP 2130, NATO Quality Assurance Requirements for Inspection and Test 

2.1.1.3.  AQAP 160, NATO Integrated Quality Requirements for Software throughout 

the Life Cycle 

2.1.1.4.  AQAP 169, NATO Guidance on the Use of AQAP-160 

2.1.2.  Configuration Management 

2.1.2.1.  ACMP 1, NATO Requirements for the Preparation of Configuration 

Management Plans. 

2.1.2.2.  ACMP 2, NATO Requirements for Configuration Identification. 

2.1.2.3.  ACMP 3, NATO Requirements for Configuration Control--Engineering 

Changes, Deviations, and Waivers. 

2.1.2.4.  ACMP 4, NATO Requirements for Configuration Status Accounting. 

2.1.2.5.  ACMP 5, NATO Requirements for Configuration Audits. 

2.1.2.6.  ACMP 6, NATO Configuration Management Terms and Definitions. 

2.1.2.7.  ACMP 7, NATO Configuration Management Guidance on the Application of 

ACMPs 1 to 6. 

2.1.2.8.  NATO CIS Configuration Management Policy and Directive, AC/322-

D(2006)0052 

2.1.2.9.  Guidelines for the Implementation of Configuration Management for NATO 

CIS. 

2.1.3.  SECAN Doctrine and Information Publication 
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2.1.3.1.  SDIP-27 ï NATO TEMPEST requirements and evaluation procedures 

2.1.3.2.  SDIP-28 - NATO ZONING PROCEDURES (NATO RESTRICTED, 

November 2005) 

2.1.3.3.  SDIP-29 - FACILITY DESIGN CRITERIA AND INSTALLATION OF 

EQUIPMENT FOR THE PROCESSING OF CLASSIFIED INFORMATION 

(NATO RESTRICTED, January 2006) 

2.1.3.4.  SDIP 30 - Installation of Electrical Equipment for Processing of Classified 

Information. 

2.1.4.  Standard NATO Guidance 

2.1.4.1.  STANAG 4107, Mutual Acceptance of Government Quality Assurance and 

Usage of the Allied Quality Assurance Publications. 

2.1.4.2.  Annex A to STANAG 4107, Mutual Acceptance of Government Quality 

Assurance and Usage of the Allied Quality Assurance Publications. 

2.1.4.3.  STANAG 4159, NATO Materiel Configuration Management Policy and 

Procedures for Multinational Joint Projects. 

2.1.4.4.  STANAG 6001, Language Proficiency Levels. 

2.1.5.  Bi Strategic Command (Bi-SC) Documents 

2.1.5.1.  Bi-SC AIS Minimum Hardware Procurement Specifications V5.03 

2.1.5.2.  NCSA Operating Instruction A-0202, Operational Procedure for Naming and 

Addressing for the NATO Secret WAN (NS WAN) 

2.1.5.3.  Bi-SC CIS CSRS V1.0 dated 23 August 2005 

2.1.6.  NATO Security Documents 

2.1.6.1.  Security within the North Atlantic Treaty Organisation (C-M(2002)49). 

2.1.6.2.  Directive on Personnel Security (AC/35 ï D/2000). 

2.1.6.3.  Directive on Physical Security (AC/35 ï D/2001). 

2.1.6.4.  Directive on Security of Information (AC/35 ï D/2002). 

2.1.6.5.  Directive on Industrial Security (AC/35 ï D/2003). 
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2.1.6.6.  NATO Security Committee and NATO C3 Board ï Primary Directive on 

INFOSEC. 

2.1.6.7.  NATO Security Committee ï INFOSEC Management Directive for 

Communication and information Systems (CIS) (AC/35 ï D/2005) 

2.1.6.8.  Review of the Nature and Extent of the Threats to, and Vulnerabilities of, CIS  

2.1.6.9.  Guidelines for the Security Approval or Security Accreditation of CIS 

2.1.6.10.  Guidelines for Security Risk Assessment and Risk Management of CIS 

2.1.6.11.  Guidelines for the Development of Security Requirement Statements (SRSs) 

2.1.6.12.  Guidelines for the Structure and Content of Security Operating Procedures 

(SecOPs) for CIS 

2.1.6.13.  Directive for Computer and Local Area Network (LAN) Security  

2.1.6.14.  Directive for the Interconnection of Communication and Information Systems 

2.1.6.15.  Technical and Implementation Directive on the requirement for, and the 

selection, approval and implementation of Security Tools 

2.1.6.16.  Technical and Implementation Guidance for Consistent Marking of NATO 

Information in C3 Systems 

2.1.6.17.  Technical and Implementation Guidance for the Protection of CIS from 

Malicious Software 

2.1.6.18.  Technical and Implementation Supporting Document on the Use of Shared 

Peripheral Switches 

2.1.6.19.  Technical and Implementation guidance on Identification and Authentication 

(AC/322-D(2005)0044) 

2.1.6.20.  Technical and Implementation Supporting Document on Securing Domain 

Name System Services 

2.1.7.  Other NATO documents 

2.1.7.1.  NATO CIS Training Concept. 

2.1.7.2.  NATO CIS Training Guidelines. 
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2.1.7.3.  Interface Control Document template 

2.2.  Non-NATO Documents 

2.2.1.  ISO 9001:2000, Quality Management Systems: Requirements. 

2.2.2.  ISO/IEC 9126: Information Technology ï Software Product Evaluation ï Quality 

characteristics and guidelines for their use. 

2.3.  NEDS Documents 

2.3.1.  NEDS Initial System Design (ISD) 

2.3.2.  NEDS Concept of Operations (CONOPS) 

2.3.3.  NEDS Concept of Operational System Support (CONOSS) 

2.3.4.  NEDS Terminology and Acronyms (T&A) 

2.3.5.  NEDS Community Security Requirement Statement (CSRS) 

2.3.6.  NEDS Security Accreditation Plan (SAP) 

2.3.7.  NEDS Security Risk Assessment (SRA) 
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SECTION 3  WORK PACKAGE 1  (BASIC): PROJECT 

MANAGEMENT  

3.1.  Introduction  

3.1.1.  This section outlines the Project Management requirements of this Contract 

(excluding options). 

3.1.2.  The success of the NEDS depends upon a sound project management approach. 

Full and open communication between the Contractor and the Purchaser is an 

essential element of this approach. 

3.1.3.  A project cannot be risk-free. Problems will occur. The goal of the Contractorôs 

project management shall not be to eliminate problems, but to ensure that those 

that do occur are identified early, assessed accurately, and resolved quickly in 

partnership with the Purchaser. 

3.2.  Performance Start Date (PSD) 

3.2.1.  The PSD for work described in this section shall be EDC (Effective Date of 

Contract). 

3.2.2.  Except otherwise stated, the delivery dates of the associated deliverables are 

provided in the SSS (Schedule of Supplies and Services). 

3.3.  Project Management Plan 

3.3.1.  The Contractor shall establish and maintain a Project Management Plan (PMP) 

which shall describe how the Contractor will implement the totality of the project 

as specified in this SOW. 

3.3.2.  The PMP shall cover all aspects of the project implementation including its 

management structure and project management processes, personnel assignments, 

external relationships necessary to provide the capability as required by this 

Contract. 

3.3.3.  The PMP shall be sufficiently detailed to ensure that the Purchaser is able to assess 

the Contractor plans with insight into the Contractorôs plans, capabilities, and 

ability to satisfactorily implement the entire project in conformance with the 

requirements as specified in this SOW. 

3.3.4.  The PMP shall follow the outline of this SOW, and shall therefore comprise the 

following sections: 
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3.3.4.1.  an óOrganisationô section, describing in detail the Contractor Organisation for 

this project according to the requirements in section 3.4.2. This section shall 

include an organisational chart showing the members of the Contractorôs 

Project Team (including the members of the Contractor PMO) and showing 

their respective responsibilities and authority. 

3.3.4.2.  a óProject Planningô section describing the Contractor processes supporting the 

development and maintenance of the PBS, PFD, PMS according to the 

requirements of section 3.5. , 

3.3.4.3.  a óRisk managementô section describing the Contractor processes supporting 

Risk Management by the Contractor, according to the requirements of section 

3.6. , 

3.3.4.4.  a óConfiguration managementô section describing the Contractor processes 

supporting configuration management by the Contractor, according to the 

requirements in section 3.7. , 

3.3.4.5.  a óChange controlô section describing the Contractor processes supporting 

change control by the Contractor, according to the requirements in section 3.8. , 

3.3.4.6.  a óQualityô section describing the Quality Plan that the Contractor intends to 

apply for all Quality-related activities to be performed by the Contractor, 

according to the requirements in section 3.9. , 

3.3.4.7.  a óProject controlsô section describing the Contractor processes supporting the 

project controls to be implemented by the Contractor, according to the 

requirements in section 3.10. , 

3.3.4.8.  an óIndependent Verification & Validationô section describing how the 

Contractor shall support the IV&V activities (SOW 3.11. ). 

3.3.4.9.  a óSystem Engineering, integration, Test and Sites Surveysô section describing 

the Contractor approach to these activities according to the requirements in 

SECTION 4 , 

3.3.4.10.  a óSystem implementationô section describing the Contractor approach to these 

activities according to the requirements in SECTION 5 , 

3.3.4.11.  an óIntegrated Logistics Supportô section describing the Contractor approach to 

these activities according to the requirements in SECTION 6 . 

3.3.4.12.  an óInitial Operational Supportô section describing the Contractor approach to 

these activities according to the requirements in SECTION 7 . 
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3.3.5.  The initial version of the PMP shall be provided to the Purchaser for acceptance. 

Upon Purchaser Acceptance, the PMP shall be placed under the Purchaserôs NEDS 

Configuration Control Board. 

3.3.6.  The acceptance of the PMP by the Purchaser signifies only that the Purchaser 

agrees to the Contractorôs approach in meeting the requirements. This acceptance 

in no way relieves the Contractor from its responsibilities to meet the requirements 

stated in this Contract. 

3.3.7.  As required in section 3.7. , the Contractor shall ensure that the PMP remains 

current throughout the duration of the Project to reflect the actual state of the 

Contractor's organisation and efforts. 

3.4.  Organisation 

3.4.1.  Purchaser Project Organisation and Responsibilities 

3.4.1.1.  The Purchaser Project Manager (PM) will act as the Purchaserôs representative 

and will be the primary interface between the Contractor and Purchaser after the 

Effective Date of Contract (EDC). 

3.4.1.2.  The Purchaser Project Manager will be supported by specialists in certain areas 

who may, from time to time, be delegated to act on the Project Managerôs 

behalf in their area of expertise. 

3.4.1.3.  Neither the Project Manager, the specialists, other team members nor any other 

NATO personnel may make changes to the terms and conditions of the Contract 

but may only provide the Purchaserôs interpretation of technical matters. 

3.4.1.4.  Al l changes to the Contract will be made through the Purchaser's Contracting 

office only. 

3.4.1.5.  The Purchaser Project Manager, the specialists, and the key Stakeholders 

representatives collectively form the NEDS Integrated Project Management 

Team (IPMT). 

3.4.1.6.  The stakeholders are: ACO, ACT, NCSA, and NATO HQ. 

3.4.1.7.  The IPMT serves as the primary mechanism for monitoring project status, 

resolving issues or conflicts within the project, and advising the Purchaserôs 

NEDS Project Manager. 

3.4.1.8.  The IPMT also serves as the Purchaserôs NEDS Configuration Control Board, 

to which the following items will be submitted for baselining decision: 
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3.4.1.8.1.  Project Management Plan (see 3.3. ), 

3.4.1.8.2.  Product Breakdown Structure and Product Flow Diagram (see 3.5.1. ), 

3.4.1.8.3.  Project Master Schedule (see 3.5.2. ), 

3.4.1.8.4.  System Implementation Plan (see 4.10. ), 

3.4.1.8.5.  Integrated Logistics Support Plan (see 6.3. ) 

3.4.1.8.6.  Project Functional baseline (see 3.7.6.3. ), 

3.4.1.8.7.  Project Developmental baseline (see 3.7.6.4. ), 

3.4.1.8.8.  Product baseline (see 3.7.6.5. ). 

3.4.1.9.  The Purchaser NEDS Project Manager chairs the NEDS Integrated Project 

Management Team. The other voting members are the designated 

representatives of NCSA, ACO, ACT, NATO HQ; technical experts within the 

Purchaser also serve as advisory members. 

3.4.1.10.  Unless otherwise stated in the Contract, the Purchaser will provide the 

Contractor with technical descriptions of existing NATO systems as required 

for the purpose of determining specific interface requirements between the 

NEDS system and these systems. 

3.4.1.11.  The Purchaser will make available to the Contractor the facilities necessary to 

test and demonstrate the NEDS system compliance with required interfaces to 

existing NATO systems. 

3.4.1.12.  If the Contractor has successfully discharged his duties under this Contract and 

made available to the Purchaser the required capability, the Purchaser will 

accept from the Contractor the delivered capability and any associated 

equipment, services, and documentation. 

3.4.2.  Contractor Organisation and Responsibilities 

3.4.2.1.  The Contractor shall identify all major Contractor operating units and any Sub-

Contractors involved in the implementation of the NEDS and a description of 

the portion of the overall effort or deliverable item for which they are 

responsible. 

3.4.2.2.  The Contractor shall establish and maintain a Project Management Office 

(PMO) to perform and manage all efforts necessary to discharge all his 

responsibilities under this Contract. 
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3.4.2.3.  The Contractor shall also provide all necessary manpower and resources to 

conduct and support the management and administration of operations in order 

to meet the objectives of the project, including taking all reasonable steps to 

ensure continuity of personnel assigned to work on this project. 

3.4.2.4.  The following members of the Contractor Project Management Office are KEY 

PERSONNEL for this project: 

3.4.2.4.1.  Project Manager. The Contractor shall designate a Project Manager (PM), 

who will direct and co-ordinate the activities of the Contractor's project team. 

The Project Manager shall be the Contractor's primary contact for the 

Purchaserôs NEDS Project Manager and shall conduct all major project 

design, test, and review meetings. (see ANNEX Efor labour category 

requirements). 

3.4.2.4.2.  Technical Lead. The Contractor shall designate a Senior System Engineer as 

the Technical Lead for the project. The Technical Lead shall lead the 

analysis, design, integration, and follow-on enhancement efforts of the 

Contractor. (see ANNEX E for labour category requirements). 

3.4.2.4.3.  Test Director. The Contractor shall designate a Senior Test Engineer to serve 

as the Test Director for all test activities conducted under this Contract. The 

Test Director shall report to a separate manager within the Contractor's 

organisation at a level equivalent to or higher than the Project Manager. (see 

ANNEX E for labour category requirements). 

3.4.2.4.4.  Quality Manager. The Contractor shall designate a Quality Manager who will 

be responsible for all Quality-related activities under this Contract. The 

Quality Manager shall report to a separate manager within the Contractor's 

organisation at a level equivalent to or higher than the Project Manager. (see 

ANNEX E for labour category requirements). 

3.4.2.4.5.  Site Implementation and Support Manager. The Contractor shall designate a 

Field Engineer to serve as the Site implementation and Support manager 

throughout the performance of the Contract. (see ANNEX E for labour 

category requirements). 

3.4.2.4.6.  Training Manager. The Contractor shall designate a Senior instructor to serve 

as the Training Manager throughout the performance of the Contract. (see 

ANNEX E for labour category requirements). 

3.4.2.4.7.  Directory engineer. The Contractor shall designate a Senior Directory 

engineer who will be responsible for all Directory-related aspects of this 

Contract. The Senior Directory Engineer will report directly to the Technical 

Lead. (see ANNEX E for labour category requirements). 
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3.5.  Project Planning 

3.5.1.  Product Breakdown Structure and Product Flow Diagram 

3.5.1.1.  For the purpose of this Contract, the Deliverables are split into two categories: 

management products and specialist products. 

3.5.1.1.1.  Management products are all Contract Deliverables covered under the Project 

Management activities in this SECTION 3 . 

3.5.1.1.2.  Specialist products are all other Deliverables in this Contract. 

3.5.1.2.  The Contractor shall establish and maintain a Product Breakdown Structure 

(PBS) and a Product Flow Diagram (PFD) as annexes to the PMP. 

3.5.1.3.  The PBS shall identify all products and shall distinguish between management 

products and specialist products. 

3.5.1.4.  The PBS shall include a hierarchical table of all the products (management 

products and specialist products), having at its topmost product the final 

product of the overall project, i.e. the NEDS System. 

3.5.1.5.  The PBS shall describe each product (management products and specialist 

products) including its quality requirements. The product descriptions shall 

address sufficient detail to permit management assessment of progress. 

3.5.1.6.  The PFD shall sequence all products in their logical order of creation. 

3.5.1.7.  The PBS, the PFD and the PMS (see section 3.5.2. ) shall be used as the 

primary framework for Contract planning and reporting to the Purchaser. 

3.5.1.8.  The initial version of the PBS and PFD shall be provided to the Purchaser for 

acceptance. Upon Purchaser Acceptance, the PBS and the PFD shall be placed 

under the Purchaserôs NEDS Configuration Control Board. 

3.5.1.9.  The acceptance of the PBS and of the PFD by the Purchaser signifies only that 

the Purchaser agrees to the Contractorôs approach in meeting the requirements. 

This acceptance in no way relieves the Contractor from its responsibilities to 

meet the requirements stated in this Contract. 

3.5.2.  Project Master Schedule 

3.5.2.1.  The Contractor shall establish and maintain a Project Master Schedule (PMS) 

that contains all Contract events and milestones, as an annex to the PMP. 
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3.5.2.2.  The PMS shall correlate with the products defined in the PBS and sequentially 

ordered in the PFD. 

3.5.2.3.  The PMS shall also be traceable to performance and delivery requirements of 

this SOW. 

3.5.2.4.  The PMS shall be provided in Microsoft Project format. For each task, the PMS 

shall identify the start and finish dates, duration, predecessors and constraints 

(as necessary). The PMS shall: 

3.5.2.4.1.  provide network, milestone, Gantt and Tracking Gantt views, 

3.5.2.4.2.  identify the critical path for the overall project, 

3.5.2.4.3.  identify the total slack of each task, 

3.5.2.4.4.  identify the ñphysicalò progress for each task, 

3.5.2.4.5.  identify the applicable baseline, 

3.5.2.4.6.  minimise the use of constraints and absolute dates. 

3.5.2.5.  The initial version of the PMS shall be provided to the Purchaser for 

acceptance. Upon Purchaser Acceptance, the PMS shall be placed under the 

Purchaserôs NEDS Configuration Control Board. The Purchaser Project 

Manager without consulting the other NEDS CCB members can approve 

changes to the PMS that do not affect other baseline documents or incur 

additional costs. 

3.6.  Risk Management 

3.6.1.  The Contractor shall establish and maintain an overall Risk Management process 

for the project. 

3.6.2.  This Risk Management process shall identify all risks (management, technical, 

schedule, and cost risks), evaluate each risk, and select a proposed response for 

each risk. 

3.6.3.  Evaluating each risk shall result in the risk being rated as High, Medium, or Low, 

based on its probability and impact. 

3.6.4.  For each risk, the proposed response shall be selected from the following list: 

3.6.4.1.  Prevention: Terminate the risk - by doing things differently and thus removing 

the risk, where it is feasible to do so. Countermeasures are put in place that 
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either stop the threat or problem from occurring or prevent it from having any 

impact on the project or business. 

3.6.4.2.  Reduction: Treat the risk - take action to control it in some way where the 

action either reduces the likelihood of the risk developing or limits the impact 

on the project to acceptable levels. 

3.6.4.3.  Acceptance: Tolerate the risk ï e.g. if nothing can be done at a reasonable cost 

to mitigate it or the likelihood and impact of the risk occurring are at an 

acceptable level. 

3.6.4.4.  Contingency: plan and organise actions to come into force as and when the risk 

occurs. 

3.6.4.5.  Transference: Pass the management of the risk to a third party (e.g. insurance 

policy or penalty clause), such that the impact of the risk is no longer an issue 

for the health of the project. 

3.6.5.  The Risk Management process shall identify and explain any significant forecasted 

changes in the risks ratings. 

3.6.6.  The Risk Management data shall be presented in a Risk Log (see 13.2. ). 

3.7.  Configuration management 

3.7.1.  General 

3.7.1.1.  The Contractor shall implement a Configuration Management (CM) program as 

referred to in STANAG 4159 (see 2.1.4.3. ), ACMP 1-7 (see 2.1.2.1.  to 2.1.2.7. 

) and Configuration Management Guidelines (see 2.1.2.9. ) to carry out the 

Configuration Management functions as described in this SOW (configuration 

item identification, configuration control, configuration status accounting, and 

configuration verification). 

3.7.1.2.  The CM program shall enable the baselining of Configuration Items (CIs) into a 

Developmental Baseline and a Product Baseline as required in section 3.7.6. , 

and shall enable the maintenance of these baselines throughout the duration of 

the Contract. 

3.7.1.3.  The Contractor shall ensure that an effective CM organisation is established and 

maintained to implement the CM program and apply all necessary CM 

procedures, in accordance with the requirements and guidance applicable for 

this Contract (as stated in SECTION 2  or their equivalent), throughout the 

duration of the Contract. 



NATO UNCLASSIFIED  

CO-12870-NEDS 
 

 

NATO UNCLASSIFIED  

Book II, Part IV, Page IV-20 

 

3.7.1.4.  Under the CM program the Contractor shall maintain and update all project CIs 

as requested by changes within the project or external to the project throughout 

the duration of the Contract 

3.7.1.5.  The Contractor shall describe the CM Program and the CM organisation in 

the CM section of the PMP. 

3.7.2.  Configuration Item (CI) Identification 

3.7.2.1.  The Contractor shall divide the set of all management products and specialist 

products (see 3.5.1. ) into CIs. 

3.7.2.2.  The CI structure shall be a tree structure with the NEDS System being the top 

level CI and shall show the relationships between the lower level CIs. 

3.7.2.3.  An explanation of the rationale and criteria used in the process of selecting CIs 

shall be provided and be based on the criteria for selection of CIs as detailed in 

ACMP-3 (see 2.1.2.3. ). 

3.7.2.4.  The CIs shall be chosen in a way to assure visibility and ease of management 

throughout the system engineering, integration, test, implementation, and 

Integrated Logistics Support activities and the support to the operational NEDS 

System after acceptance. 

3.7.2.5.  All COTS items shall be designated as CIs. 

3.7.2.6.  Where COTS can be installed in a modular fashion, the description of the CI 

shall unambiguously identify the complete list of installed components. 

3.7.2.7.  All complete hardware elements shall be designated as CIs. 

3.7.2.8.  Additional guidance about CI selection can be found in ACMP-1 (see 2.1.2.1. ) 

and in STANAG 4159 (see 2.1.4.3. ), Annex D. 

3.7.2.9.  The Contractor shall ensure that a configuration identification system is 

established. 

3.7.2.10.  The configuration identification system shall provide the ability to easily trace 

higher and subordinate CIs using configuration item identifiers. 

3.7.2.11.  Every CI shall have a unique identifier. 

3.7.2.12.  The Purchaser reserves the right to modify the CI structure prior to its 

baselining. 
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3.7.3.  Configuration Control 

3.7.3.1.  The Contractor shall maintain a version control system as part of its CM 

program. This version control system shall allow for the unique identification 

of all changes to the CIs, no matter how minor the change.  

3.7.4.  Configuration Status Accounting 

3.7.4.1.  The Contractor shall be fully responsible for the Configuration Status 

Accounting (CSA) for all CIs in accordance with ACMP-4 or his equivalent 

National procedures. 

3.7.4.2.  Under the CSA function the Contractor shall prepare CSA reports in a manner, 

and format which shall be proposed by the Contractor in his CM Program and 

approved by the Purchaser. 

3.7.4.3.  The Contractor shall deliver CSA reports to the Purchaser both as part of 

management products and specialist products in this Contract and also as 

standalone documents at the Purchaserôs request. 

3.7.4.4.  At the end of the Contract, the Contractor shall deliver a set of final CSA 

reports for each CI in both hard copy and in electronic media. 

3.7.5.  Configuration Verification 

3.7.5.1.  Upon request from the Purchaser the Contractor shall support configuration 

audits to demonstrate that the actual status of all CIs matches the authorised 

state of CIs as registered in the CSA reports. 

3.7.6.  Baselines 

3.7.6.1.  For the purpose of this project, a Baseline is defined as one (or a consistent set 

of) CI(s) that have been accepted by the Purchaser and that can therefore be 

used as the basis for subsequent project activities by the Purchaser and by the 

Contractor. 

3.7.6.2.  This section describes the three baselines defined for this project: the 

Functional Baseline, the Developmental Baseline, and the Product Baseline. 

3.7.6.3.  Functional Baseline. 

3.7.6.3.1.  The NEDS SRS shall be considered the Functional Baseline as defined in 

STANAG 4159 (see 2.1.4.3. ). 
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3.7.6.3.2.  The Functional Baseline will be kept under Configuration Control by the 

Purchaserôs Configuration Control Board. 

3.7.6.4.  Developmental Baseline. 

3.7.6.4.1.  The Developmental Baseline for the NEDS shall include the NEDS System 

Design Documentation Package (see 4.5.2. ), the System Test Documentation 

Package (see 11.3. ), and any other documentation deemed appropriate by the 

Contractor to ensure the NEDS requirements are reflected in the system 

during the integration effort, can be demonstrated through a comprehensive 

set of tests, and can be delivered in the form of the Product Baseline. 

3.7.6.4.2.  The initial version of the Developmental Baseline shall be provided to the 

Purchaser for acceptance. Upon Purchaser Acceptance, the Developmental 

Baseline shall be placed under the Purchaserôs NEDS Configuration Control 

Board. 

3.7.6.4.3.  The acceptance of the Developmental Baseline by the Purchaser signifies 

only that the Purchaser agrees to the Contractorôs approach in meeting the 

requirements. This acceptance in no way relieves the Contractor from its 

responsibilities to meet the requirements stated in this Contract. 

3.7.6.4.4.  The Contractor shall keep the contents of the Developmental Baseline under 

Configuration Control and shall keep it current to reflect the progress of the 

project activities. 

3.7.6.5.  Product Baseline. 

3.7.6.5.1.  The Product Baseline to be delivered by the Contractor shall contain the 

configuration documentation of the delivered product CIs at the activation of 

all sites of the NEDS and at any subsequent releases, unless the Purchaser 

states that documentation is not needed. 

3.7.6.5.2.  The Contractor shall deliver the Product Baseline documentation on magnetic 

media (database) suitable for continued life cycle configuration management, 

in a format agreed by the Purchaser. 

3.7.6.5.3.  The initial version of the Product Baseline shall be provided to the 

Purchaser for acceptance. Upon Purchaser Acceptance, the Product Baseline 

shall be placed under the Purchaserôs NEDS Configuration Control Board. 

3.7.6.5.4.  The acceptance of the Product Baseline by the Purchaser signifies only that 

the Purchaser agrees to the Contractorôs approach in meeting the 

requirements. This acceptance in no way relieves the Contractor from its 

responsibilities to meet the requirements stated in this Contract. 
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3.7.6.5.5.  The Contractor shall keep the contents of the Product Baseline under 

Configuration Control, and shall keep it current to reflect the progress of the 

project activities. 

3.7.7.  Configuration Management Tools 

3.7.7.1.  The Contractor shall establish and maintain the baselines referred to above 

using automated tools where appropriate. 

3.8.  Change Control 

3.8.1.  Change Requests 

3.8.1.1.  The Contractor shall establish and maintain a process for identifying, tracking, 

reviewing, reporting, and resolving with the Purchaser all requests for changes 

to NEDS baselines, through Change Requests (see section 13.5. ). 

3.8.1.2.  As described in ACMP-3, Change Requests shall be categorised as follows: 

3.8.1.2.1.  Class 1 Change Requests affect the documentation and baselines managed by 

the Purchaserôs NEDS Configuration Control Board. 

3.8.1.2.2.  Class 2 Change Requests affect the baseline managed by the Contractorôs 

Configuration Control Board and can be approved without Purchaser review. 

3.8.1.3.  The Purchaser will update the SRS to reflect his decision on the Change 

requests. 

3.8.1.4.  The Contractor shall collect and maintain all Change Requests in a Change 

Request Document (see section 13.6. ) throughout the duration of the Contract. 

3.8.1.5.  Upon request, the Contractor shall deliver the Change Request Document to 

the Purchaser, throughout the duration of the Contract. 

3.8.2.  Off-specifications 

3.8.2.1.  An Off-Specification covers errors or omissions found in work already 

conducted or planned for the future, which will result in agreed specifications 

or acceptance criteria not being met. 

3.8.2.2.  Throughout all project implementation activities Off-specifications may be 

identified. 

3.8.2.3.  The Contractor shall establish and maintain a process for identifying, tracking, 

reviewing, reporting and resolving Off-specifications in the Developmental and 
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Product Baselines through Off-specification Reports (ORs) (see section 13.11. 

). 

3.8.2.4.  Off-specification Reports, which document problems with the design, 

configuration, implementation, tests or operation of the NEDS are distinguished 

from Change Requests, which identify proposed changes to the Functional, 

Developmental, or Product Baselines. 

3.8.2.5.  ORs shall be closed when the identified problem is resolved through procedure 

or other action that does not affect the system baselines, or when a 

corresponding Change Request is opened to correct the Off-specification 

through a change to a baseline. 

3.8.2.6.  The Contractor shall collect and maintain all ORs in an Off-specifications 

Document (see section 13.12. ) throughout the duration of the Contract. 

3.8.2.7.  Upon request, the Contractor shall deliver the Off -Specification Document to 

the Purchaser, throughout the duration of the Contract. 

3.8.3.  Project Issues 

3.8.3.1.  A Project Issue is anything that could have an effect on the Project, either 

detrimental or beneficial. (Problem, error, anomaly, risk occurring, query, 

change in the project environment, change request, off-specificationé) 

3.8.3.2.  The Contractor shall establish and maintain a process for identifying, tracking, 

reviewing, reporting, and resolving all project issues. 

3.8.3.3.  The Contractor shall develop and maintain an Issue Log (see section 13.3. ) 

where he shall record and track all project issues regardless of their status. 

3.8.3.4.  Upon Purchaser request, the Contractor shall deliver the Issue Log to the 

Purchaser, throughout the duration of the Contract. 

3.9.  Quality  

3.9.1.  Documentation requirements 

3.9.1.1.  The documentation to be provided by the Contractor under this Contract shall 

consist of the following functional groupings: 

3.9.1.1.1.  Specifications 

3.9.1.1.2.  Plans 
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3.9.1.1.3.  Handbooks 

3.9.1.1.4.  Operating Procedures 

3.9.1.1.5.  Test Reports 

3.9.1.1.6.  Test Procedures 

3.9.1.1.7.  Progress Reports 

3.9.1.1.8.  Review Packages 

3.9.1.1.9.  Training Documentation 

3.9.1.1.10.  Request for Customs forms 

3.9.1.1.11.  Inventory of Provided supplies 

3.9.1.1.12.  Spare Parts Lists 

3.9.1.1.13.  Site Survey reports 

3.9.1.1.14.  As Built drawings 

3.9.1.2.  All documentation provided to the Purchaser shall be written in English 

(preferably United Kingdom Standard).  

3.9.1.3.  The convention to be used for numbers appearing in textual documents is for a 

comma to be the thousands separator and a period to be the decimal separator 

(e.g. 1,365,276.24). The convention to be used for dates appearing in free text 

(e.g. quoting dates of meetings) is day-month-year and not month-day-year. 

3.9.1.4.  The security classification of the documentation shall follow the NATO 

security guidelines. No Contractor-provided documentation shall bear any non-

NATO protective markings. 

3.9.1.5.  The documentation shall be available on electronic media using standard 

software packages at least readable on Microsoft based systems and allowing 

ócut and pasteô so that the Purchaser can easily transfer some of their contents to 

other documents. 

3.9.1.6.  Any documentation shall have a clear title indicating the Contractual 

deliverable it pertains to, a reference and version number, and appropriate 

signatures in signature blocks demonstrating that the documentation has been 

subject to the Contractorôs quality process. 
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3.9.1.7.  Any documentation shall include a óversion historyô block identifying at least 

for the last version the complete list of changes brought to the document since 

the previous version, and clearly indicating any superseded documents 

(including the previous version of the document). 

3.9.1.8.  Each change from the previous version shall be identified at least by Section#, 

Page#, Nature of change. (A summary list is sufficient provided that the 

changes are tracked within the document, e.g. using the óchange trackingô 

mechanism in MS WORD, or some equivalent for other applications). This 

shall apply starting with draft version 0.2. 

3.9.1.9.  The contents of the documentation provided under this Contract shall conform 

to SECTION 13 and SECTION 3  

3.9.2.  Documentation Delivery and Review 

3.9.2.1.  The Contractor shall submit all documentation in electronic and paper format to 

the Purchaser for review and comments as applicable. 

3.9.2.2.  The Contractor shall not provide any Contractual documentation in a partial or 

gradual manner. 

3.9.2.3.  At each review cycle, the Purchaser will state if the document is or is not likely 

to be accepted in its Final version. 

3.9.2.4.  Except otherwise stated for specific documents, the following provisions shall 

apply for any documentation to be provided by the Contractor under this 

Contract. 

3.9.2.4.1.  The Contractor shall provide a first draft (version 0.1) of each deliverable for 

Purchaser review. The first draft shall be substantially complete and correct. 

3.9.2.4.2.  The Purchaser will provide questions, comments, corrections, and suggested 

changes to the Contractor within 4 (four) weeks of receipt. The Purchaser 

reserves the right to return without review a document that has significant 

deficiencies (e.g. a document only including a table of contents). The 

Contractor shall not rely on the Purchaser review to fill in deficiencies or 

obtain missing Purchaser information. 

3.9.2.4.3.  The Contractor shall resubmit the document as a revised draft (version 0.2) 

incorporating the Purchaser's comments within two weeks after receipt. 

3.9.2.4.4.  The Purchaser shall provide comments, corrections, and suggested changes to 

the Contractor within three (3) weeks of receipt. 
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3.9.2.4.5.  The Contractor shall provide the Final (version 1.0) document within two 

weeks of receipt of the Purchaser's comments on the revised draft. 

3.9.2.4.6.  If the document is included as part of the Developmental Baseline or Product 

Baseline, the Contractor shall remain responsible for updating the document 

as required in the course of the project (to correct errors, inconsistencies, 

omissions, etc. and to reflect changes in the system design, system 

implementation, support arrangements) as part of its Configuration 

Management tasks (see 3.7.6. ). 

3.9.3.  Quality Plan 

3.9.3.1.  The Contractor shall establish, execute, document and maintain an effective 

Quality Plan (QP) throughout the Contract lifetime. This QP shall be in 

accordance with the applicable documents. 

3.9.3.2.  The QP shall apply to all services and all products (both management products 

and specialist products) to be provided by the Contractor under this Contract 

(this includes all hardware and software, documentation and supplies that are 

designed, developed, acquired, maintained or used, including deliverable and 

non-deliverable items). 

3.9.3.3.  The QP shall ensure that procedures are developed, implemented and 

maintained to adequately control the design, integration, production, 

purchasing, installation, inspection, testing, configuration management and 

customer support of all services and all products (both management products 

and specialist products), in accordance with the requirements of this Contract. 

3.9.3.4.  The QP shall meet the requirements of ref. 2.1.1.1. . The Contractor shall 

reference applicable ISO directives (see 2.2.1. ) for installation and integration 

activities. 

3.9.3.5.  The QP shall clearly indicate the Quality-related activities, responsibilities, and 

controls for the Contractor and any sub-Contractors. 

3.9.3.6.  The QP shall describe the quality criteria that will be applied to each of the 

deliverables under this Contract (i.e. the documentation as well as the system 

and all of its components). 

3.9.3.7.  The QP shall describe the Bidder's internal process for the quality review of the 

deliverables before their release to the Purchaser. The QP shall show that this 

process ensures all deliverables meet Contractor quality and Project Contract 

standards. 
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3.9.3.8.  The Contractor shall review his QP periodically and audit it for adequacy, 

compliance and effectiveness. 

3.9.3.9.  If the Purchaser detects that the Contractor does not respect the QP as described 

in the PMP, the Purchaser has the right to suspend the Contractorôs activities 

without any compensation for the Contractor until such time as the Contractor 

has resolved all deficiencies with respect to the implementation of the QP. 

3.9.3.10.  The QP shall be the óQualityô section of the PMP. 

 

3.9.4.  Purchaser Quality Assurance Representative 

3.9.4.1.  The Purchaser will enforce his Quality Assurance responsibilities through a 

Purchaser Quality Assurance Representative (QAR). 

3.9.4.2.  As provided under ref. 2.1.4.1. , the Purchaser has the right to delegate some of 

the QAR responsibilities to a National Quality Assurance Representative 

(NQAR). 

3.9.4.3.  The Contractor shall agree to provide all necessary assistance to the QAR or his 

delegated National Quality Assurance Representative (NQAR). The Contractor 

shall make his quality records, and those of his subContractors, available for 

evaluation by the QAR/NQAR throughout the duration of the Contract. Quality 

audits at the Contractor or subContractors premises will in principle only be 

executed by the QAR/NQAR if the documents provided by the Contractor do 

not sufficiently guarantee that a valid Quality system is available. 

3.9.4.4.  References specified in 2.1.1. will be used by the Purchaser as a guide for the 

evaluation of the Contractorôs QP. Such evaluations shall not be used by the 

Contractor to avoid his own responsibility for ensuring that the Quality 

requirements are met. 

3.10.  Project Controls 

3.10.1.  Project Status Report 

3.10.1.1.  The Contractor shall provide, no later than the third working day of each 

month, a Project Status Report (PSR). 

3.10.1.2.  The PSR shall summarise completed, ongoing, and upcoming activities (see 

section 13.4.  for contents). 

3.10.1.3.  The Project Status Report being a monthly document, it shall be subject to the 

following specific review process: 
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3.10.1.3.1.  The Purchaser shall issue comments no later than 2 weeks after receipt of the 

document. 

3.10.1.3.2.  The Contractor shall issue answers to those comments within 1 week after 

their receipt. No comment received within that timeframe means that the 

Contractor agrees to the comments issued by the Purchaser. 

3.10.2.  Meetings 

3.10.2.1.  General 

3.10.2.1.1.  Except otherwise stated in the Contract, the following provisions shall apply 

to all meetings (including ñattendance in personò meetings, video or tele 

conference meetings, reviewsé) to be held under the Contract. 

3.10.2.1.2.  The Contractor shall take meeting minutes, submit them in draft version to 

the Purchaser for approval within 3 working days of the meeting, post the 

final version of them on the Project Website within 3 working days of receipt 

of Purchaser approval, and notify the Purchaser by email. 

3.10.2.1.3.  The participants shall not regard these minutes as a mechanism to change the 

terms, conditions or specifications of the Contract nor as a vehicle to alter the 

design or configuration of equipment or systems. Any such changes shall 

only be made by agreement, amendment or by authorised mechanisms as set 

forth in the Contract. 

3.10.2.1.4.  Any documentation, even in draft format, that may be useful to the Purchaser 

in preparing for meetings and ensuring efficient discussions during the 

meetings shall be provided to the Purchaser no later than 10 working days 

before the meeting. 

3.10.2.2.  Project Review Meetings 

3.10.2.2.1.  The Contractor shall coordinate and hold Project Review Meetings (PRM) 

with the Purchaser. 

3.10.2.2.2.  The PRMs shall be held at least once a month throughout the Contract period 

of performance. 

3.10.2.2.3.  At each PRM, the Contractor shall provide the status of all on-going tasks, 

the status of the Contract deliverables, identify any changes to the PMP, 

PMS, PBS, PFD, SIP, ILSP, Issue Log, Change Requests document, Off-

specifications document, baselines and Risk Log, and identify any problems. 
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3.10.2.2.4.  Problems shall be identified and discussed with the Purchaser NEDS Project 

Manager promptly, however, and not held until PRMs. 

3.10.2.2.5.  The location of PRMs will vary and, when possible, be scheduled with other 

project meetings. 

3.10.2.2.6.  Attendance in person is preferred but via video or telephone conference is 

acceptable when it can be arranged. 

3.10.2.3.  IPMT Meetings 

3.10.2.3.1.  Upon award of this Contract, the Contractorôs Project Manager shall become 

an advisory member of the NEDS IPMT. 

3.10.2.3.2.  The Contractor's Project Manager shall provide inputs to and attend quarterly 

IPMT meetings as requested by the Purchaserôs Project Manager. 

3.10.2.3.3.  All meetings of the NEDS IPMT will take place at the Purchaser premises in 

Brussels, Belgium. 

3.10.2.4.  Design Review 

3.10.2.4.1.  The Contractor shall host a Design Review and conduct it as described in 

Section 4.5.3.  

3.10.2.5.  Security Accreditation Reviews 

3.10.2.5.1.  The Contractor shall conduct quarterly security accreditation reviews as 

described in Section 4.6.  

3.10.2.5.2.  The Purchaser will host the security accreditation reviews. 

3.10.2.6.  Other Meetings 

3.10.2.6.1.  The Purchaser will host all other meetings agreed by both parties unless there 

is a specifically agreed need to review material, witness technical 

demonstrations, or perform any other activity outside of the Purchaserôs 

premises as part of the meeting. 

3.10.2.6.2.  Upon approval by the Purchaserôs Project Manager, the Contractor shall 

schedule, organise, and conduct such meetings. 

3.10.3.  Project Website 
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3.10.3.1.  The Contractor shall establish a NATO UNCLASSIFIED Project Website 

accessible from the Internet. 

3.10.3.2.  The Contractor shall implement an access control mechanism to restrict 

viewing of all contents of the website to a list of users approved by the 

Purchaserôs NEDS Project Manager and administered by the Contractor. 

3.10.3.3.  The Contractor shall establish accounts on the website for up to 30 users 

identified by the Purchaser, in addition to those required by the Contractor's 

own staff (including any subContractors). The Contractor shall provide these 

users with an internet email message providing instructions on how to access 

the site and change their password to one of their choice. 

3.10.3.4.  The Contractor shall maintain on this website all unclassified documents 

managed under the NEDS Configuration Control Board, as soon as they are 

submitted in draft version to the Purchaser. This includes the PMP, the PMS, 

the PBS and PFD, the Change Requests document, the Off-Specification 

document, the SIP, the ILSP, Development and Product baselines, all design 

and test documentation. 

3.10.3.5.  The website shall also include the Contract SOW and SRS, all presentation 

material from all meetings and reviews, the Project Status Reports, the Issue 

Log, the Risk Log, Purchaser-approved minutes of meetings, and background 

and guidance documents referred to in the SOW and SRS. 

3.10.3.6.  The website shall also include all vendor-provided technical documentation 

pertaining to the COTS integrated into the NEDS System. 

3.10.3.7.  The website shall also include other documents as directed by the Contractorôs 

Project Manager or the Purchaserôs NEDS Project Manager. 

3.10.3.8.  The website shall identify all relevant classified documents by title, unless a 

title is itself classified. 

3.10.3.9.  The website shall clearly indicate for each document whether it is part of a 

baseline or not. 

3.10.3.10.  The Contractor shall deliver the NATO UNCLASSIFIED website on a CD-

ROM or DVD -ROM  on a monthly basis so that the Purchaser is able to 

run it from any computer fitted with a Microsoft Operating System (NT, 

Windows 2000, XP , Vista).  

3.10.3.11.  The Contractor shall provide the Purchaser with the NATO UNCLASSIFIED 

website contents on CD-ROM or DVD -ROM on a monthly basis, along 
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with instructions for authorised Purchaser personnel to install it on the 

NATO SECRET domain. 

3.10.3.12.  The Contractor shall enable the Purchaser to replicate and maintain this 

website, with the addition of appropriate NATO RESTRICTED and NATO 

SECRET documentation, on the NATO SECRET domain, using a webserver 

and disk space provided by NATO. 

3.10.4.  Purchaser co-ordination with Other NATO Projects 

3.10.4.1.  The NATO CIS environment will be under continual development by other 

NATO projects that are being implemented in parallel with the NEDS Project. 

3.10.4.2.  The Purchaser will inform the Contractor and provide more detailed 

information concerning the operational environment that may emerge as a result 

of these projects. 

3.10.4.3.  The Contractor shall adapt the NEDS to accommodate this additional 

information. 

3.10.4.4.  The Contractor shall incorporate in his activities the integration, performance, 

and schedule considerations related to the co-ordination of the NEDS with the 

other Purchaser systems to be interfaced with it throughout the duration of the 

project. 

3.10.4.5.  The Contractor shall identify any documents, meeting minutes, or other 

information from these projects it requires to maintain an effective co-

ordination process. 

3.10.5.  Project-level communication 

3.10.5.1.  As a Project-level communication activity, the Contractor shall provide an 

NEDS Information Sheet of maximum 5 pages providing an overview of the 

NEDS system, its functions, interfaces and major components, and its projected 

installation schedule. 

3.10.5.2.  The Contractor shall provide the NEDS information sheet at the beginning of 

the Design Review. 

3.10.5.3.  The Contractor shall make use of a Purchaser-provided encryption tool to send 

and receive NATO RESTRICTED documentation. If such a tool cannot be 

provided by the Purchaser, other means shall be defined and used on a case by 

case basis. 
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3.11.  Independent Verification & Validation (IV&V)  

3.11.1.  The Purchaserôs Project Manager will be supported by an Independent Validation 

and Verification Contractor (IV&V Contractor). 

3.11.2.  The IV&V Contractor may be requested by the Purchaser to perform the following 

activities: 

3.11.2.1.  Delivery inspection and reports. This includes: 

3.11.2.1.1.  system design documentation package assessment 

3.11.2.1.2.  security documentation package assessment 

3.11.2.1.3.  plans assessment 

3.11.2.1.4.  and more generally assessment of project deliverables 

3.11.2.2.  Support to all types of tests. This includes: 

3.11.2.2.1.  attend and monitor the tests performed by the Contractor 

3.11.2.2.2.  evaluate Contractor provided reports 

3.11.2.2.3.  provide independent reports 

3.11.2.3.  Testing. This includes: 

3.11.2.3.1.  Design and execute independent tests of NEDS and provide corresponding 

reports 

3.11.2.3.2.  Design and provide security accreditation evaluation plan, procedures and 

scripts; execute corresponding tests; and provide corresponding reports 

3.11.2.4.  Monitor Contractor activities at Contractorsô facilities 

3.11.2.5.  Attend any meeting as requested by the Purchaser 

3.11.3.  The Contractor shall fully support such activities and in particular: 

3.11.3.1.  Host inspection visits by the IV&V Contractor 

3.11.3.2.  Make himself available for answering questions and furnishing information 

related to the project 
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3.11.3.3.  Allow the IV&V Contractor to inspect and monitor testing activities 

3.11.3.4.  Allow the IV&V Contractor to inspect and monitor Contractorôs processes 

applicable to this project 

3.11.3.5.  Provide the IV&V Contractor with all necessary documentation, technical data 

and support 
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SECTION 4  WORK PACKAGE 2  (BASIC): SYSTEM 

ENGINEERING, INTEGRA TION, TEST, AND SITE  

SURVEYS 

4.1.  General 

4.1.1.  This section outlines the System Engineering, Integration, Test and Sites Surveys 

Task Area of the NEDS Contract. 

4.1.2.  The Contractor shall be responsible for the overall design, integration, and system 

engineering of the NEDS throughout the Contract period of performance. 

4.1.3.  The Contractor shall develop the initial System Design Specification based on an 

analysis of the Purchaser's requirements. 

4.1.4.  The Contractor shall integrate all necessary components to establish the NEDS 

Product Baseline, and plan and execute a series of tests to confirm that this 

baseline meets its functional, security, interface, and interoperability requirements. 

4.1.5.  The Contractor shall perform the activities described in this section considering 

that the NEDS will be eventually connected to all NEDS Affiliates (including 

options). In other words, the additional activities to be performed as part of the 

options shall be reduced to the minimum. 

4.2.  Performance Start Date (PSD) 

4.2.1.  The PSD for work described in this section shall be EDC (Effective Date of 

Contract). 

4.2.2.  Except otherwise stated, the delivery dates of the associated deliverables are 

provided in the SSS (Schedule of Supplies and Services). 

4.3.  Orientation Workshop 

4.3.1.  The Contractor shall conduct a workshop (at a Purchaser-provided facility at 

SHAPE, Mons, Belgium) to orient the NEDS Administrators and the NEDS 

Affiliates Administrators on the overall system design and capabilities. As part of 

this workshop, the Contractor: 

4.3.1.1.  shall provide overview briefings on the NEDS system, and lead question and 

answer sessions with the attendees, 

4.3.1.2.  shall provide information about System Implementation, 
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4.3.1.3.  shall collect any necessary information from the NEDS Administrators and the 

NEDS Affiliates Administrators to perform the design activities. As necessary, 

the Contractor shall conduct further actions/discussions with the NEDS 

Administrators and the NEDS Affiliates Administrators. 

4.3.2.  This workshop is a key meeting in the course of the Project. As any other meeting 

it shall be subject to the provisions of paragraph 3.10.2. of this SOW. 

4.4.  System Requirements Analysis and Review 

4.4.1.  Review of the requirements 

4.4.1.1.  The Contractor shall review the NEDS System Requirements Specification 

(SRS) and all applicable documents, meet and communicate with NATO 

subject matter experts as necessary, and present its findings in terms of 

proposed changes to the SRS based on system cost, schedule, or performance 

impacts. 

4.4.1.2.  The Contractor shall also identify any inconsistencies within the requirements. 

4.4.1.3.  The Contractor shall host and conduct a System Requirements Review (SRR) to 

present and discuss its findings and proposed changes to the requirement 

baseline for the design and integration of the NEDS. The purpose of this review 

is to agree upon the requirement baseline for the design and integration of the 

NEDS system. 

4.4.2.  Change Requests 

4.4.2.1.  Upon completion of the SRR, the Contractor shall identify any proposed 

changes to System Requirements Specification in the form of one or more 

Change Requests. These Change Requests shall be addressed according to the 

processes implemented by the Contractor to meet the requirements of section 

3.8.1.  

4.4.2.2.  The Purchaser shall update and provide an updated Functional Baseline/SRS as 

necessary to reflect the decision of the NEDS CCB on these Change Requests. 

4.4.2.3.  The Contractor shall use this updated Functional Baseline/SRS as the basis for 

the NEDS system design and subsequent activities.  

4.5.  System Design 

4.5.1.  Design activities 
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4.5.1.1.  The Contractor shall review the Purchaser-provided Initial System Design (ref 

2.3.1. ). 

4.5.1.2.  The Contractor shall consider this Initial System Design as a document for 

information which should be helpful to conduct its design activities. Therefore, 

the Contractor shall NOT consider the Initial System Design as a binding 

document. 

4.5.1.3.  The Contractor shall conduct the necessary Design Activities and develop its 

own complete design of the NEDS at the Preliminary and Critical levels, 

including all interfaces to other systems to meet the System Requirements 

Specification (SRS). 

4.5.1.4.  The Contractor shall obtain from the NEDS Affiliates their schema and data 

model, as well as any necessary information, to develop the Design 

Documentation Package. 

4.5.1.5.  The Contractor shall develop the agreements between the NEDS and the NEDS 

Affiliates so that the interfaces ï protocols, formats, schedule, constraints, etcé 

- are clearly defined. The actual implementation of the agreements shall take 

place during system implementation. 

4.5.1.6.  The Contractor shall make sure that the agreements are not redundant and are 

not contradictory with the existing synchronisation mechanism(s) if those 

mechanism(s) is(are) planned to be maintained by NATO. 

4.5.1.7.  The Contractor shall be responsible to obtain agreement signature of all parties. 

4.5.1.8.  Based on the NEDS design and the various agreements between the NEDS and 

the NEDS affiliates, the Contractor shall conduct a network simulation and 

deliver the resulting report, to estimate the impact - on the NSWAN - of the 

operation of the NEDS. 

4.5.1.9.  The Contractor shall update the NCSA OI A-02-02 (see 2.1.5.2. ) to include any 

necessary NEDS-related elements (e.g.: ACP 133 object classes and attributes, 

NEDS-specific extensions to the ACP 133 schema). 

4.5.1.10.  The Contractor shall keep the design documentation package up to date with 

respect to the site surveys results. 

4.5.1.11.  Based on 2.3.7. the Contractor shall  perform a security risk assessment, i.e. 

identify all threats, vulnerabilities, as well as a list of mandatory and 

recommended countermeasures. The Contractor shall apply one of the 

following risk assessment methodologies: EBIOS, PILAR, CRAMM. 
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4.5.1.12.  Based on 2.3.5. the Contractor shall describe all security measures required to 

counter the risks identified in the security risk assessment. For each security 

measure already included in the CSRS, the Contractor shall either justify that 

the security measure is required, or demonstrate that the security measure is not 

required. The Contractor shall raise a Change Request for each new security 

measure. 

4.5.1.13.  The NEDS system Design shall cover all sites identified for this project. 

4.5.2.  System Design Documentation Package 

4.5.2.1.  The Contractor shall establish, deliver and maintain the NEDS System Design 

Documentation Package, comprising: the System Design Specification, the 

Interface Control Documents, the System Security documentation, the 

Requirements Traceability Matrix. 

4.5.2.1.1.  System Design Specification (SDS) 

4.5.2.1.1.1  The System Design Specification shall describe the NEDS System to a 

level of detail that is sufficient for the Purchaser to be able to understand 

how: 

4.5.2.1.1.1.1  The requirements in the SRS and the security requirements (see 

4.5.1.12. ,  4.5.2.1.3. ) will be implemented, and 

4.5.2.1.1.1.2  The NEDS will be operated and managed (overall description). 

4.5.2.1.1.2  In particular, the System Design Specification shall address the NEDS 

Operational Requirements (SRS SECTION 8 ). 

4.5.2.1.1.3  The System Design Specification shall be developed as per the detailed 

contents indicated in section 13.7.  

4.5.2.1.2.  Interface Control Documents 

4.5.2.1.2.1  Each direct interface between the NEDS and other systems (notably 

NEDS Affiliates) shall be documented in an Interface Control Document 

(ICD). 

4.5.2.1.2.2  In particular, the ICDs shall include: 

4.5.2.1.2.2.1   a detailed description of the interfaces with the NEDS Affiliates and 

NATO Staff Users, including any ñconfiguration settingsò and 

agreements to enable synchronisation as described in this document 
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4.5.2.1.2.2.2  A detailed description of how the system shall interface with all 

elements identified in SRS SECTION 6 . 

4.5.2.1.2.3  Where work was conducted by the Contractor under this Contract to 

document the design of any system to be interfaced to the NEDS, the 

results of that work shall be included in the relevant ICD. This includes 

the results of 4.5.1.4.  

4.5.2.1.2.4  The ICDs shall be developed in accordance with section 13.15. . 

4.5.2.1.3.  System Security Documentation 

4.5.2.1.3.1  The Contractor shall develop and maintain the NEDS System Security 

Documentation, based on the System Security Documentation Package 

provided by the Purchaser (ref 2.3.5. , 2.3.6. , 2.3.7. ), to support the 

security accreditation process. 

4.5.2.1.3.2  The NEDS System Security Documentation to be developed, maintained 

and delivered by the Contactor shall comprise the following documents: 

the Security Risk Assessment (SRA), the CSRS (based on Bi-SC AIS 

CSRS ref 2.1.5.3. ), System Interconnection Security Requirement 

Statement (SISRS form, annex B to ref 2.1.5.3. ), Security Operating 

Procedures (SecOPS) (generic and site-specific), the Security 

Test&Evaluation Plan (ST&E Plan, generic and site-specific) and the 

ST&E Results (site-specific). 

4.5.2.1.3.3  The Puchaser will maintain the Security Accreditation Plan (SAP, see 

2.3.6. ). 

4.5.2.1.3.4  The CSRS shall comply with ref 2.1.6.11. and ref 2.1.5.3. , and shall 

address the community of NEDS Elements, the interconnections between 

NEDS Elements and the interconnections between NEDS Elements and 

NEDS Affiliates. 

4.5.2.1.3.5  The Site-Specific Security Compliance Certificate and Interconnection 

Request shall include site-specific security accreditation details to be 

defined by each site (including LAN configurations and WAN 

connectivity arrangements). 

4.5.2.1.3.6  The SecOPs shall be derived from ref 2.1.5.3. and 2.1.6.12. . Generic 

NEDS SecOPs and Site-Specific NEDS SecOPs shall be developed. 

4.5.2.1.3.7  The System Security Documentation shall identify in any COTS products 

included in the system any feature required not to be implemented or 

required to be disabled. 
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4.5.2.1.3.8  The contents of the System Security Documentation shall not refer to the 

SDS for further information. Therefore each document in the System 

Security Documentation shall include all relevant information taken from 

the SDS as required to understand its contents (e.g. information as to the 

definition of each security function, how it is implemented, how it is to 

be operated.). 

4.5.2.1.3.9  The Purchaser will provide the SRA, the CSRS, the Site-Specific 

Security Compliance Certificate and Interconnection Request, the 

SecOPs (Generic and Site-Specific), the ST&E Plans (Generic and Site-

Specific) and the Site-Specific ST&E Results to the NATO CIS Security 

Accreditation Board (SAB) for approval. 

4.5.2.1.3.10  The Contractor shall refer to the SAP (see 2.3.6. ) for details about the 

Security Accreditation Process. 

4.5.2.1.4.  Requirements Traceability Matrix 

4.5.2.1.4.1  The Contractor shall develop and maintain a Requirements Traceability 

Matrix that establishes a complete cross-reference between on the one 

hand the requirements stated in the SRS, the NEDS CSRS and on the 

other hand the detailed contents of the SDS in terms of SDS statements 

and lowest-level CIs (see section 3.7.2.  for the definition of CIs). 

4.5.2.1.4.2  The minimum contents of the Requirements Traceability Matrix are 

listed in section 13.8. . 

4.5.2.2.  The duration of the review cycle for the NEDS System Design Documentation 

Package shall be 6 (six) weeks instead of the 4 (four) weeks indicated in section 

3.9.2.4.2. . 

4.5.2.3.  Purchaser review and acceptance of the System Design Documentation Package 

shall not imply Purchaser acceptance of the NEDS Design. It remains the sole 

responsibility of the Contractor to prove the design through the regime of 

testing set forth in the Contract and it will be the sole responsibility of the 

Contractor in the event that the system proves deficient in meeting the 

Contractual requirements. 

4.5.2.4.  As part of the Configuration Management activities, and like any other 

management product or specialist product, the Contractor shall update the 

System Design Documentation Package to reflect changes, at least at each of 

the following major milestones: a new design review, the start of a test phase, 

the completion of all tests activities, the start of the deployment, the PSA of the 

last deployed site. 
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4.5.2.5.  In order to maintain clear consistency throughout all documents in the System 

Design Documentation Package, any update of any of the documents comprised 

in the System Design Documentation Package shall result in re-delivery of a 

new version of the complete System Design Documentation Package. 

4.5.3.  Design Reviews 

4.5.3.1.  The Contractor shall conduct Design Reviews (Preliminary Design Review 

(PDR) and Critical Design Review (CDR)) to present the NEDS Design 

Documentation Package. The Contractor shall include the following areas in the 

Design Review: 

4.5.3.1.1.  NEDS overall system architecture and interactions 

4.5.3.1.2.  System functionality, modularity and interfaces, breakdown into lowest-level 

Configuration Items (see section 3.7.2.  for CIs identification) 

4.5.3.1.3.  Off-the-shelf products to be used in the system: the Contractor shall identify 

the intended product and version, and note if any additional elements (such as 

macros or plug-ins) are required 

4.5.3.1.4.  Interfaces with other relevant systems (in particular with NEDS Affiliates) 

4.5.3.1.5.  System security design: Presentation of the Risk Assessment Methodology 

that the Contractor intends to use for the Project, Results of the Risk 

Analysis, Definition and implementation of the Security measures to counter 

the risks identified in the Security Risk Assessment. This presentation shall 

be done as a separate item. 

4.5.3.1.6.  Sequence and scope of system tests of the Developmental Baseline and any 

requirements for Purchaser support and participation 

4.5.3.1.7.  Any change request or off-specification 

4.5.3.1.8.  Any changes to the PBS and PFD 

4.5.3.1.9.  Any changes to the PMS 

4.5.3.1.10.  Cost considerations 

4.5.3.1.11.  Risk assessment of proposed changes and an update of the Risk Log and 

Issue Log 

4.5.3.1.12.  Requirements Traceability Matrix 
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4.5.4.  The Contractor shall provide a Design Review Report. 

4.5.5.  The Contractor shall update the Design Documentation Package as per the 

result of the Design Review. 

4.6.  Security Accreditation Reviews 

4.6.1.  The Contractor shall conduct security accreditation reviews with the Purchaser and 

the Purchaserôs Security Accreditation Board. 

4.6.2.  During these reviews the Contractor shall present the necessary information to the 

review board, including: Risk Assessment Methodology used for the Project, the 

Results of the Risk Analysis, the Definition and implementation of the Security 

measures to counter the risks identified in the Security Risk Assessment, the 

security tests plan, procedures, and results. 

4.6.3.  The Contractor shall deliver to the Purchaser all the necessary Documentation to 

support the Security A ccreditation Reviews at least 2 weeks before the review. 

4.7.  System Integration 

4.7.1.  The Contractor shall be responsible for integration of the NEDS System. This 

means both the integration of the various HW products and SW products that 

constitute the NEDS System and the integration of the NEDS System with the 

existing NATO systems specified in the SRS. 

4.7.2.  The Contractor shall make use of testbeds to perform this integration and to 

conduct tests (see SOW section 4.8. for Factory Acceptance Tests, section 4.9. for 

Certification Tests, and SOW section 5.6.8.1. for Reference Tests). 

4.8.  Factory Acceptance Tests (FAT) 

4.8.1.  The Contractor shall conduct Factory Acceptance Tests (FAT) as defined below 

and in compliance with the overall System Testing Process detailed in SECTION 

11 SECTION 11. 

4.8.2.  The Factory Acceptance Tests shall NOT start before the Design Reviews are 

considered successful by the Purchaser. 

4.8.3.  The Contractor shall coordinate the Certification Tests date no later than three (3) 

weeks before the start of the Factory Acceptance Tests. 

4.8.4.  The duration of the Factory Acceptance Tests shall be no less than 1 week and no 

more than 2 weeks, exclusive of any preparation time. 
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4.8.5.  The Contractor shall install, configure, and integrate the Factory Acceptance 

Testbed at the Contractor premises. This includes the installation, the 

configuration, the integration and the population of the ñbasic NEDS 

Affiliatesò. 

4.8.6.  The Purchaser will provide the schemas of the ñbasic NEDS Affiliatesò. 

4.8.7.  The equipment brand name and type used on the Factory Acceptance Testbed to 

represent the system shall be the same as the ones used for the Certification 

Testbed. 

4.8.8.  The System version used for the Factory Acceptance Tests shall be the initial 

Product Baseline to be installed in the Certification Tesbed. 

4.8.9.  During the Factory Acceptance Test the Contractor shall demonstrate the 

compliance with the SRS to the maximum extent (i.e. all tests that can be 

performed as part of the Factory Acceptance Tests shall be performed). 

4.8.10.  The Contractor shall provide all OEM Manuals and the initial versions of all 

Custom Manuals as specified in SOW 6.8.  together with the System Tests 

Documentation Package supporting the Factory Acceptance Tests. 

4.8.11.  The Purchaser reserves the right to observe the tests and to have the Contractor 

perform additional selected testing tasks. These potential additional testing tasks 

shall be performed to the Purchaser's satisfaction before the Factory Acceptance 

Tests are accepted by the Purchaser. 

4.9.  Certification  Tests 

4.9.1.  The Contractor shall conduct Certification Tests as defined below and in 

compliance with the overall System Testing Process detailed in SECTION 11 

SECTION 11. 

4.9.2.  The Certification Tests shall NOT start before the Design Documentation Package 

is accepted by the Purchaser. 

4.9.3.  The Certification Tests shall NOT start before the Factory Acceptance Tests are 

conducted and accepted by the Purchaser. 

4.9.4.  The Contractor shall coordinate the Certification Tests date no later than three (3) 

weeks before the start of the Certification Tests. 

4.9.5.  The duration of the Certification Tests shall be no less than 2 weeks and no more 

than 4 weeks, exclusive of any preparation time. 
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4.9.6.  As per 3.4.1.11. , for the Certification Tests the Purchaser will provide, at the 

NC3A The Hague (The Netherlands), the facilities, external equipment, and 

interface configurations required to test and verify compliance of the NEDS to the 

Contract requirements. In particular, the Purchaser will provide: 

4.9.6.1.  schema and sample data of the ñbasic NEDS Affiliatesò 

4.9.6.2.  schema and sample data of the ñoptional NEDS Affiliate(s)ò (if possible) 

4.9.6.3.  NCTF Testbed 

4.9.7.  The Contractor shall deliver, install, configure, and integrate the NEDS 

Certification  Testbed into the Purchaser testbed systems at the NC3A The Hague. 

After successful completion of the Certification tests the Contractor shall install 

the Certification Testbed at NCSA HQ (Mons, Belgium), as the NEDS Reference 

System (see 5.5.7. ). 

4.9.8.  The equipment brand name and type used to implement the NEDS system on the 

Certification Testbed shall be the same as the one used for the Reference Ssystem 

implementation at the sites. 

4.9.9.  The System version used for the Certification Tests shall be the initial Product 

Baseline to be installed in the sites. 

4.9.10.  The Contractor shall make sure that the Certification Testbed is representative of 

the reality and that therefore representative tests can be carried out. 

4.9.11.  During the Certification Tests the Contractor shall: 

4.9.11.1.  demonstrate that all components of the NEDS have been integrated to meet the 

NEDS internal requirements of the SRS as well as security requirements 

defined in the NEDS CSRS. 

4.9.11.2.  demonstrate that the NEDS meets all of the interface requirements of the SRS, 

the NEDS CSRS, NEDS SISRS and the ICDs. 

4.9.11.3.  demonstrate that the NEDS meets all of the accreditation requirements and is 

ready for fielding and use. 

4.9.11.4.  demonstrate that the NEDS schema is validated against the NCTF Testbed. 

4.9.11.5.  demonstrate the following plans and procedures to be developed by the 

Contractor: 
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4.9.11.5.1.  installation and activation plans (see 13.14. ). Specifically the Contractor 

shall show that that plan is suitable and effective in ensuring a smooth 

activation and avoiding any loss of site or data (in particular NEDS Affiliates 

data), while maintaining service availability and performance as stated in the 

Contractual requirements 

4.9.11.5.2.  back-out plan and procedures  

4.9.11.5.3.  disaster recovery plan and procedures (see 6.8.8.9. ),  

4.9.11.5.4.  backup plan and procedures (see 6.8.8.9. ). 

4.9.12.  Security Implementation Verification Procedures 

4.9.12.1.  The Contractor shall also demonstrate the initial and any updated Security 

Implementation Verification Procedures (SIVP) for the NEDS as part of 

Certification Testing. 

4.9.12.2.  Upon Purchaser approval, the Contractor shall provide a copy of the SIVP for 

NEDS for review by the NEDS Security Accreditation Board. 

4.9.13.  The Contractor shall provide all the final versions of all Custom Manuals as 

specified in SOW 6.8.  together with the System Tests Documentation Package 

supporting the Certification testing. 

4.9.14.  The Contractor may defer the testing of some requirements - such as performance 

and reliability - to later test phases (e.g. the Benchmarking Tests (see 5.11. )). 

4.9.15.  The Certification Tests shall NOT include tests already performed as part of the 

Factory Acceptance Tests if those tests have no added value. 

4.9.16.  Notwithstanding with the requirements of this section, the Purchaser reserves the 

right to observe the tests and to have the Contractor perform additional selected 

testing tasks to confirm compliance. These potential additional testing tasks shall 

be performed to the Purchaser's satisfaction before any NEDS Element may be 

installed at a site. 

4.10.  Site Surveys 

4.10.1.  General 

4.10.1.1.  The Contractor shall conduct site survey preparatory work, visit each NEDS 

site, provide an Introductory Briefing to the site, survey relevant facilities, 

interview site personnel, and collect data to support site preparation and 

implementation. 
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4.10.1.2.  Based on the contents of the Project Management Plan, the Contractor shall 

develop and deliver the initial version of the System Implementation Plan 

(SIP) which shall include the following information out of the overall contents 

prescribed in 13.14. for this document: 

4.10.1.2.1.  The Contractor approach to all system implementation tasks 

4.10.1.2.2.  The Contractor organisation and key personnel involved in system 

implementation 

4.10.1.2.3.  The overall schedule for the implementation activities, including site surveys, 

site preparation and site installation 

4.10.1.3.  The Contractor shall NOT start site surveys before Purchaser acceptance of the 

initial version of the System Implementation Plan. 

4.10.1.4.  The Contractor shall insure coherence between the System Design 

Documentation Package and the Sites Surveys results. Therefore, the System 

Design Documentation Package shall be updated accordingly, as required in 

3.7.1.4. . 

4.10.1.5.  The Contractor can schedule site surveys prior to Purchaser approval of the 

initial version of the System Implementation Plan, but any long-lead item 

purchases or other financial obligations made by the Contractor following these 

site surveys will not be claimed unless they are reflected in the system baseline 

agreed to by the Purchaser at or after the Design Review. 

4.10.2.  Site Survey Preparatory work 

4.10.2.1.  Site Survey workbook 

4.10.2.1.1.  The Contractor shall prepare a Site Survey WorkBook (SSWB) of 

checklists, fill-in forms, installation sketches, contact information, 

installation specifications, site data (including any reusable software licenses) 

to be collected by the Contractor during the site survey, and any other 

documentation required to perform site surveys.  

4.10.2.1.2.  This workbook shall be available for Purchaser review and comment before 

the first site survey, and shall be maintained and updated as necessary during 

the site survey process. 

4.10.2.1.3.  Upon acceptance of the Site Survey Workbook by the Purchaser, the 

Contractor shall distribute the Site Survey Workbook to the sites for 

preparation of the Site Surveys. 
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4.10.2.2.  The Contractor shall provide the Purchaser with the Contractorôs proposed site 

survey agenda, the presentation material that the Contractor intends to use, the 

Contractorôs attendance list. Based on agreement from the Purchaser, the 

Contractor shall organise and conduct the Site Survey. 

4.10.3.  Introductory briefing 

4.10.3.1.  The Introductory Briefing shall not assume other than basic knowledge of the 

project by the site personnel. 

4.10.3.2.  The Introductory Briefing shall be an introduction to the NEDS outlining the 

system requirements, describing the system functionalities, the sites to be 

implemented, the project timelines, the goals and objectives of the Site Survey 

process, and the notional implementation identified for the surveyed site and to 

be refined through the Site Surveys activities. 

4.10.4.  Survey of the site facilities 

4.10.4.1.  During the Site Surveys activities the Contractor shall determine the necessary 

installation preparations and support arrangements and collect all system 

implementation-relevant information. This shall include: 

4.10.4.1.1.  identification of the NEDS Administrators, 

4.10.4.1.2.  identification of the NEDS Affiliates Administrators and Points of Contact, 

4.10.4.1.3.  identification of the NEDS affiliates in terms of number, location, current 

configuration and connectivity to be established with each of them.  

4.10.4.1.4.  analysis of the training needs, 

4.10.4.1.5.  estimate of the on-site training requirements, based on the numbers of First-, 

Second- and Third-Level Support staff identified by the Site POC, 

4.10.4.1.6.  identification of any input (item of equipment, documentation, information) 

or work required from the Purchaser and from the Site with indication of 

suspense date, 

4.10.4.1.7.  as per site-provided information, identification of the facilities where the 

NEDS equipment (NEDS Elements, NEDS Administration platforms and 

NEDS Reference System) will have to be installed, together with each 

facilityôs zone level (see 2.1.3. ), 

4.10.4.1.8.  identification of any potential TEMPEST-related requirement for the NEDS 

equipment (see 2.1.3. ), 
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4.10.4.1.9.  list of all system CIs (nature and quantities) to be installed in the site. 

4.10.4.2.  At the end of the Site Survey the Contractor shall present his site engineering 

and installation drawing(s). 

4.10.4.3.  After completion of the Site Survey at any site, and further to upgrading the 

System Implementation Plan, the Contractor shall re-issue the System 

Implementation Plan to the Purchaser. 

4.10.4.4.  Site specific-requirements 

4.10.4.3.1. 4.10.4.4.1.  Notwithstanding the requirements related to storage and backup 

solutions (see SRS 9.3. and 9.4. ), sSome Purchaser locations have 

standardized site-specific equipment (e.g. specific brand names for servers), 

which may differ from the project baselines at a site, to reduce operations and 

maintenance costs or to use existing facilities in the most efficient 

manner.server, storage area network, workstation, and/or printer equipment 

to reduce operations and maintenance costs or to use existing facilities in the 

most efficient manner. 

4.10.4.3.2. 4.10.4.4.2.  The Contractor shall determine if site-specific equipment is 

required at a location as part of any Site Survey performed under this 

Contract. 

4.10.4.3.3. 4.10.4.4.3.  If site-specific equipment is required, the Contractor shall 

identify this in an updated version of the SIP and shall issue an Engineering 

Change Proposal (ECP). 

4.10.4.3.4. 4.10.4.4.4.  In the ECP, the Contractor shall identify any requirements of 

the NEDS Design Specification it believes will not be met due to differences 

between the site-specific equipment and the standard baseline. 

4.10.4.4.5.  If these exceptions to the System Design Specification are accepted by the 

Purchaser and incorporated into the Contract as formal amendments, the 

Contractor is not required to demonstrate, as part of its Site Activation work, 

that the associated System Design Specification requirement has been met. In 

such a case, the Contractor shall update the System Design Specification to 

reflect site-specific situations. 

4.10.4.5.  Software license reuse 

4.10.4.5.1.  The Contractor shall collect information about any on-site existing licenses 

which might be reused for NEDS purposes. 
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4.10.4.3.5. 4.10.4.5.2.  If  on-site existing licenses are to be reused, the Contractor shall 

identify this in an updated version of the SIP and shall issue an Engineering 

Change Proposal (ECP). 

4.10.5.  The Contractor shall identify all facilities support, including modifications or 

additions, required. After coordination with the Purchaser NEDS Project Manager, 

this notification shall be in the form of a letter to the site POC, with a copy to the 

Purchaser NEDS Project Manager, accompanied by engineering drawings, 

checklists, or any other supporting information. Facilities support issues that 

represent Medium or High risk items shall be reflected in the Risk Log. 

4.10.6.  The Contractor shall produce and deliver a Site Survey Report for each site. For 

each site, this report can be the SSWB filled in with the result of the site survey at 

that site. 
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SECTION 5  WORK PACKAGE 3  (BASIC): SYSTEM 

IMPLEMENTATION  

5.1.  General 

5.1.1.  This section outlines the System Implementation Task Area of the NEDS Contract. 

5.1.2.  The Contractor shall upgrade his SIP into a final version of that document, 

covering all system implementation activities. 

5.1.3.  The system implementation activities shall take place as per the below order: 

5.1.3.1.  1/ Installation and activation of the NEDS Reference System at NCSA HQ 

(Mons, Belgium), and provision of on-site training 

5.1.3.2.  2/ Installation and activation of the NEDS operational site at SHAPE/Mons 

(Belgium), and Provision of on-site training 

5.1.3.3.  3/ Installation and activation of the NEDS operational site at Brunssum, and 

Provision of on-site training 

5.1.4.  Throughout the whole system implementation activities the Purchaser will retain 

all following administrator privileges, which will therefore not be granted to the 

Contractor: NEDS Affiliates Administrator, Enterprise Administrator, Domain 

Administrator privileges. 

5.1.5.  Although the Purchaser will provide the facilities in which the NEDS will be 

installed and the external systems to which it will be interfaced, the Contractor 

shall be responsible for timely and complete delivery and installation of all 

relevant supplies provided under this Contract. Installation may involve fabrication 

of mounts, brackets and/or installation kits. The Contractor shall solve all 

integration and interface problems that may occur during the NEDS installation, 

and the responsibility for the system's operation, support, and performance rests 

solely with the Contractor until Partial System Acceptance (PSA) of the site.  

5.1.6.  The Purchaser reserves the right to suspend the Contractor's installation or 

activation work for up to two working days to avoid interfering with or disrupting 

a critical operational event. 

5.1.7.  During the installation activities, should the Contractor receive any indication of a 

possible requirement for a suspension, this shall be made known immediately to 

the Purchaser. 
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5.1.8.  The addition of a site shall not impact any site for which PSA is already 

pronounced.  

5.2.  Performance Start Date (PSD) 

5.2.1.  The PSD for work described in this section shall be submitted to the completion of 

a set of activities which all together lead to a milestone that must be successfully 

passed. 

5.2.2.  The milestone is successfully passed at the Purchaserôs Acceptance of the 

following deliverables and milestones: 

5.2.2.1.  The Design documentation package is accepted by the Purchaser and the 

Design Reviews are successful (Purchaserôs Acceptance of CLIN 1.2.3). 

5.2.2.2.  The Certification Tests in The Hague are successful and the test report is 

accepted by the Purchaser (Purchaserôs Acceptance of CLIN 1.2.6). 

5.2.2.3.  The Site Surveys are performed and the reports are accepted by the Purchaser 

(Purchaserôs Acceptance of CLIN 1.2.7). This includes the acceptation by the 

Purchaser of the initial version of the SIP (CLIN 1.2.7.1). 

5.2.3.  Except otherwise stated, the delivery dates of the associated deliverables are 

provided in the SSS (Schedule of Supplies and Services). 

5.3.  System Implementation Plan (SIP) 

5.3.1.  The Contractor shall upgrade the initial version of the SIP (see 4.10. ) into a final 

SIP to fully describe his system implementation plan and activities, and to meet all 

contents requirements for this document as laid out in section 13.14.  

5.3.2.  The final version of the SIP shall be provided to the Purchaser for acceptance. 

Upon Purchaser Acceptance, the SIP shall be placed under the Purchasersô NEDS 

Configuration Control Board. 

5.3.3.  The Contractor shall structure the SIP so that general implementation information 

is maintained in the body of the plan and site-specific details (including details 

concerning Reference System installation site) are kept as annexes. 

5.3.4.  The Contractor shall update and maintain the SIP to reflect the findings and results 

of the Site Surveys activities and in relation with the progress of installation and 

activation activities, as requested in 3.7.1.4. . 

5.3.5.  The acceptance of the SIP by the Purchaser signifies only that the Purchaser agrees 

to the Contractorôs approach in meeting the requirements. This acceptance in no 
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way relieves the Contractor from its responsibilities to meet the requirements 

stated in this Contract. 

5.3.6.  The back-out plan section to the SIP shall be used if the installation of any 

component of the NEDS is found to be interfering with the operation of other 

Purchaserôs systems (e.g. NEDS Affiliates, desktop applicationsé). 

5.3.7.  The back-out plan section to the SIP shall enable deactivation and/or removal of 

all installed NEDS components and restoration of existing services without 

disruption of those services. The implementation of the back-out plan shall cause 

no loss or corruption of data in any of the existing systems, and in particular in any 

of the NEDS Affiliates. 

5.3.8.  The installation and activation dates reflected in the SIP shall be co-ordinated by 

the Contractor with the Purchaser and the Site POCs to accommodate site-specific 

requirements, exercises, holiday periods, and other considerations. Any such dates 

and any revision of these dates shall be coordinated with the Purchaser and the 

relevant sites at least four (4) weeks before the start of the relevant activities.  

5.3.9.  The system implementation activities might generate outages in some sites. This 

includes potential outages on NEDS Affiliates. The Contractor shall ensure that 

these potential outages will be kept short (less than 3 hours in duration), planned 

(approved by the Purchaser at 48 hours in advance based on a Contractor-provided 

plan to restore functionality within 30 minutes), localised (limited to areas agreed 

to by the Purchaser), and if possible carried out during week-ends. 

5.3.10.  The installation plan section to the SIP shall detail all installation procedures that 

the Contractor intends to apply. 

5.3.11.  The installation plan section to the SIP shall show that the installation activities 

only cause minimal disruption to the NEDS Affiliates and to the User desktop 

applications. 

5.4.  Preparations for Installation 

5.4.1.  The Contractor shall carry out any required activity to obtain all required 

TEMPEST certification for any piece of equipment for which a TEMPEST-related 

requirement was identified. Any required evidence of TEMPEST certification 

shall be obtained from a NATO-agreed test laboratory. 

5.4.2.  The Contractor shall provide each site POC, with a copy to the NEDS Project 

Manager, with a draft list of hardware and software to be shipped, and a list of 

Contractorôs personnel that will be involved in site installation and activation 

work with indication of their level of security clearance.  
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5.4.3.  The Contractor shall monitor the progress of any required Site facilities 

preparations, and the progress of any required provision of input by the Purchaser 

and the Site, to ensure timeliness and quality of the preparatory work required 

from the Purchaser. The Contractor shall ensure that anything that may delay 

installation is brought to the attention of the NEDS Project Manager promptly. 

5.4.4.  The Contractor shall prepare and conduct a Site Verification Survey no later than 

2 months prior to installation activities at the site. The purpose of this Site 

Verification Survey is to verify that the information provided by the site is still 

valid, and to perform any necessary updates to the system implementation 

documentation. 

5.4.5.  The Contractor shall up-issue the updated System implementation Plan 

immediately after the Site Verification Survey and no later than 2 weeks before the 

Site installation. 

5.5.  Site Installation 

5.5.1.  Site installation at any site shall comprise the below steps: 

5.5.1.1.  Step 1: Installation of new Hardware and Software implementing the NEDS 

System (NEDS Elements, NEDS centralised administration platforms, and 

NEDS Reference System) 

5.5.1.2.  Step 2: establishment of network connectivity between the NEDS Element and 

the relevant NEDS Affiliates, and between the NEDS Element and any other 

NEDS sites already implemented (only applicable to the second site being 

implemented). 

5.5.1.3.  Step 3 (if necessary): deactivation (by NATO with the support of the 

Contractor) of the existing synchronisation mechanism(s). 

5.5.2.  The Contractor shall coordinate the date of the planned installation no later than 3 

weeks before that date. 

5.5.3.  Throughout all Site installation activities the Contractor shall hold a daily meeting 

with the site POC to agree on the work to be conducted during the day. 

5.5.4.  The Contractor shall ensure that the equipment to be installed in any of the 

relevant site facilities (as identified by the site during the site survey) has been 

tested and certified to operate at the facility's zone level as defined in 2.1.3. . The 

Contractor shall provide relevant evidence to the site before installing any NEDS 

piece of equipment. 
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5.5.5.  The Contractor shall unpack all NEDS equipment at the installation location and 

dispose of packing materials as directed by the Purchaser's Site POC. 

5.5.6.  The Contractor shall install all equipment in accordance with the applicable 

document indicated in 2.1.3.  

5.5.7.  The Contractor shall transfer (i.e. shipping of all 

Hardware/Software/Documentation, installation and configuration) the 

Certification Test Bed from NC3A (The Hague, The Netherlands) to the 

NCSA HQ facilities (Mons, Belgium). The former Certification Test Bed shall 

then be considered as the NEDS Reference System Testbed. 

5.5.8.  The Contractor shall install and configure the Reference System at NCSA HQ 

(Mons, Belgium) on the NATO-SECRET System High Engineering LAN 

connected to NS-WAN. 

5.5.9.  The Reference System shall only be maintained through the Engineering LAN (no 

remote maintenance through any other network ï e.g. internet). 

5.5.10.  The Contractor shall connect all equipment to electrical power and 

communications interfaces provided by the Purchaser (as requested in the Site 

Implementation Plan). 

5.5.11.  The Contractor shall turn on all equipment and configure hardware and software 

settings to match the Product Baseline and site infrastructure configuration. 

5.5.12.  The Contractor shall support the Purchaser for the deactivation of the existing 

synchronisation mechanism(s), as necessary. 

5.5.13.  The Contractor shall provide the SAB-approved SIVP to the Site POC.  

5.5.14.  The Contractor shall execute the SIVPs for the NEDS equipment installed in the 

site in order to demonstrate to the local Security Accreditation Authority (SAA) 

that the equipment complies with the security requirements (see 11.3.8. ). 

5.5.15.  The Contractor shall deliver to the site all documentation specified in 6.8. . 

5.5.16.  Upon completion of site installation work, the Contractor shall: 

5.5.16.1.  provide the Purchaser Site POC and the NEDS Project Manager with a copy of 

the site installation and activation checklist and resolve any discrepancies 

identified. 

5.5.16.2.  obtain a System Statement of Conformance from the local SAA and provide 

it to the Purchaser Site POC and to the NEDS Project Manager. 
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5.5.17.  After site installation and prior to Site Activation, the Contractor shall respond 

within 24 hours to any problems reported by the Purchaser with installed but not 

yet activated NEDS site. 

5.6.  Site Activation 

5.6.1.  After completion of site installation activities at a site and upon authorisation by 

the Purchaser the Contractor shall conduct Site Activation of that site. 

5.6.2.  The purpose of site activation is to: 

5.6.2.1.  establish full interconnection and synchronisation with the relevant NEDS 

Affiliates, 

5.6.2.2.  establish full interconnection and replication with any other NEDS operational 

site already activated, 

5.6.2.3.  conduct site activation tests. 

5.6.3.  None of the site activation activities may be conducted remotely by the Contractor. 

5.6.4.  None of the site activation activities shall have any impact on the NEDS Affiliates 

nor on the NATO Staff Users desktop applications (except some potential and 

limited outages ï see 5.3.9. ). 

5.6.5.  Synchronisation between the NEDS and the NEDS Affiliates shall be based on 

Agreements (see SRS 5.4.3. ) to be developed by the Contractor. 

5.6.6.  The Contractor shall not proceed with the establishment of synchronisation 

between the NEDS and any NEDS affiliate before the corresponding agreement is 

signed by all parties. 

5.6.7.  The Contractor shall be responsible to obtain signature of the agreement by all 

parties. The Contractor shall inform the Purchaser of any difficulty in obtaining 

this agreement in no delay.  

5.6.8.  Site Activation Tests 

5.6.8.1.  Site Activation tests on the Reference System 

5.6.8.1.1.  The purpose of the site activation tests on the Reference System is twofold: 

5.6.8.1.1.1  perform a final check on the validity and effectiveness of the Contractor 

installation procedures, back-out procedures, back-up procedures and 
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disaster recovery procedures before going into the operational 

environment, 

5.6.8.1.1.2  demonstrate that the Reference System provides all required Contractual 

functionalities and capabilities. 

5.6.8.1.2.  The Contractor shall conduct the site activation tests on the Reference 

System as per the testing process detailed in SECTION 11 SECTION 11. 

5.6.8.1.3.  As part of the Site Activation tests on the Reference System the Contractor 

shall: 

5.6.8.1.3.1  demonstrate the back-out procedures, 

5.6.8.1.3.2  demonstrate the back-up procedures, 

5.6.8.1.3.3  demonstrate the disaster recovery procedures, 

5.6.8.1.3.4  demonstrate how the Purchaser will have to make use of the Reference 

System to add or remove NEDS affiliates, to adapt existing software, 

scripts, agreements and reports to changing requirements (this 

encompasses both development and testing activities), 

5.6.8.1.3.5  demonstrate how the Purchaser will have to make use of the Reference 

System to control all software changes with a configuration control tool. 

5.6.8.1.4.  The Site Activation tests on the Reference System shall last between one and 

two weeks, exclusive of any preparation time. 

5.6.8.1.5.  The Site Activation tests on the Reference System shall include a 

demonstration that the NEDS Reference System is able to simulate all 

instances of the operational NEDS elements (or conduct a complete site 

activation test (see para 5.5.1. above)). 

5.6.8.1.6.  The Purchaser reserves the right to observe the Site Activation tests on the 

Reference System and to have the Contractor perform additional selected 

testing tasks to confirm compliance. 

5.6.8.1.7.  The completion of Site Activation tests on the Reference System shall be 

subject to the Purchaser's confirmation that all tests have been completed 

successfully. 

5.6.8.1.8.  After successful completion of all Site Activation tests on the Reference 

System and upon Purchaserôs decision, Site installation and activation 

activities shall start on operational sites. 
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5.6.8.2.  Site Activation tests on the operational sites 

5.6.8.2.1.  The Site Activation tests on the operational sites shall demonstrate that the 

equipment installed so far (i.e. both on the individual site and system-wide if  

other sites have already been installed) provides the Contractual functionality 

and performance level, including all interfaces with all internal and external 

system, including administration requirements, and is ready for operational 

use. 

5.6.8.2.2.  The Contractor shall conduct the Site activation tests as per the testing 

process detailed in SECTION 7 SECTION 7 . 

5.6.8.2.3.  The Contractor shall carry out the site activation tests for a maximum of one 

week at each site, exclusive of any preparation time. 

5.6.8.2.4.  NEDS Affiliates and NATO Staff Users desktop applications shall remain 

fully operational during the performance of the Site Activation tests. 

5.6.8.2.5.  The Purchaser reserves the right to observe the site activation tests and to 

have the Contractor perform additional selected testing tasks to confirm 

compliance. 

5.6.8.2.6.  The completion of Site Activation testing shall be subject to the Purchaser's 

confirmation that all Site Activation tests have been completed successfully. 

For that purpose, a Site Activation Test Report shall be provided for each 

site. 

5.7.  On-Site Training 

5.7.1.  As part of the system implementation the Contractor shall provide on-site training 

ï as specified in paragraph 6.6. of this SOW - to all support staff designated by the 

Site POC and on all tasks required to operate the system, add/remove a NEDS 

Affiliate, perform daily maintenance and administration, disaster recovery, and 

problem isolation and resolution. 

5.7.2.  The on-site training shall be structured according to the First-, Second- and Third-

Level support concept as defined in this Contract. The on-site training for support 

staff (e.g. NEDS Administrators, NEDS Affiliates Administrators) shall not 

exceed 5 days per session for First-Level personnel, 10 days per session for 

Second-Level personnel, and 15 days per session for NCSA Third-Level 

personnel. 

5.7.3.  The Contractor shall organize up to 2 sessions per site and per Level as deemed 

necessary by the Purchaser. 
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5.7.4.  As necessary, the NEDS Affiliates Administrators will be requested to travel form 

their site to the training site to attend the training. 

5.7.5.  The Purchaser will provide the following basic facilities: room, power supply, 

tables, chairs, network connectivity. The Contractor shall provide all other 

facilities and services necessary to carry out the on-site Training activities. 

5.7.6.  The NATO Staff Users will not take part of on-site training. However, the 

Contractor shall deliver all necessary information for the NATO Staff Users to use 

the browsing capability. Such information shall be delivered in the form of a 

leaflet (A4 format, two (2) pages maximum) which will be sent by email to all 

NATO Staff Users by the Purchaser. 

5.8.  Physical Configuration Audits (PCA) 

5.8.1.  The Contractor shall schedule and chair the Physical Configuration Audit (PCA) 

for each site following Site Activation. The objective of the PCA is to verify that 

the delivered CIs correspond with the NEDS Product Baseline documentation. 

5.8.2.  The PCA shall include visual inspection of all hardware and documentation CIs, 

and visual verification of the presence and correct configuration of all software 

CIs. 

5.8.3.  The Contractor shall co-ordinate the PCA with the Purchaser's Site POC.  

5.8.4.  Successful completion of PCA establishes the site baseline. 

5.8.5.  The Contraction shall produce and deliver a PCA Report. 

5.9.  Partial System Acceptance (PSA) 

5.9.1.  PSA is the act by which the Purchaser has evaluated a site and has determined that 

it meets the requirements of the Contract. 

5.9.2.  In order to request PSA of a site, the Contractor shall have completed the 

following actions: 

5.9.2.1.  Completion of Site Activation testing, marked by the Purchaser-accepted Site 

Activation Tests report, 

5.9.2.2.  Completion of PCA (see 5.8. 5.8. ), marked by the Purchaser-accepted PCA 

report, 

5.9.2.3.  Completion of all on-site training activities; and 
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5.9.2.4.  Delivery of all PSA-supporting documentation as defined below: 

5.9.2.4.1.  site installation documentation (see 6.8. ), 

5.9.2.4.2.  site activation test report, 

5.9.2.4.3.  all training materials (see 6.6. ), 

5.9.2.4.4.  PCA report 

5.9.2.5.  The Contractor shall notify the Purchaser in writing that a site is offered for 

PSA.  

5.9.2.6.  This notification shall be accompanied by the Partial System Acceptance 

Report for that site. 

5.9.2.7.  The Partial System Acceptance Report for a site shall include the following 

information: 

5.9.2.7.1.  The Product Baseline (a link to the current version on the Project Website is 

sufficient); 

5.9.2.7.2.  Report of all outstanding Off-specification Reports related to this block of 

sites; 

5.9.2.7.3.  Documentation relevant to the Partial System Acceptance (e.g. as-built 

drawings, handbooks, quality assurance reports, manuals, etc as per 

SECTION 6 SECTION 6 ); 

5.9.2.7.4.  Initial or updates to Custom System manuals; and 

5.9.2.7.5.  A copy of the System Statement of Conformance signed by the local SAA for 

each site in the block. 

5.9.3.  After satisfactory review of the PSA requirements above, the Purchaser will accept 

delivery of the NEDS site. 

5.10.  System Acceptance (SA) 

5.10.1.  SA is the act by which the Purchaser has evaluated and determined that the 

implemented NEDS System meets the requirements of the Contract. 

5.10.2.  In order to request SA, the Contractor shall have completed the PSA related 

activities for all sites. 
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5.10.3.  The Contractor shall notify the Purchaser in writing that the NEDS system is 

offered for SA. 

5.10.4.  As necessary, the Purchaser will request a System Acceptance review with the 

Contractor. 

5.10.5.  System Acceptance by the Purchaser and Handover to NCSA will take place 

simultaneously. 

5.11.  System Benchmarking 

5.11.1.  After the SA and upon Purchaser authorisation the Contractor shall carry out the 

system benchmarking as per the testing process detailed in SECTION 11 

SECTION 11. 

5.11.2.  The Contractor shall develop and carry out benchmarking tests of the NEDS 

system as a whole to establish benchmarks for system performance and system 

reliability, maintainability, and availability. 

5.11.3.  The Contractor shall cover at least the following items in the benchmarks: 

5.11.3.1.  WAN bandwidth usage (peak and off-peak) with respect to synchronisation, 

replication and browsing activities 

5.11.3.2.  System performance 

5.11.3.3.  Service availability 

5.11.4.  The Contractor shall conduct the Benchmarking for a minimum of 10 consecutive 

days and a maximum of 20 consecutive days, exclusive of any preparation time. 

5.11.5.  The Contractor shall provide a Benchmarking Tests Report. 

5.11.6.  The Purchaser reserves the right to observe the benchmarking tests and to have the 

Contractor perform additional selected testing tasks. 

5.11.7.  The completion of System Benchmarking shall be subject to the Purchaser's 

confirmation that all benchmarking activities have been completed successfully. 
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SECTION 6  WORK PACKAGE 4  (BASIC): INTEGRATED 

LOGISTIC S SUPPORT 

6.1.  General 

6.1.1.  This section outlines the Integrated Logistics Support Task Area of the NEDS 

Contract. 

6.2.  Performance Start Date (PSD) 

6.2.1.  The PSD for work described in this section shall be EDC (Effective Date of 

Contract). 

6.2.2.  Except otherwise stated, the delivery dates of the associated deliverables are 

provided in the SSS (Schedule of Supplies and Services). 

6.3.  Integrated Logistics Support Plan 

6.3.1.  Based on the contents of the Project Management Plan regarding the Contractor 

approach to ILSP, the Contractor shall develop the NEDS Integrated Logistics 

Support Plan (ILSP). The ILSP shall detail how Integrated Logistics Support will 

be provided throughout the system lifetime. 

6.3.2.  The ILSP shall address all requirements described in this section i.e.: 

6.3.2.1.  the Training (see SOW 6.6. ), 

6.3.2.2.  the Delivery of equipment (see SOW 6.7. ), 

6.3.2.3.  the Site installation documentation (see SOW 6.8. ), 

6.3.2.4.  the System Operation and Maintenance, the warranty (see SOW 6.9. ) 

6.3.3.  The initial version of the ILSP shall be provided to the Purchaser for acceptance. 

Upon Purchaser Acceptance, the ILSP shall be placed under the Purchaserôs 

NEDS Configuration Control Board. 

6.3.4.  The acceptance of the ILSP by the Purchaser signifies only that the Purchaser 

agrees to the Contractorôs approach in meeting the requirements. This acceptance 

in no way relieves the Contractor from its responsibilities to meet the requirements 

stated in this Contract. 
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6.3.5.  The Contractor shall maintain and update the ILSP as required to reflect 

changes in the Project Baselines, in the SOW, or in support arrangements for any 

NEDS CIs. 

6.4.  Software Accreditation 

6.4.1.  Any Software to be used on NATO networks and operational environments is 

subject to security screening and approval by NATO. In particular, this Software 

will have to be included in the NATO operational baseline as described in the 

Approved Fielded Product List (AFPL). 

6.4.2.  The requirements of this section only apply to Software which are not already part 

of the AFPL. 

6.4.3.  The process of accreditation is divided in two phases: 

6.4.3.1.  Configuration Change Proposal ï the Software to be accredited is presented to a 

Configuration Control Board 

6.4.3.2.  Software Accreditation Test ï the Software itself and the Software 

documentation is subjected to in-deep technical assessment by NATO 

6.4.4.  The Contractor shall support to the NATO IT&V tests by ensuring Contractorôs 

technical staff active participation to accreditation test sessions. 

6.4.5.  Two test sessions are foreseen, whose duration is 5 (five) working days each. 

6.4.6.  Test sessions will be repeated until successful completion. 

6.4.7.  The Purchaser will provide the Contractor with a test report at the end of each test 

session, where the reason for failure and remedial actions will be indicated. 

6.4.8.  The successful completion of testing shall rest upon Contractorôs responsibility 

and any additional testing session required, over and above those specified in 

paragraph 6.4.5. , as direct or indirect result of the test failure shall be borne by the 

Contractor. 

6.4.9.  The tests will be performed at NCSA and/or NITC (Mons, Belgium). 

6.4.10.  The test environment will comply with NATO security settings. 

6.4.11.  The System Installation instructions shall be used during the installing of the 

software. 
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6.4.12.  Interoperability tests shall be performed between the system and other applications 

as requested by the user. These applications will be defined in correspondence of 

the Contractorôs submission of the System Test Plan. 

6.4.13.  The Purchaser reserves the right to perform user produced test scenarios during 

this test. 

6.5.  CONOPS and CONOSS 

6.5.1.  The Contractor shall update the Purchaser-provided documents (ref 2.3.2. and ref 

2.3.3. ). 

6.6.  Training  

6.6.1.  The Contractor shall provide training for the NEDS support staff through 

development and implementation of a Training Program following the guidelines 

of 2.1.7.1. and of 2.1.7.2. . 

6.6.2.  The Training Program shall be described in a Training Plan  which shall be the 

Training-specific part of the ILSP. 

6.6.3.  The Training Program shall be based on the Training Needs Analysis to be 

performed by the Contractor, as much as possible as part of the Site Surveys 

activities (see 4.10.4.1.4. ), and shall show the mapping between the results of the 

Training Needs Analysis and the proposed courses and training materials. 

6.6.4.  The Training Needs Analysis shall consider all people involved in NEDS 

operation and administration, including: NEDS Administrators, NEDS Affiliates 

Administrators, First level support staff, Second level support staff and Third level 

support staff. 

6.6.5.  The Training Program shall utilise a combination of lecture and hands-on exercises 

to ensure students completing a course can perform to the level agreed to in the 

NEDS Training Program. 

6.6.6.  The Training Program shall be based as much as possible on COTS vendors 

Certified commercial courses (i.e. reuse of commercial available trainings). 

6.6.7.  The Training Courses shall relate to the OEM and Custom Manuals to be delivered 

by the Contractor as part of the PSA-supporting documentation. 

6.6.8.  The Training courses shall be delivered to support staff as óon-site trainingô i.e. as 

part of the site implementation activities. 
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6.6.9.  The Contractor shall not assume any prerequisite from NATO personnel other than 

basic user knowledge of the Microsoft Windows Operating System, of the 

Microsoft óOfficeô suite, and of Microsoft Internet Explorer. 

6.6.10.  The Training Program shall be in line with the Operational Support Concept 

defined in this Contract (see section SRS SECTION 4 ). 

6.6.11.  Unless otherwise agreed to in the NEDS Training Program, the Contractor shall 

provide separate training courses for First Level support staff, Second Level 

support staff and Third Level Support Staff. 

6.6.12.  Training Materials 

6.6.12.1.  The training materials  for the NEDS-specific courses shall provide all the 

information required to conduct the courses and maintain the training materials. 

6.6.12.2.  The materials shall follow an existing instructional methodology that links 

training objectives with course structure, instructional techniques, course 

content, and assessment tools. 

6.6.12.3.  All course content shall be referenced to commercial or Contractor-developed 

documentation -- preferably user or technical manuals -- that describe the 

subject matter and that are available on-site to students after course completion. 

6.6.12.4.  The training materials shall also provide notes to instructors to assist in 

conducting the lecture or exercise. Presentation materials shall be provided in 

Microsoft PowerPoint 2007 (or Microsoft PowerPoint 2003 as required by the 

Purchaser) format.  

6.6.12.5.  The material for each course or module shall include a table of contents. This 

shall include a listing of all major subjects and the page number or image on 

which they appear or instructions on how to electronically access the data. 

6.6.12.6.  The hands-on exercises included in the Training Program shall incorporate all 

NEDS implementation activities at a site. 

6.6.12.7.  The Contractor shall develop and provide a Student Handbook for each 

course. The handbook shall provide the student with necessary information on 

all lesson objectives and contents, guidance for all learning activities and cross-

references to assist the students in achieving the course objectives. 

6.6.12.8.  The Contractor shall provide an Instructor's Guide for each training course. 

It shall contain all necessary information to prepare and conduct lessons and to 

evaluate students, including exercises, quizzes, and examinations and their 

corresponding answer sheets. 
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6.6.12.9.  The Contractor shall ensure that the NEDS Training Materials are all provided 

in the UK English language. It can be assumed that all Purchasers personnel 

selected to attend the courses will meet the minimum Standardised Language 

Proficiency (SLP) of 3333 in English as specified in STANAG 6001 (see 

2.1.4.4. 2.1.4.4. ). 

6.7.  Delivery of equipment 

6.7.1.  The Contractor shall deliver the NEDS hardware and software as specified in this 

Contract. This section defines the general requirements that shall apply to all 

NEDS equipment delivery. 

6.7.2.  The labour involved in the packing, unpacking, installation, configuration, and 

activation of the NEDS equipment shall be provided as part of the activities 

defined in SECTION 5 . 

6.7.3.  Inventory 

6.7.3.1.  The Contractor shall ensure the provision of an Inventory  down to LRU level 

of all the equipment, software, training and other documentation supplied, not 

later than ten (10) working days prior to the first shipment of the equipment. 

6.7.3.2.  The inventory shall be provided as a hard copy as well as on electronic media in 

Microsoft Excel or Access database format. Details on the exact format of the 

various data elements to be adopted will be communicated following Contract 

award. The inventory information shall, as a minimum, include the following 

data elements: 

6.7.3.2.1.  Inventory Line Item Identification Number; 

6.7.3.2.2.  True Manufacturer Part Identification - Nomenclature; 

6.7.3.2.3.  True Manufacturer Part Number/License Identification; 

6.7.3.2.4.  Unit of Issue; 

6.7.3.2.5.  Currency/Unit Cost; 

6.7.3.2.6.  Expendable or Non-Expendable Code; 

6.7.3.2.7.  Site/Location Code; and 

6.7.3.2.8.  Item Serial Number. 

6.7.4.  Transportation 
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6.7.4.1.  All deliverables shall be shipped to the destinations as identified in the 

Schedule of Supplies and Services. 

6.7.4.2.  Unless clearly specified otherwise, all deliverables covered under this Contract 

shall be transported from and to all destinations at the expense of the Contractor 

throughout the duration of the Contract. 

6.7.5.  Preservation and Packaging 

6.7.5.1.  The Contractor shall ensure that the various supplies will be transported, 

packaged, crated, or otherwise prepared in accordance with the best commercial 

practices for the types of supplies involved, giving due consideration to 

shipping and other hazards associated with the transportation of consignments 

to overseas. 

6.7.5.2.  The Contractor shall ensure that packing lists are provided in such a way as to 

permit easy identification of the items to be delivered to destinations. These 

packing lists shall accompany the shipment. Each individual box from a 

consignment shall have one packing list in weatherproof envelope affixed to the 

outside of each box that indicates exactly what is contained inside. One copy 

shall also be put inside each box. 

6.7.5.3.  The packing lists shall contain all necessary information for easy identification 

of the content by the Consignee and shall also indicate the Contract Number, 

CLIN Number, part and serial number, Prime Contractor/Sender and the 

Purchaserôs names and addresses. 

6.7.6.  Customs Form 302 

6.7.6.1.  The Contractor shall ensure the timely request of Customs Forms 302 which are 

required for duty free import/export of supplies. Following receipt of the 

request by the Purchaser, normally a maximum of five (5) working days is 

required for the issue of the form. This form is not required for movements 

within the European Union. 

6.7.6.2.  These forms have to be originals and can not therefore be faxed but have to be 

mailed or sent by mail/express courier. In case that an express courier has to be 

used to ensure that the form is available in time before shipment, all associated 

costs shall be the responsibility of the Contractor. 

6.7.6.3.  The written request for a 302 form shall contain the following information: 

6.7.6.3.1.  Purchaser Contract Number 

6.7.6.3.2.  CLIN, Designation and Quantities 



NATO UNCLASSIFIED  

CO-12870-NEDS 
 

 

NATO UNCLASSIFIED  

Book II, Part IV, Page IV-67 

 

6.7.6.3.3.  Destination 

6.7.6.3.4.  Number, and Gross Weight 

6.7.6.3.5.  Consignorôs and Consigneeôs Name and Address 

6.7.6.3.6.  Method of Shipment, i.e. road, rail, sea, air, etc 

6.7.6.4.  If  a country refuses to accept the Form 302 and requires the payment of 

customs duties, the Contractor shall immediately inform the Purchaser by the 

fastest means available and obtain from the Customs Officer a written statement 

establishing that his country refuses to accept the Form 302. Only after having 

received Purchaserôs approval the Contractor shall pay these customs duties and 

the Purchaser shall reimburse the Contractor at actual cost against presentation 

of pertaining documents. 

6.7.6.5.  The Contractor shall inform forwarding agents of the availability of Form 302 

and how this form is utilised to avoid the payment of customs duties. This Form 

302 shall be added to the shipping documents to be provided to the carrier. 

6.7.7.  Notice of Shipment 

6.7.7.1.  Ten (10) working days before each shipment of supplies, the Contractor shall 

provide the Purchaser with a Notice of Shipment comprising the following 

details: 

6.7.7.1.1.  Shipment Date 

6.7.7.1.2.  Purchaser Contract Number 

6.7.7.1.3.  Contract Line Item Number (CLIN) 

6.7.7.1.4.  Consignorôs and Consigneeôs name and address 

6.7.7.1.5.  Number of Packages/Containers 

6.7.7.1.6.  Gross weight 

6.7.7.1.7.  Final/Partial Shipment 

6.7.7.1.8.  Mode of Shipment (e.g. roadé) 

6.7.7.1.9.  Number of 302 Forms used 

6.7.8.  Shipment 
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6.7.8.1.  The Contractor shall ship all required hardware, software, and installation or 

testing tools to the locations designated by the Purchaser. The Contractor shall 

be responsible for resolving any loss incurred in shipping. 

6.8.  Site installation Documentation 

6.8.1.  As part of the Site Installation activities the Contractor shall provide the following 

site installation documentation: 

6.8.2.  As Built Drawings. The Contractor shall ensure that as built drawings are 

provided which show full details of how all the major assemblies of supplied 

equipment have been physically installed and mechanically/electrically integrated. 

As built drawings shall be provided in a format readable by the Purchaser and the 

sites, shall be self-sufficient and independent of any other documents and shall 

cover: 

6.8.2.1.  Plans of the physical details of all installed equipment, apparatus and devices; 

6.8.2.2.  Details of all interfaces; and 

6.8.2.3.  Details of all cable racking, cable numbers and functions to include all 

appropriate connections, connectors and sockets. 

6.8.3.  The product Baseline and the Final Configuration Status Accounting (CSA) 

Report for all CIs delivered to the site, in a format suitable for use by the NATO 

Enterprise Management System (EMS) 

6.8.4.  List of all outstanding off-specification reports related to the site, 

6.8.5.  Complete set of configuration data to be used to setup the system after 

installation 

6.8.6.  System Statement of Conformance obtained from the local SAA. 

6.8.7.  Original Equipment Manufacturer Manuals . The Contractor shall provide 

original equipment manufacturer manuals for all NEDS Commercial Off The Shelf 

(COTS) hardware and software installed at a NEDS site. 

6.8.8.  Support Staff Custom Manuals 

6.8.8.1.  The Support Staff custom manuals shall supplement the off-the-shelf 

documentation provided with the NEDS system. 

6.8.8.2.  The Support Staff Custom Manuals shall describe and explain how to use all 

administration functionalities of the NEDS System. 
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6.8.8.3.  The Support Staff Custom Manuals shall be consistent with and related to the 

Operational Support Concept defined in this Contract. 

6.8.8.4.  The Support Staff Custom Manuals shall include instructions on how to 

troubleshoot the system with respect to all the possible problems that may occur 

during the installation, configuration, operationé of the system (e.g. problems 

related to Synchronisation, Replication, Browsing, Data Storageé). 

6.8.8.5.  The Support Staff Custom Manuals shall include instructions on how to add and 

remove a NEDS Affiliate. 

6.8.8.6.  The Support Staff Custom Manuals shall include instructions on how to build 

and join a new NEDS site to the NEDS system. 

6.8.8.7.  The Support Staff Custom Manuals shall include the SIVPs. 

6.8.8.8.  The Support Staff Custom Manuals shall include disaster prevention 

instructions (instructions for daily / weekly / monthly actions to ensure that all 

NEDS Elements and administration platforms are operating correctly and that 

the backup procedure is completing successfully). 

6.8.8.9.  The Support Staff Custom Manuals shall include for each site a Disaster 

Recovery Plan and associated procedures (including a rebuilding checklist) 

and a Backup plan and associated procedures: 

6.8.8.9.1.  The Disaster Recovery Plan & Procedures and the Backup Plan & Procedures 

shall address the best practices developed by the vendors of the system 

components (HW & SW), including security best practices. 

6.8.8.9.2.  The Disaster Recovery Plan & Procedures shall address all possible scenarios 

and corresponding actions, including security. 

6.8.8.9.3.  As a minimum, the Disaster Recovery Plan and Procedures shall address the 

following scenarios: 

6.8.8.9.3.1  Recovering any version of the data repository 

6.8.8.9.3.2  Recovering any version of the NEDS Schema 

6.8.8.9.3.3  Recovering an entire NEDS server 

6.8.8.9.3.4  Recovering of an administration platform 

6.8.8.9.3.5  Transferring of NEDS administration from one administration platform 

to the other 
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6.8.8.9.4.  The Disaster Recovery Plans and Procedures shall clearly distinguish 

between service restoration and data restoration, and shall include a disaster 

recovery kit. 

6.8.8.9.4.1  The disaster recovery kit shall contain distribution media for all software 

(including patches and hot-fixes) to restore a NEDS Element and an 

Administration platform from scratch. 

6.8.8.9.4.2  The disaster recovery kit shall include a full, customized, installation 

plan that covers all steps (including OS installation) to build and 

configure a NEDS Element and an Administration platform. 

6.8.8.9.4.3  The disaster recovery kit shall include a list of all passwords, community 

strings, etc. required, with the exception of the information that is 

retained by the Purchaser as stipulated in the Contract. 

6.8.8.9.4.4  Volume Shadow copy service shall be used to optimize the back 

up/recovery process where appropriate. 

6.8.9.  The Contractor shall provide all manuals in soft copy, in both Microsoft Word and 

Windows on-line help format. 

6.8.10.  The Contractor shall provide all deployment sites with at least one hard copy of 

each OEM Manual and Custom Manual. 

6.8.11.  Software Maintenance Documentation. The Contractor shall provide and 

maintain detailed instructions for the generation of new baselines, distribution and 

installation of new software versions, and any test procedures and test cases 

necessary to verify, on the Reference System, the generated baseline before 

distribution. 

6.9.  System Operation and Maintenance - Warranty  

6.9.1.  The óSystem Operation and Maintenanceô section of the ILSP shall comprise the 

two following documents: 

6.9.1.1.  a Manpower Support Plan (MSP) based on the results of site surveys. The 

MSP shall provide an assessment of the numbers and types of positions 

required to support the NEDS System. This assessment shall reflect the 

concepts of First-, Second- and Third-Level support functions. 

6.9.1.2.  a Maintenance Plan based on the analysis of the maintenance requirements for 

the NEDS and identifying the specific support needs (e.g. software licensing, 

maintenance equipment, personnel, spares, repair parts, technical orders, 

manuals and other documentation, training, transportation and handling, etc.).  
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6.9.2.  The Contractor shall be responsible for the system operation and the maintenance 

of the NEDS at any site until System Acceptance (SA) is declared by the 

Purchaser. 

6.9.3.  The Contractor shall provide Next Day warranty support for all hardware provided 

under this Contract at any site for three (3) years from the time of System 

Acceptance. 

6.9.4.  The Contractor shall provide Next Day warranty support for all software provided 

under this Contract at any site for one (1) year from the time of System 

Acceptance. 

6.9.5.  During the warranty period, the Contractor shall replace any faulty hardware item, 

software item, and documentation provided under this Contract. Replacement shall 

be provided within 24 hours of notification for any site. The Contractor shall be 

responsible for shipment of faulty items for repair or replacement, and of the 

repaired or replaced item to the affected site. 

6.9.6.  The Contractor shall provide the Purchaser with instructions for handling 

replacement actions. 

6.9.7.  During the warranty period, the Contractor shall provide a local or toll-free 

telephone number accessible from Casteau, Belgium Monday through Friday 

during normal Belgium business hours (Mon ï Fri 08:30 ï 17:30). The Contractor 

shall provide assistance by telephone and Internet electronic mail, and shall 

maintain a trouble-ticketing system to track all repair and replacement actions. 

6.9.8.  The Contractor shall NOT propose or conduct any remote maintenance/action; 

except from centralised administration platforms included in the NATO 

operational baseline. 
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SECTION 7  WORK PACKAGE 5  (OPTION): 

OPERATIONAL SUPPORT  
 

7.1.  General 

7.1.1.  This section outlines the Operational Support Task Area of the NEDS Contract. 

7.1.2.  This Work Package is divided into three (3) sub-work packages (WP 5.1, WP 5.2 

and WP5.3). 

7.1.3.  Each sub-work package is an option which will be activated or not individually by 

the Purchaser. 

7.2.  Performance Start Date (PSD) 

7.2.1.  The PSD of each of the three (3) sub-work packages shall be defined in due course 

and shall be communicated to the Contractor at least 1 month in advance. 

7.2.2.  Except otherwise stated, the delivery dates of the associated deliverables are 

provided in the SSS (Schedule of Supplies and Services). 

7.3.  Requirements for sub-work package 5.1 

7.3.1.  The Contractor shall provide Operational Support services for three times 200 

mandays to assist NCSA on NEDS Operations, maintenance and adaptation 

activities. 

7.3.2.  The Contractor support shall be provided through one (1) full time person at each 

of the NEDS Elements site, plus one (1) person at NCSA HQ. In total, three (3) 

full time people shall support NCSA for operating the system. 

7.3.3.  The Contractorôs personnel shall have a ñDirectory Services Administratorò 

profile, as defined in paragraph 12.5.11. , and shall have a demonstrable expertise 

in X. 500/LDAP directory and directory synchronisation products. 

7.3.4.  The Contractor support shall be provided during normal business hours at the sites, 

and shall be available on-call outside normal buisiness hours 

7.3.5.  The three (3) full time people shall have been involved in the NEDS project well 

before being assigned to these operational support activities. In particular, they 

shall have acquired a very good knowledge of the NEDS system during 

theimplementation of the system (including training). 
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7.3.6.  The three (3) full time people shall maintain a trouble-ticketing system to track all 

requests for repair, replacement and adaptation actions and a Software / Hardware 

Configuration Control tool to track all changes to the NEDS Software and 

Hardware. 

7.3.7.  The three (3) full time people shall provide training as requested by the Purchaser. 

7.3.8.  The three (3) full time people shall assist NCSA by any necessary means 

(telephone, emailé). 

7.3.9.  The three (3) full time people shall respect all applicable documents as well as all 

documents developed under this project, in particular the CONOPS, the CONOSS 

and the security documents. 

7.3.10.  The three (3) full time people shall hold a NATO SECRET clearance. 

7.4.  Requirements for sub-work package 5.2 

7.4.1.  The Contractor shall meet the same requirements as for sub-work package 5.1. 

7.5.  Requirements for sub-work package 5.3 

7.5.1.  The Contractor shall meet the same requirements as for sub-work package 5.1. 
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SECTION 8  WORK PACKAGE 6  (OPTION): CONNECTION 

TO THE FUTURE NATO SECRET NATO MESSAGING 

SYSTEM (NMS) DIRECTORY AND TO THE  FUTURE 

NATO SECRET ALLIANCE  REPLICATION HUB (ARH ) 
 

8.1.  General 

8.1.1.  This section outlines the activities to be performed by the Contractor as part of the 

connection to the future NATO SECRET NATO Messaging System (NMS) 

Directory and to the future NATO SECRET Alliance Replication Hub (ARH). 

8.2.  Performance Start Date (PSD) 

8.2.1.  The PSD for work described in this section shall be defined in due course and shall 

be communicated to the Contractor at least 1 month in advance. 

8.2.2.  Except otherwise stated, the delivery dates of the associated deliverables are 

provided in the SSS (Schedule of Supplies and Services). 

8.3.  Project Management 

8.3.1.  The Contractor shall perform project management activities to cover the 

connection of the NEDS to the NEDS Affiliate(s) object of this work package. 

Therefore, the Contractor shall respect SECTION 3 except otherwise stated in the 

present section. 

8.3.2.  In particular, the Contractor shall: 

8.3.2.1.  Update the Project Management Plan (see 3.3. ), including the PBS, the PFD 

and the PMS (see 3.5. ) 

8.3.2.2.  Update the Risk Log (see 3.6. ) 

8.3.2.3.  Update the Development Baseline and the Product Baseline (see 3.7. ) 

8.3.2.4.  Provide CSA reports as necessary 

8.3.2.5.  Update the Change Request Document, the Off -Specification Document and 

the Issue Log as necessary (see 3.8. ) 

8.3.2.6.  Provide Project Status Report and Meeting minutes and shall update the 

Project Website and the NEDS Information Sheet (see 3.10. ) 
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8.4.  Engineering, Integration and Tests 

8.4.1.  The Contractor shall perform System Engineering, Integration and Tests activities 

to cover the connection of the NEDS to the NEDS Affiliate(s) object of this work 

package. Therefore, the Contractor shall respect SECTION 4 except otherwise 

stated in the present section. 

8.4.2.  In particular, the Contractor shall: 

8.4.2.1.  Conduct a complementary System Requirement Analysis and Review as 

necessary (see 4.4. ) 

8.4.2.2.  Conduct complementary design activities (see 4.5. ). As part of it: 

8.4.2.2.1.  The Contractor shall define the agreements between the NEDS and the 

NEDS Affiliate(s) object of this work package. 

8.4.2.2.2.  The Contract shall update all necessary documents to include: 

8.4.2.2.2.1  The network simulation report  

8.4.2.2.2.2  The System Design Documentation Package 

8.4.2.2.3.  The Contractor shall conduct a complementary Design Review as necessary 

and shall provide the corresponding Design Review Report. 

8.4.2.3.  Conduct Security Accreditation Reviews and shall provide the corresponding 

documentation (see 4.6. ) 

8.4.3.  The Contractor shall integrate the NEDS Affiliate(s) object of this work package 

into the existing Reference System. 

8.4.4.  In compliance with the overall System Testing Process detailed in SECTION 11 

the Contractor shall conduct tests of the connection between the NEDS and the 

NEDS Affiliate(s) object of this work package, and shall deliver the associated 

documentation (in particular the System Test Documentation Package). 

8.4.5.  As part of the above mentioned tests, the Contractor shall: 

8.4.5.1.  Include non-regression tests top prove that the connection of the NEDS 

Affiliate(s) object of this work package does not have any impact on the NEDS 

Affiliates already connected to the NEDS 

8.4.5.2.  Respect 5.6.8.1. . 
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8.5.  Implementation 

8.5.1.  The Contractor shall respect section 5.3. and in particular shall update the SIP to 

cover the NEDS Affiliate(s) object of the present work package. 

8.5.2.  The back-out plan section to the SIP shall enable a deactivation of the connection 

between the NEDS and the NEDS Affiliate(s) object of this work package. The 

implementation of the back-out plan shall cause no loss or corruption of data in 

any of the existing systems, and in particular in any of the NEDS Elements or in 

any of the NEDS Affiliates previously connected and synchronised to the NEDS. 

8.5.3.  The Purchaser may request from the Contractor to support the deactivation by 

NATO of the potential connections existing between the NEDS Affiliate(s) object 

of this work package and NEDS Affiliates already connected to the NEDS. 

8.5.4.  The Contractor shall establish network connectivity between the NEDS and the 

NEDS Affiliate(s) object of this work package. 

8.5.5.  The Contractor shall respect 5.5.2. , 5.5.3. , 5.5.9. 5.5.12. , 5.5.13. 5.5.14. , 5.5.15. 

, 5.5.16.  

8.5.6.  The Contractor shall: 

8.5.6.1.  establish full connection and synchronisation between the NEDS and the NEDS 

Affiliate(s) object of this work package 

8.5.6.2.  conduct activation tests 

8.5.7.  The Contractor shall respect 5.6.3. , 5.6.4. , 5.6.5. , 5.6.6. , 5.6.7. , 5.6.8.2. . 

8.5.8.  The Contractor shall coordinate the date of the planned connection activation no 

later than 3 weeks before that date. 

8.5.9.  The Contractor shall provide training in compliance with 5.7. The courses shall be 

primarily focused to the new NEDS Affiliates Administrators (it is anticipated that 

the NEDS Administrators will not need additional training). 

8.5.10.  The Contractor shall conduct a Functional Configuration Audit (FCA) in 

compliance with and training in compliance with 5.8.  

8.5.11.  The Contractor shall notify the Purchaser in writing that the activities pertaining to 

this work package have been performed as required and that the connection 

between the NEDS and the NEDS Affiliate(s) object of this work package is 

effective. 
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8.5.12.  Upon authorisation by the Purchaser, the Contractor shall carry out system 

benchmarking in compliance with 5.11. and provide a Benchmarking Tests 

report . 

8.6.  Integrated Logistics Support 

8.6.1.  The Contractor shall update the ILSP in compliance with 6.3.  

8.6.2.  The Contractor shall update the Purchaser-provided documents (2.3.2. and 

2.3.3. ). 

8.6.3.  The Contractor shall respect 6.6. , including the provision of an updated training 

plan and the provision of updated training materials. 

8.6.4.  The Contractor shall NOT deliver any particular equipment in the context of this 

work package. 

8.6.5.  The Contractor shall update as necessary the site installation documentation in 

compliance with 6.8. . 

8.7.  System Operation and Maintenance ï Warranty  

8.7.1.  The Contractor shall update the óSystem Operation and Maintenanceô section 

of the ILSP. 

8.7.2.  The Contractor shall be responsible for the system operation and the maintenance 

of the NEDS at any site until System Acceptance (SA) is declared by the 

Purchaser.  

8.7.3.  The warranty for the activities performed under this work package falls under the 

warranty of the system and therefore starts with it. In other words: 

8.7.3.1.  There will be no warranty extension to tackle the new connection(s) that fall 

under this work package even if these connections are established after System 

Acceptance (SA) 

8.7.3.2.  The Contractor shall respect 6.9.  
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SECTION 9  WORK PACKAGE 7 (OPTI ON): CONNECTION 

TO THE FUTURE APMS DATABASE 
 

 

9.1.  General 

9.1.1.  This section outlines the activities to be performed by the Contractor as part of the 

connection to the future APMS Database. 

9.2.  Performance Start Date (PSD) 

9.2.1.  The PSD for work described in this section shall be defined in due course and shall 

be communicated to the Contractor at least 1 month in advance. 

9.2.2.  Except otherwise stated, the delivery dates of the associated deliverables are 

provided in the SSS (Schedule of Supplies and Services). 

9.3.  Project Management 

9.3.1.  The Contractor shall meet the same requirements as for section 8.3.  

9.4.  Engineering, Integration and Tests 

9.4.1.  The Contractor shall meet the same requirements as for section 8.4.  

9.5.  Implementation 

9.5.1.  The Contractor shall meet the same requirements as for section 8.5.  

9.6.  Integrated Logistics Support 

9.6.1.  The Contractor shall meet the same requirements as for section 8.6.  

9.7.  System Operation and Maintenance ï Warranty  

9.7.1.  The Contractor shall meet the same requirements as for section 8.7.  
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SECTION 10  WORK PACKAGE 8 (OPTI ON): CONNECTION 

TO THE FUTURE NATO SECRET SERVERS 

RECEIVING DATA FROM SOURCES BEING ON NU/NR 

DOMAINS  
 

 

10.1.  General 

10.1.1.  This section outlines the activities to be performed by the Contractor as part of the 

connection to the future NATO SECRET servers receiving data from sources 

being on NU/NR domains. 

10.2.  Performance Start Date (PSD) 

10.2.1.  The PSD for work described in this section shall be defined in due course and shall 

be communicated to the Contractor at least 1 month in advance. 

10.2.2.  Except otherwise stated, the delivery dates of the associated deliverables are 

provided in the SSS (Schedule of Supplies and Services). 

10.3.  Project Management 

10.3.1.  The Contractor shall meet the same requirements as for section 8.3.  

10.4.  Engineering, Integration and Tests 

10.4.1.  The Contractor shall meet the same requirements as for section 8.4.  

10.5.  Implementation 

10.5.1.  The Contractor shall meet the same requirements as for section 8.5.  

10.6.  Integrated Logistics Support 

10.6.1.  The Contractor shall meet the same requirements as for section 8.6.  

10.7.  System Operation and Maintenance ï Warranty  

10.7.1.  The Contractor shall meet the same requirements as for section 8.7.  

 




